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FOREWORD

1. ACP 133, COMMON DIRECTORY SERVICES AND PROCEDURES,; is an
UNCLASSIFIED Allied Communication Publication (ACP). Periodic accounting of this
publication is not required.

2. ACP 133 will be effective for National, Service, or Allied use when directed by the
appropriate Implementing Agency; refer to the National Letter of Promulgation (LOP).

3. This publication contains Allied military information and is furnished for official purposes
only.

4. This publication is not releasable without prior approval from the United States Military
Communications-Electronic Board (USMCEB).

5. Itis permitted to copy or make extracts from this publication without consent of the
Authorizing Agency.
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ACP 133 (B)

UK NATIONAL LETTER OF PROMULGATION

The purpose of this UK National letter of promulgation is to implement ACP 133 (B)
within the Armed Forces of United Kingdom of Great Britain and Northern Ireland.

1. ACP133(B) DIRECTORY SERVICES, is an Unclassified non-registered Allied
Communications Publication (ACP).

2. ACP 133 (B) is effective on receipt and replaces ACP 133 (A) which should be
destroyed in accordance with local security instructions.

3. Comments or recommendations should be forwarded through the chain of
command to the Defence Communications Procedures Branch (DCPB), Room
336, Northumberland House, Northumberland Avenue, London WCN 5BP.

4. Report any loss or compromise of this publication through the appropriate chain
of command, in accordance with current Services requirements.

5. Extracts may be taken from this publication.

By Command of the Defence Council

Permanent Under Secretary
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CHAPTER 1

INTRODUCTION

101. General and Scope

a. The function of this document, Allied Communication Publication (ACP) 133, is to
define the Directory services, architecture, protocols, schema, policies, and procedures to support
Allied communications, including Military Message Handling System (MMHS) services based
on ACP 123, in both the strategic and tactical environments. The Directory services are based on
the International Telecommunication Union Telecommunication Standardization Sector (ITU-T)
X.500 Series of Recommendations and the International Organization for Standardization (1ISO) /
International Electrotechnical Commission (IEC) 9594. The Directory specifications will be
referred to as X.500 in this document. Note that familiarity with X.500 is assumed.

b. The Allied Directory Services defined in this document are based on the 1993/1995
edition of the X.500 Directory and selected 1997 enhancements. It is expected that an
evolutionary period will be necessary for existing directory services to become ACP 133-
compliant. In this sense, ACP 133 is viewed as a “target”. The manner, means, and duration of
such evolution are outside the scope of ACP 133.

c. This ACP applies to communication among the Allied Directory domains and within
a domain for combined operations. It defines a common Directory schema which shall be
supported by all Allies for international and combined operations and also records nationally
unique attributes to avoid duplicate definitions of elements. It offers support for Internet mail
users and transitional support for ACP 127/Joint Army, Navy, Air Force Procedure (JANAP)
128. The Directory has the potential to support different views of directory information such as
white pages and yellow pages services.

d. Local interfaces and requirements, such as the specifics of terminal display and local
caching, are part of this publication where required to ensure interoperability. ACP 133 includes
requirements for which directory information must be displayed to the user, but the format of the
display is outside the scope of this document.

e. This third version of ACP 133 defines the services, schema, and protocols required of
X.500 Directory System Agents (DSAs) and Directory User Agents (DUAS) to support electronic
mail (e-mail), SSMIME, Message Handling System (MHS), MMHS, ACP 127 interworking, and
traditional communications. It also identifies security mechanisms that meet the security
requirements for strong authentication, confidentiality, integrity, availability, and privilege/label
management. As national systems and products mature, this document will be expanded to
include more procedural guidance for managing the directory, support for other applications, and
additional guidance for operation of tactical (mobile) directories.
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102. Background

a. This ACP was written and coordinated by the Combined Communications Electronics
Board (CCEB) with the Allied Message Handling (AMH) International Subject Matter Experts
(ISME) working group. This group was organized to develop a common messaging strategy that
can be deployed to facilitate interoperability among the Allies for military message traffic. Part
of this task, and the subject of this ACP 133, was to develop a directory service that could
provide access to information needed to do messaging. An ACP 133 Task Force was formed to
develop Directory requirements and this ACP.

b. To ensure interoperability with North Atlantic Treaty Organization (NATO)
members, ACP 133 was developed in coordination with the NATO Tri-Service Group of
Communications and Electronics (TSGCE). TSGCE SC/9 is responsible for developing NATO
Standardization Agreements (STANAGS) on data distribution. Rather than developing a separate
NATO document, the intention is for this document to satisfy the requirements for military
messaging with NATO and United Nations forces.

103. Evolution

This ACP is based on civilian international standards in order to take advantage of the
availability of commercial off-the-shelf (COTS) products. As a result, the AMH ISME should
monitor the future developments of the international standards and the resultant products. As
new capabilities are standardized, those that are found to be useful and appropriate should be
added to ACP 133. In order to maintain consistent directory service among the Allies, new
versions of this ACP will be developed with formal review and coordination.

104. Overview

a. The Allied Directory is the combination of the parts of the national directories and
those Combined Task Force (CTF) directories, when they exist, that are to be shared with the
Allies. For example, specific unique directory requirements must be satisfied to support
operations which would result from dynamic military operations. Thus, it is envisioned that the
Allied Directory will consist of relatively stable shared national and combined domains, as well
as, periodic dynamic combined domains to satisfy specific operations involving coalitions of
national military forces and organizations, such as NATO. An overview of the Allied Directory
is shown in Figure 1-1.

b. The information accessible using the Allied Directory System is contained in the
Allied Directory Information Base (DIB). The information published in the Allied Directory DIB
is provided to support Allied communications, including MMHS services based on ACP 123, in
both the strategic and tactical environments. Besides the information used by the messaging
application, the Allied Directory System supports the storage of certificates needed for secure
messaging (e.g., ACP 120) and for other secure applications such as Electronic Data Interchange
(EDI). The Allied Directory DIB also contains information for managing the components of the
Allied communications system.
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c. A Directory Management Domain (DMD) is composed of all of the directory
components, policies, and information of an organization for the purposes of management. In the
Allied Directory System there are two types of directory domains, as illustrated in Figure 1-1:
national domains and CTF domains. The union of all national information shared is said to
comprise a single logical DIB. A national domain includes the information, policy, and
components needed to govern a specific nation’s directory services.

d. A CTF domain is a subset of the Allied Directory that is provided by two or more
Allies and includes unique mission-related information, policy, and components. The combined
domain is owned, operated, and administered by a multi-national military unit. The commander
of the CTF establishes the rules and procedures for its domain. No information and components
are supplied or maintained by the CCEB. Rather, this ACP defines mechanisms for sharing
information and interconnection of national assets to support combined operations. Note that, in
this ACP, the significance of the term “combined task force” is very broad and should not be
confused with specific “task force” designations already in use by various organizations such as
Naval Task Force, defined by AUSCANZUKUS.

1-3 Edition B



ACP 133

Portions of the national or CTF DIB and
Directory System become part of the logical
Allied Directory.

Allied nations cooperate
to form a single logical
Allied Directory.

Allied Directory

Nations maintain nationally-
unique portions of their DIB
and Directory System which
are not part of the Allied
Directory.

Combined
Task Force*

Task Forces are composed of units

from two or more Allied nations.
* Note that some task forces may establish and maintain

their own unique subset of the Allied Directory.

Figure 1-1
Overview of the Allied Directory

e. The X.500 Directory is composed of one or more DSAs that are the repositories for
some portion of the DIB. The DIB contains user information and operational information for use
by the Directory system. Each user of the Directory, whether a person or an application, uses a
DUA to access the Directory. The Directory schema contains the rules governing the contents of
the DIB.

f. DUAs and DSAs communicate with each other by using the Directory Access
Protocol (DAP). DSAs communicate with each other using the Directory System Protocol
(DSP), the Directory Information Shadowing Protocol (DISP), or the Directory Operational
Binding Management Protocol (DOP). DSP is used by DSAs to “chain” requests from users
when the originating or “home” DSA of the user does not have the requested information. DISP
is used in the process of replicating information among DSAs. DOP is used to perform the
management aspects of replication necessary for DISP and to maintain the knowledge and access
control, collective attributes, and other administrative information. These components and
protocols are pictured in Figure 1-2.
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g. The logical arrangement of the structure of the DIB is called the Directory
Information Tree (DIT). Different parts of the DIT will be managed by different organizations.
To accomplish this, the DIT can be divided into subtrees called administrative areas. Policies
concerning access control, schema, and collective attributes, which are explained later in this
document, may then be formulated for particular subtrees.

h. The Allied Directory schema contains the rules governing the contents of the DIB.
The schema includes a set of definitions for Name Forms, DIT Structure Rules, DIT Content
Rules, Object Classes, Attribute Types, and Matching Rules. The Allied Directory Schema is
based to the extent possible on definitions in the ITU-T X.400 and X.500 Series of
Recommendations and other applicable standards for name forms, object classes, attribute types,
and matching rules. Where necessary, ACP 133 defines these elements or imports definitions
from other sources.

i. In addition to the user information which is controlled by the Allied Directory
Schema, the Allied Directory System contains directory administrative and operational
information. This system information is governed by the Allied Directory System Schema which
is a set of definitions and constraints concerning the information that the Allied Directory System
itself needs to know in order to operate correctly. This information is specified in terms of
subentries and operational attributes. Subentries contain information relevant to a particular
subtree of the DIT, and contain operational attributes. Also, user entries may contain operational
attributes, such as, the last time the entry was modified.

DSP
DISP
DOP

The Directory

Directory
User

Figure 1-2
The Directory Model
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105. Definitions

a. Address List - An Address List is a shorthand method for addressing a predetermined
list of recipients.

b. Administrative DUA - An Administrative DUA (ADUA) is a DUA which is used by
managers and administrators to query and modify user and system information in the Directory in
order to manage the service and administer the information in the DIB.

c. Allied Directory Service - The Allied Directory Service is a capability provided to
allied forces to support a variety of information exchange requirements. This service is
implemented by the interconnection of national and CTF directory system assets which conform
to this ACP.

d. Allied Directory System - The Allied Directory System consists of the components,
protocols, administrators, and information that provide the Allied Directory Service.

e. Border DSA - A Border DSA is a DSA that has been designated by a DMD to provide
the primary international interface for a nation’s or a CTF’s Directory System to the rest of the
Allied Directory System.

f. Combined Task Force - A CTF is a coalition of forces contributed by two or more
nations for a specific operation and period of time.

g. Common Content - The Common Content is the collection of definitions and rules
about the Allied Directory System contents. It is the Allied Directory System’s Directory
Schema.

h. Interrogation DUA - An interrogation DUA uses the read, compare, abandon, list and
search operations to query user information.

i. Interrogation/Modification DUA - An interrogation/modification DUA uses all of the
Directory Services to query and modify user information.

J. National DSA - A National DSA is an “internal” DSA in a national or CTF DMD that
interfaces to the Allied Directory System through a Border DSA.

k. Plain Language Address - A Plain Language Address (PLA) is an abbreviated or non-
abbreviated activity (organization) title with its associated geographical location.

I. Population - Population refers to the directory entries and attributes for which values
have been entered in the Allied Directory.

m. Schema Support - Support for a schema element means that it can be generated,
processed, and displayed in accordance with its definition.
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CHAPTER 2

SYSTEM ARCHITECTURE

SECTION |

DIRECTORY SYSTEM

201. General

The Allied Directory is a set of interconnected systems supporting subsets of the total
information base. The information that is accessible by users of the Allied Directory is the same
for each user, subject to access controls; that is, the Allied Directory service has the appearance
of a single information base. The Allied Directory system comprises:

the services offered to the user

» the information supplied by each Ally

» the systems in which the information is housed or used, i.e., components

» the protocols necessary for exchange of the information among the components

» the means of protecting the information and components against a variety of threats

» the means of managing the information and components.

SECTION Il

USER SERVICES

202. User Access to the Directory

a. ACP 123 defines message handling services offered to the user in terms of Elements
of Service (EoS) according to the definitions in the X.400 Recommendations. The X.500
Recommendations do not define services offered to the users in this way. In this document, the
services that are offered to the Directory user are referred to by the term “user services”. Some
user services are described as optional, that is, they are available to the user only if they are
offered by the Allied Directory System. The user shall be able to select the appropriate user
services for interrogation, modification, and administration of the Allied Directory.

b. Generally, the user services are employed to deal with “directory user information”,
that is, the information in the directory about the entities represented by the entries.
Administration is a special case of directory usage where access is also necessary to the
“directory system information”, which is the information in the entries and subentries
concerning the operation of the Directory itself, such as Access Control Information (ACI).
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Interrogation, modification, and administration usages of the directory are illustrated in
Figure 2-1. Although the figure shows human users, a directory user may be an application
process, such as, an MMHS User Agent (UA).

c. The Allied Directory System provides all of the standard X.500 directory user
services, which correspond to the formal operations specified for access to a directory system
However, the Allied Directory System limits the use of some services by some users. For
example, only authorized personnel are allowed to employ the user services that create new
entries in the Allied Directory.

d. User authentication is also required by the Allied Directory Service, but in a local
environment, this will be defined by national policy. Additional authentication requirements and
details are addressed in paragraph 402.

e. For every user service, the results or errors from each request shall be displayed, if the
user is a human.

DIB
(held collectively
by DSAS)
User Information
Messaging
Telephony
Location

> Security
Management

Systems Information

Access control
Time stamps

Knowledge

Administration

Figure 2-1
Directory User Access

2-2 Edition B



ACP 133

203. Service Parameters and Constraints

The user services provided by the directory system can be parameterized or can be
constrained by employing security parameters, by permitting filtering, and by applying entry
selection criteria. In order to provide data integrity and data origin authentication, the ability to
digitally sign an operation request shall be supported by the Allied Directory System. Likewise,
the ability to employ the filter service constraint shall be supported.

204. Common Arguments

a. Each of the directory user services includes arguments specific to the operation being
invoked. In addition, there are Common Arguments that may be used to qualify any operation,
including Critical Extensions (see paragraph 205), Service Controls (see paragraph 206), and the
Requestor Distinguished Name.

b. The Requestor Distinguished Name component of the common argument shall be
supplied to all DSAs when records management or logging is required of DSA services or source
Distinguished Name (DN) verification is performed by the DSA.

205. Critical Extensions

a. In the critical extensions component of the common argument for an operation, any
enhancements that are part of the operation have the corresponding extensions listed. The
requirements for the Allied Directory to support critical extensions are as follows. Also, see
paragraph 219.

(1) Subentries extension shall be supported for directory administrators.

(2) Copy Shall Do extension is optional.

(3) Attribute Size Limit extension is optional.

(4) Extra Attributes extension shall be supported for Allied Directory administrators.

(5) Modify Rights Request extension shall be supported for Allied Directory
administrators.

(6) Paged Results Request extension is optional. This extension shall not be used if
results are to be signed.

(7) Matched Values Only extension is optional.

(8) Extended Filter extension is optional.

(9) Target System extension is optional.

(10)Use Alias On Update extension shall be supported for those Allied Directory

users that require directory modification user services.
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(11)New Superior extension shall be supported for Allied Directory administrators.

b. The following extensions specified in X.511 *97 edition shall be supported for Allied
Directory administrators:

(1) For DAP, DSP, and DISP, signed response for those operations which in X.500
’97 returned a Null result (e.g., DAP operations Add Entry, Remove Entry, Modify Entry,
Modify DN and all DISP operations)

(2) Signed errors
(3) The extensions for security parameters:

e operationCode
(Note: a defect in the syntax for operation code is being reported.)

* errorCode
(Note: errorCode is added to security parameters in a defect being reported.)

e procedures for setting the random value in operation result/error

206. Service Controls

a. The Service Controls component of the Common Arguments contains controls that
direct or constrain the provision of the directory user services. For example, the priority of the
request can be set, or time and/or size limits can be set on the operation responses. Allied
Directory support for Service Controls is as follows.

(1) PreferChaining is optional.

(2) ChainingProhibited is optional.

(3) LocalScope is optional.

(4) DontUseCopy is optional.

(5) DontDereference Aliases shall be supported.

(6) Subentries shall be supported for Allied Directory administrators and is optional
for other Allied Directory users.

(7) CopyShallDo is optional.

(8) Priority shall be supported. Inan ACP 123 environment, this service control shall
follow the Grade of Delivery EoS for which the messaging request is made. That is, for directory
operation requests that are part of processing a message, the Messaging Grade of Delivery EoS
Non-urgent should map to the Directory low priority, Normal should map to medium, and Urgent
should map to high. Note that this is not a guaranteed service in that the Directory as a whole,
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does not implement priority queuing. There is no relationship implied with the use of priorities
in underlying layers.

(9) Time Limit is optional. It shall be monitored by the DSA and have configurable
pre-set values to ensure the Allied Directory System is not compromised. Since this service
control is dependent on a number of factors, including synchronization between DSA clocks, it is
recommended that the abandon user service be used to abort operations which are not completed
in the required period of time.

(10)Size Limit is optional. It shall be monitored by the DSA and have configurable
pre-set values to ensure the Allied Directory System is not compromised.

(11)Scope Of Referral is optional. It shall be monitored by the DSA and have
configurable pre-set values to ensure the Allied Directory System is not compromised.

(12)Attribute Size Limit is optional. Its use is a national matter.

b. Certain combinations of Priority, Time Limit, and Size Limit may result in conflicts.
For example, a short time limit could conflict with low priority; a high size limit could conflict
with a low time limit, etc.

c. The Service Controls component of Common Arguments shall be supported as an
essential feature in all Allied Directory DSAs and DUAs. However, its use is mainly associated
with distributed directories, directory management, or controlling response requirements.

207. Distributed Directory Service

Many of the service control facilities deal with parts of the distributed directory
information model, e.g., DMD definitions, referrals, master/copy entries. These aspects of
distributed directories are subject to national and allied operational requirements.

a. Distributed operations control may employ the following service control elements:
Prefer Chaining, Chaining Prohibited, Local Scope, and Scope Of Referral.

b. Master/copy entry selection may employ the following service control elements:
Dont Use Copy and Copy Shall Do. Their settings will depend on the user requirement to
retrieve master or copy information.

c. Request/response characteristics may be controlled using the following service
control elements: Priority, Time Limit, Size Limit, and Attribute Size Limit. In the Allied
Directory System, these facilities shall be configurable in ADUAs. For other DUAS, priority
should default to medium. The default for Time Limit should be 60 seconds. The default for
Size Limit should be set to the number of objects that can be contained in 250 kilobytes. (This
can be adjusted for the Directory application and nature of the DUA-DSA access link.)
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208. Common Results

The Common Results shall be supported. However, its use should be defined with
respect to the application’s needs.

SECTION Il

DIRECTORY INFORMATION BASE

209. Allied Directory Schema

The Allied Directory Schema encompasses the directory entry types, object classes,
attributes, matching rules, name forms, and structure rules that are necessary for specifying the
information that is stored in the Allied Directory System. Components of the Allied Directory
System shall implement all of the standard object classes, attributes, and name forms defined in
X.501, X.509, X.520, X.521, and X.402, as profiled in Annex D. The Allied Directory Schema,
called Common Content, employs the standard schema elements and also includes object classes,
attributes, and name forms defined in this ACP especially to meet Allied requirements. The
Allied Directory Schema is specified in Annex B and is profiled in Annex D.

210. Directory Entries for Messaging Users

One purpose of the Allied Directory is to provide access to stored information about
organizations and individuals in various Allied domains to enable them to exchange messages,
that is, to be users of the message exchange services defined in ACP 123. The stored
information is the DIB in which each entry represents a user or group of users. Three types of
entries are defined, corresponding to the organizational unit, organizational role, and
organizational person (individual) categories of messaging users. A fourth type of entry, address
list, is defined for representing groups of users.

211. Content Rules
a. Content rules are used for two purposes in defining Allied Directory entry types.

b. First, a content rule can be used to define one or more entry types with a base
structural object class by adding auxiliary object classes and adding (or deleting) attributes
without creating a new object class. For example, an MHS Message Store (MS) entry may be
defined by specifying the mhs-message-store structural object class, the securePkiUser auxiliary
object class, and aliasPointer, effectiveDate, and expirationDate optional attributes in an
aCPMhs-message-storeRule content rule. The auxiliary object classes listed in a content rule are
not required to be used in every instance of the type of entry specified. Each allowed auxiliary
object class that is used in an entry is identified in the value of the entry's objectClass attribute.
For example, using the aCPOrganizationalPersonEdBRule content rule defined in Annex B, an
entry for every instance of Organizational Person would have to include commonName and
surname. If the person does X.400 mail, the object identifier for mhs-user would be added to the
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entry, and this would make mhs-or-addresses mandatory and mhs-deliverable-content-types
optional. If the person needs a certificate, the object identifier for securePkiUser would be added
to the entry, and userCertificate would be allowed. The end result is that the Directory could
contain entries for different persons with different mandated attributes. The use of a content rule
to define one or more entry types is used extensively in defining the Common Content.

c. Secondly, the directory standard requires the use of a content rule to allow the
application of collective attributes to an entry type, since none of the object classes are allowed
to contain collective attributes. For example, ACP 133 uses the standard object class for
organizational person, in which postal address is an attribute. The local administrator may
choose to make the postal address a collective attribute, if that is more efficient than entering a
postal address in the entry for every individual at the same location. In this case, a content rule
permitting the collective postal attribute would have to be defined and applied. The example
content rules given in Annex B would require modification to permit collective attributes in
entries.

d. Nations may add nationally-specific attributes to the example rules, given in Annex

B; however, this may affect management and interoperability of the directory information in
combined environments.

212. Directory Information Tree

Entries in the Allied Directory are arranged in the form of an inverted tree, called the
DIT, where the vertices represent the entries. Each entry adds the value of one or more
attributes. The ordered list of the values of the branches through the tree to a user entry is the
DN for the entry. The entries highest in the Allied Directory tree represent countries and
international/multinational organizations (such as NATO), those in the middle represent
organizations and localities, and those at the bottom represent individuals, application processes,
address lists, etc.

213. Subtrees

a. The Allied Directory DIT is specified by this ACP, with some levels defined by
national policy as shown in Figure 2-2 and described here. For each Ally, Country is the initial
entry under the root. The definition of the Country entry and the location of the master entry for
Country are controlled by the country itself and are outside the scope of this ACP. The Country
entry described in Annex B assumes the standard definition from X.521, which is satisfactory for
purposes of the Allied Directory. The arrangement of the ally-specified levels of the DIT, the
values of the entries, and the location of the master entries are a matter of national policy and are
outside the scope of this ACP. However, each of the Allies has provided this information for
inclusion in Annex B. Although published here, this ACP is not the official source for this
national information.

b. Below the Country entry of an Ally, one of the subtrees includes the armed forces of
the Ally, e.g., Department of Defense for the U.S. The armed forces are represented by an
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organization or organizational unit. Below the armed forces level each Ally has defined the
subtrees that contain the information needed to represent its forces, including Services, agencies,
and commands. The commands include the CTFs that are led by the Ally. The armed forces

subtrees of each Ally are shown in Annex B.

root
C=AU C=CA C=GB O=NATO C=Us
O=HMG 0=UsS.
0=DoD 0=GC Defence O=NZGovt Government
Oou= Oou= Oou= ou= Oou=
CSE-CST ND-DN NZMOD NZDEF DoD
national subtrees (see Annex B)
Figure 2-2
Top-Level Allied Directory DIT
SECTION IV
COMPONENTS
214.  General

a. The components of the Allied Directory System are: DSAs, Border DSAs, and

DUAs. An example of interconnecting these components is illustrated in Figure 2-3.

b. This section applies to both national and combined domains described in paragraph
104. The DSAs within a CTF domain are termed “National” and “Border” in a manner
analogous to a national domain. That is, a National DSA in a CTF domain is only connected to
DSAs within the domain and connections to other domains are made by Border DSAs.
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Country B

Country A

To Other
DSAs & DUAs

DUA
DSA (B)
_—

(B) | DAP

DSA

par 4 N "~
Border

DUA DSP, DOP, DSA*
(A) & DISP, (A)

DSP, DOP
& DISP

DSP, DOP,
& DISP

Combined
Task Force|
DSA*

To Other
DSAs & DUAs

DSP, DOP -
&DIsP Combined

A/B Task
Force

* A “Border DSA” will provide access to only
asubset of the DIB held by its domain, and
may support multiple security mechanisms.

Figure 2-3
Example Allied Directory Configuration

215. DSAs

a. DSAs, collectively, hold the Allied DIB and interact with one another to make the
entire DIB accessible to the directory users. The directory system is comprised of DSASs that
interact with one another to perform the directory services described above. The DSAs interact
with DUASs to get user requests and provide the results from processing the requests.

b. Within each DMD, the distribution of directory information among multiple DSASs is
a national/combined task force matter, subject to the quality of service, management, and security
provisions of this ACP.

c. The Allied Directory System is composed of a two-tier hierarchy of DSAs: Border
DSAs and National DSAs. Both types of DSAs provide functionality as specified in
International Standardized Profiles (ISP) 1993 Directory Application Profile (ADY)21, ADY22,
ADY42, ADY43, ADY45, 1993 Directory Interchange Format and Representation Profile
(FDY)11, and FDY12 with the further requirements defined in Annex D.

d. The contents of National DSAs are a national matter, except that a common definition

of National DSA contents is necessary for interoperability of assets from different nations in CTF
domains. Note that the contents of the Border DSAs and National DSAs are the information the
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ally makes available in the Allied Directory System. Which Services/agencies/commands,
entries, or attributes from the national directory service are included in the Allied Directory
System is a national or CTF matter. A combination of Directory access controls (and other
separation mechanisms) may be used to effect the segregation of domain-specific and shared
information.

e. The time limit argument of Chaining Arguments is dependent on synchronization
between DSA clocks to an order of magnitude less than the time limit. If such synchronization
cannot be achieved, it is recommended that the chained abandon service be used to abort
operations which are not completed in the required period of time.

216. Border DSAs

a. A Border DSA is a logical DSA that has been designated to provide the primary
international interface for a nation’s or CTF’s directory system. The implementation of an
instance of a Border DSA may be a specific or separate component or a logical partition of the
information. Border DSAs are interconnected to enable the sharing of directory information
across DMDs. Within a CTF, DSAs from the participating Allies shall interoperate in
accordance with this ACP.

b. A Border DSA shall perform many functions that ordinary DSAs within a nation or
CTF need not support. One of the major functions of a Border DSA is to provide the portion of
the national/task force DIB available for access in the Allied Directory System. Thus, some
portions of the national DIB may be unavailable. Also, a different security policy may apply to
Border DSAs than national DSAs.

c. The process for resolving directory queries within a particular national directory
domain is beyond the scope of ACP 133. Valid options include utilizing a shadow of the
national/task force DIB maintained locally within the Border DSA, chaining the query onward
into the national/task force domain, or providing a referral to a specific internal DSA that can be
accessed by the user. A nation/task force may designate any number of DSAs as Border DSAs.

217. DUAs

a. The directory access facilities required by the Allies dictate that DUA functionality is
provided in a number of forms. DUA functionality will be embedded into commercial products
which provide the user desktop services as well as providing specific infrastructure functions
such as information retrieval for Message Transfer Agents (MTAS).

b. DUAs make requests on behalf of the directory user and present results back to the
user. For example, a user can request the Originator/Recipient (O/R) address of a messaging user
in another country. DUAs are interconnected with DSAs (including Border DSAs). DUASs
provide functionality as specified in ISPs ADY11, ADY12, ADY41, FDY11, and FDY12 with
the further requirements defined in Annex D.

c. The degree to which a DUA is integrated with a UA, e.g., a Military Messaging User
Agent (MMUA) or Mail List Agent (MLA) or other application that is a directory user, varies
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according to the application, its implementation, and the degree of human involvement in
directory information access. A DUA may be an entirely independent application.

d. ACP 133 defines three types of DUA functionality. DUAs with different
functionality than is defined here may be used as a national option.

(1) An “Interrogation” DUA uses the Read, Compare, List, Search and Abandon
services only. This type of DUA enables directory users to request information from entries.
These services may be constrained by the limitations of the DUA, and they are limited by the
DSA access controls.

(2) An “Interrogation/Modification” DUA uses all of the Directory services. Such a
DUA enables directory users to obtain information by directly reading an entry or by locating
interesting entries based on their content or partial name as well as modify entries. These
services may be constrained by the limitations of the DUA, and they are limited by the DSA
access controls.

(3) An “Administrative” DUA uses all of the Directory services. This type of DUA
enables a directory user to act as a Directory System Administrator, creating, modifying, and
deleting user entries and directory operational information. Access controls will limit what
functions of an Administrative DUA may be used by a specific user.

e. Authentication of DUAs is addressed in paragraph 402.

f. A DUA may receive a continuation reference when a DSA responds to an operation
by issuing a referral to another DSA. A DUA might also receive a continuation reference as part
of an incomplete List or Search result.

(1) Some DUAs may be designed for use in environments where such references are
never used, or a DUA may be simplified such that it cannot pursue a reference. Alternatively, a
DUA may be designed to be capable of pursuing references. Another possibility is that a DUA
product is designed to be configurable such that the capability to pursue references may be
controlled (either by the user or by the system administrator). In any case, when a DUA does not
automatically pursue a continuation reference, the reference shall be passed to the user so that a
procedure can be used instead.

(2) Continuation references received in List or Search operations shall be handled by
the receiving DUA (by displaying them, etc.); however, their automatic continuance by the DUA
will be subject to national policy. In general, so that search or list loops are deleted, it is
preferable that continuation references be performed by DSAs rather than by DUAs.
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SECTION V
PROTOCOLS
218. General

a. To ensure interoperability among DUAs and DSAs from different nations, the X.500
standard protocols are used for Allied Directory communications. These protocols are:

« DAP
« DSP
 DISP
« DOP

b. Figure 2-3 shows which protocols apply to each type of interconnection. Use of these
protocols is a requirement within a CTF domain. Otherwise, use of these protocols within a
national domain is outside the scope of this ACP.

219. DAP

a. DAP is used to convey requests for directory information to a DSA and to return the
results to the DUA. DAP is used between a DUA and a Border DSA in different domains and
between a DUA and a DSA in a CTF domain. DAP shall be implemented as specified in ISPs
ADY11, ADY12, ADY21, ADY41, and ADY42 with the further requirements defined in
Annex D.

b. DAP is used to access the Services of the Allied Directory.

(1) Table 2-1 shows the DAP operations that shall be implemented by each type of
DUA.
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DAP Operations Implementation

ACP 133

Interrogation/ Administrative
Operation Interrogation DUA | Modification DUA DUA

bind m m m

unbind m m m

read m m m

compare m m m

abandon m m m

list m m m

search m m m

add entry 0 m m

remove entry 0 m m

modify entry 0 m m

modify DN 0 m m

(2) DSAs shall implement all DAP operations.
(3) Table 2-2 shows support for Critical Extensions.
Table 2-2
1993 Critical Extensions Support Summary
Interrogation Interrogation/ | Administrative
Extension DUA Modification DUA DSA
DUA
subentries 0 0 m m
copyShallDo 0 0 0 m
attributeSizeLimit 0 0 0 0
extraAttributes 0 0 m m
modifyRightsRequest 0 0 m m
pagedResultsRequest 0 0 0 0
matchValuesOnly 0 0 0 0
extendedFilter 0 0 0 0
targetSystem 0 0 0 0
useAliasOnUpdate 0 m m m
newsSuperior 0 0 m m
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Table 2-3
1997 Extensions Support Summary
(see X.511(1997) §7.3.1 Table 1)

Interrogation | Interrogation/ | Administrative
Extension DUA Modification DUA DSA
DUA
manageDSAIT 0 0 0 0
useContexts 0 0 0 0
overspecFilter 0 0 0 0
selectionOnModify 0 0 0 0
Security parameters - 0 0 0 0
response
Security parameters - 0 0 m m
operation code
Security parameters - 0 0 0 0
attribute certification path
Security parameters - 0 0 0 0
error protection
Security parameters - 0 0 m m
error code
SPKM Credentials 0 0 0 0
Bind token - response 0 0 0 0
Bind token - Bind Int. 0 0 0 0
Alg, Bind Int Key, Conf
Alg and Conf Key Info
Bind token - DIRQOP 0 0 0 0

220. DSP

a. DSP is used to convey an information request to another DSA when the requesting
DSA does not have the complete information requested, i.e., to do chaining, and to return the
results to the requesting DSA. DSP is used between Border DSAs in different domains and
between a DSA/Border DSA and another DSA in a CTF domain. DSP shall be implemented as
specified in ISPs ADY?22, ADY43, ADY45, and ADY61 with the further requirements defined in
Annex D.

b. DSP consists of the operations, results, and errors defined for DAP plus additional
information exchanged among the DSAs to notify each other of the progress and results of the
operation.
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(1) The operations defined in DSP are:
* bind
* unbind
» chained read
» chained compare
» chained abandon
» chained list
» chained search
* chained add entry
* chained remove entry
» chained modify entry
» chained modify DN

(2) Any of the DSP operations can be initiated by any DSA. In particular, the DSA
that receives a request from a DUA is responsible for initiating the first chaining operations,
when necessary. Then, if further chaining operations are needed, whichever DSA needs more
information initiates the next operation.

c. When requested information is not present in the home DSA, chaining is preferred
over referral for access to international information. To access information that is specific to
country B, a DUA within country A would access the directory through its home DSA. The
home DSA would chain the operation to the appropriate Border DSA within country A.
Depending on the specific information requested and on the shadowing agreements that are in
place, the country A Border DSA may either complete the operation locally or further chain the
operation to a country B Border DSA. Similarly, the Border DSA in country B may contain a
master or shadow copy of the desired information, or it may chain the request onward within
country B. Both chaining and referrals shall be supported in the Allied Directory (see paragraph
323).

d. DSAs shall support in DSP the same critical extensions supported for DAP as shown
in Table 2-2.

221. DISP

a. DISP is used to replicate information in the Allied Directory by conveying shadow
copies of directory information from one DSA to another as described in paragraph 316. DISP is
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used between Border DSAs in different domains and between a DSA/Border DSA and another
DSA ina CTF domain. Prior to using DISP, an agreement to shadow is arranged and activated.
In the DSA sending the shadow, the information may be the master copy or a shadow copy of the
information. Both primary and secondary shadowing shall be supported. DISP shall be
implemented as specified in ISPs ADY51, and ADY62 with the further requirements defined in
Annex D.

b. The operations defined for performing the replication of the Directory Information
are:

e bind
e unbind
* request shadow update

e update shadow

coordinate shadow update
c. All DSAs that implement shadowing shall implement all of the DISP operations.

d. Which DSA initiates each of the DISP operations depends on which DSA is the
consumer and supplier, as arranged in the shadowing agreement.

222. DOP

a. DOP is used to activate, deactivate, and modify shadowing agreements that have been
arranged between DSAs and to exchange knowledge and access control, collective attributes, and
other administrative information contained in subentries. DOP is used between Border DSAs in
different domains and between a DSA/Border DSA and another DSA in a CTF domain. DOP
shall be implemented as specified in ISPs ADY71 and ADY 72 with the further requirements
defined in Annex D.

b. The operations defined for DOP are:
* bind
* unbind
» establish operational binding
» modify operational binding

» terminate operational binding
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c. All DSAs that implement shadowing or exchanging knowledge or other
administrative information shall implement all of the DOP operations.

d. The DSA that initiates the association is the initiator of the DOP operations
performed in the association.

223. Underlying Protocols

All of the Directory protocols include the Association Control Service Element (ACSE)
and operate over the Presentation and Session Layer protocols. These protocols are profiled in
ISO/IEC ISP 15125-0, Common Upper Layer Requirements (CULR) for the Directory. Below
the Session Layer, the directory applications require a connection-oriented transport service that
may be provided in a variety of ways, depending on the underlying networks and internetworking
environment.

SECTION VI

SECURITY OF DIRECTORY

224.  Security Mechanisms

The Directory protocols include security mechanisms that meet the security requirements
for the Allied Directory System. Therefore, no additional protocols are employed to protect the
Allied Directory System and Services.

SECTION VI

MANAGEMENT OF DIRECTORY

225. Management Architecture

a. Figure 2-4 illustrates a model for systems management interfaces for the Directory.
The interfaces that do not indicate a protocol, such as, between a DSA and a management agent,
are not standardized.
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Management System

ADUA |««—>»| Manager

DSA

A Management
Protocol
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Directory System

ADUA

Update Contents Update Contents
(user information) (operational attributes)
Figure 2-4

Model for Management of the Directory

b. All aspects of management leading to processing, recording, communication and
logging of information shall be configurable.

226. Management Protocols

Management protocols, such as Common Management Information Protocol (CMIP) or
Simple Network Management Protocol (SNMP), are outside the scope of this ACP.

227. Year 2000 and Date/Time Format

a. Background

(1) The format for date/time in X.500 in some instances is defined as UTCTime.
This format is not Y2K compliant because it uses two digits to represent the year. New
definitions use GeneralizedTime, which uses four digits to represent the year.

(2) Some of the problems with UTCTime have been corrected by technical corrigenda
(TC). TC2 to X.520 amended the UTC Time Match to say that “UTC times with year values 50
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to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 49.”
TC3 to X.509 replaced UTCTime with Time, which is a choice of UTCTime or GeneralizedTime
and gave directions on how to rationalize UTCTime into a four-digit year value.

(3) Both of these corrigenda have been included in the 1997 edition of the Directory
specifications, and they are referenced in the latest drafts of the ISPs for the 1993 edition of
X.500. Adraft TC is being processed to add the choice of UTCTime to the other occurrences of
time in X.500. The reason that a choice was added rather than changing occurrences of
UTCTime to GeneralizedTime was for backward compatibility. Eventually the use of UTCTime
should be phased out.

b. UTCTime

(1) UTCTime values shall be expressed as Greenwich Mean Time (Zulu) and shall
include seconds (i.e., times are YYMMDDHHMMSSZ), even where the number of seconds is
zero.

(2) To correctly interpret UTCTime past the year 2000 (Y2K) the two-digit year
associated with UTCTime shall be rationalized into a four-digit year value as follows:

(3) if the 2 digit value is 00 through 49 inclusive, the value shall have 2000 added to
it;

(4) if the 2 digit value is 50 through 99 inclusive, the value shall have 1900 added to
(5) In no case shall UTCTime be used for representing dates beyond 2049.
Definitions of new schema elements that include time are to be defined as specified in paragraph

302.

c. GeneralizedTime

GeneralizedTime values shall be expressed as Greenwich Mean Time (Zulu) and shall
include seconds (i.e., times are YYYYMMDDHHMMSSZ), even where the number of seconds
is zero. GeneralizedTime values shall not include fractional seconds.

d. Interworking

The use of GeneralizedTime may prevent interworking with implementations
unaware of the possibility of choosing either UTCTime or GeneralizedTime. It is the
responsibility of those specifying the ACP 133 domains in which allied systems are
interconnected that this specification be used.

e. Certificate Validity

The certificate validity period is the time interval during which the CA warrants that it
will maintain information about the status of the certificate. The field is represented as a
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sequence of two dates as defined above: the date on which the certificate validity period begins
(notBefore) and the date on which the certificate validity period ends (notAfter). Both notBefore
and notAfter may be encoded as UTCTime or GeneralizedTime.

f. Audit Trails and Engineering Logs

Although it is unlikely that audit trail information and engineering log information
from ACP 133 (interworking) systems will be exchanged between allies. It is requested that all
the support and management facilities of ACP 133 compliant systems are Y2K compliant. Each
nation should request such compliance for these management areas when selecting their
products/vendors.
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CHAPTER 3

DIRECTORY INFORMATION

POLICIES AND PROCEDURES

SECTION |

SCHEMA DEFINITION

301. Schema

The schema policy for ACP 133 is to support the Allied Directory schema and the Allied
Directory system schema as profiled in Annex D using the schema specifications given in
Annex B. The Allied Directory schema, which is called the Common Content, includes the
specification of user information stored in the Directory. The Directory system schema includes
the specification of information that is required to control and manage the DSAs themselves.
Support for a schema means that a DUA or DSA shall be able to handle the information types
(e.g., object classes, attribute types).

a. Common Content

(1) The Common Content includes object classes, name forms, matching rules, and
attributes from the X.500 and X.400 standards, from Request for Comments (RFC) 1274, and
those defined in this ACP. The Common Content is summarized in Table B-55. The types of
attributes that are present in a directory entry is dependent on the object class or classes to which
the entry belongs. ACP 133 specifies the attributes and object classes in the Common Content
that must be supported for military applications.

(2) Requirements and guidelines for population of the Common Content for specific
applications are found in paragraph 311. A few supplementary attributes, which are not defined
as a part of the Common Content, but may be used by two or more nations, are included in
Annex B. These are termed “useful attributes”. Useful attributes shall not be replicated, unless
specific bi-lateral arrangements are made for their support on both the supplier and consumer
systems.

(3) Nations may need to define additional objects and attributes. The schema for the
Allied Directory does not preclude such extensions. However, the additional information stored
in national extensions might not be accessible as part of Allied Directory Services.

(4) For the interoperation of ACP 127/JANAP 128 systems and ACP 123 systems,
provision is made in the Common Content for including information about PLAs.

(5) The Allied Directory System shall enforce the Common Content to ensure that the
structure and contents of the DIB remain well-formed over time as modifications are made.
Action is taken to prevent the wrong attributes being added for an object, to ensure that the
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values are in the correct form for the attribute type, and to ensure that objects are correctly placed
in the DIT.

b. Directory System Information

The system schema for the Allied Directory System includes operational attributes
such as the time an entry was created, knowledge references, designation of administration
points, and ACI. The system schema supported by the Allies is specified in Annex B and
profiled in Annex D. The meaning of support for system schema elements is explained in
FDY12.

c. Support by DUAs and DSAs

(1) All DSAs and DUAs, including ADUAS, shall support the Common Content in
accordance with Annex D. DSAs and ADUAs shall also support the system schema in
accordance with Annex D.

(2) Use of MLAs is a national/CTF matter.
(3) Use of MHS distribution lists is a national/CTF matter.
(4) Use of alias pointers is a national/CTF matter.

(5) The application of collective attributes to the DIT is subject to national/CTF
policy.

d. Management Information

The Allied Directory System may contain a range of information objects for the
purpose of supporting the management of the communications system. This management
information is in addition to the management information that supports the management of the
directory system itself such as operational attributes, subentries, and knowledge references.
These additional management objects provide support for message routing, system functions
(such as MTAs and gateways), communications profiles, and logging entities, etc. These objects,
where possible, use definitions as specified in the relevant standard (e.g., ISO/IEC 10021-10 and
RFCs 1801, 1836, 1837 for X.400 routing and management). Currently, none of these standards
is covered by the Common Content.

302. Time Definitions

All new definitions related to time shall use the data type Generalized Time.
(Generalized Time uses a four-digit representation of the year of Universal Coordinated Time
(UTC) rather than a two-digit representation.)
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303. Directory Names

a. Each nation or international organization is responsible for assuring the uniqueness of
names in its subtree.

b. The DIT should be organized to keep the number of levels as few as possible and to
have no more than ten levels.

¢. Anindividual may have multiple identities. For example, one person may have one
identity as an individual and another as a security officer or other role. The person's name would
be included in the entry for the role as role occupant. Alternatively, many individuals may
support a single role function. The commonName would reflect the role name convention. The
seeAlso attribute may be used to cross-reference the entries holding the other identities.

d. Additional values besides the distinguished value may be included in naming
attributes. An additional name allows for different values to produce a successful result when
searching for an item in the Directory. For example, the commonName attribute could include
the Relative Distinguished Name (RDN) value: “Smith, Robert K” plus an additional name:
“Bob Smith”.

e. Each entry in the Allied Directory has a unique and globally unambiguous name, the
DN, which is composed of the values of the attributes indicated for naming in the DIT. For
example, a person’s name could be { C=US, O=U.S. Government, OU=DoD, OU=Navy,
OU=locations, L=Washington DC, CN=Jackson, Robert }.

f.  The values of attributes composing directory names (i.e., DNs) should be kept as
short as possible while remaining meaningful and unique.

g. Inorder to avoid reassigning users' directory names each time they are promoted, a
rank indication shall not be included in the common name distinguished value of the relative
RDN attributes of persons. The rank attribute is used for this purpose.

h. When creating a directory name, any appropriate combination of upper and lower case
characters may be used in character string values, as directory operations are case insensitive in
matching character strings for selecting an entry.

i. For naming an organizational person, this ACP permits the RDN to have multiple
components, that is, have a distinguished value in more than one attribute. For example, the
RDN could be a distinguished value of commonName plus a distinguished value of
organizationalUnitName.

j. Using a DN qualifier as a second component of an RDN to identify an entity in the
directory uniquely is permitted for some types of directory entries. For example, the RDN of an
Organization entry could be a distinguished value of organizationName plus a distinguished
value of dnQualifier.
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(1) In order to ensure that these qualifiers are used in an optimal way, the following
naming policy is recommended.

(a) Where possible, the RDN should consist of a single component.

(b) Since conflict may arise with some object names, provision is made for the
DN Qualifier to be used in addition to the mandatory naming attributes for Organizational Person
Ed. A, Organization, Organizational Role Ed. A, Organizational Unit Ed. A, Application Entity
Ed. A, Certification Authority Ed. B, Release Authority Person Ed. A and Role Ed. B entries.
This DN Qualifier must be locally administered.

(c) In the directory systems that support Certificate Management Infrastructure
(CMI) applications, it may be desirable to organize the CA’s certificate and user’s certificate
release information that have common properties into “domains”.

(2) This directory organization optimizes the certificate path processing and CA
operational management. When organized in such a fashion, CA directory entries require a
multi-component RDN. ACP 133 satisfies this requirement by permitting DN Qualifiers in the
name forms for organization, organizational unit, organizational role, and application entity
object classes.

(3) The use of DN Quialifier in ACP 133 has the semantics of a unique identifier and
not the precise meaning as defined in X.520.

k. Although the localityName and stateOrProvinceName attributes are optional in the
locality object class in X.521, one or the other of them shall be present in Locality entries in the
Allied Directory because they are the naming attributes for localities.

I.  The RDN shall not include the full stop character (period), even when an abbreviation
is included in the value.

m. The distinguished value of common name of an organizational person shall be in the
order: last name, first name, middle initial (s), generation qualifier. Other values of common
name may be ordered differently.

n. A directory object may have one or more alias entries that point to the object entry.
For example, an EDI party name may be an alias that maps to the Directory name of an
organization. Another example is the temporary maintenance of an alias for an individual at one
location when he has been transferred to another location.

0. When aliases are used, there is a need to keep them synchronized with the DNs they
point to. Standardized management tools will be needed to perform this alias/distinguished name
synchronization.
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304. Organizational Roles

Provision is made in Common Content for nations to establish directory entries for
functional roles in addition to entries for individuals and organizations. These entries will tend
to be more stable than those for individuals and may be especially useful for tactical
organizations. In addition to a generic organizational role, three roles are recognized in this
ACP: Certification Authority (CA), Security Officer, and Release Authority.

305. Certification Authority Function

In the Allied Directory, the CA function may be represented as a special case of an
organizational role object. Alternatively, a CA can be represented in the Allied Directory as a
special case of any of three other objects: organization, organizational unit, or application entity.
In any case, the distinguished value of the commonName, organizationName, or
organizationalUnitName attribute of a Certification Authority Ed. B directory entry is a national
issue. The naming conventions associated with each nation’s CA will be in accordance with
each nation’s Certificate Policy and Certification Practice Statement (CPS).

306. Security Officer Function

The role of security officer for an organization is represented in the Allied Directory by
an Organizational Role directory entry that has, in the commonName attribute, the distinguished
value “securityofficer-n”, where n is a numeric value. The significance of the number is solely to
differentiate the entries and no order or ranking is implied. There are no spaces in the string.

307. Release Authority Function

a. Two different approaches (shown in Figure 3-1) have been agreed among the Allies
for representing Release Authorities in the Allied Directory System, depending on the semantics
of Release Authorities in the specifying nation. One approach is to represent the Release
Authority function for an organization by having one Release Authority Role Ed. B directory
entry (organizationalRole structural object class) associated with the organization. The other
method is to represent each person who is a Release Authority for an organization by a Release
Authority Person Ed. A directory entry (releaseAuthorityPersonA structural object class) under
(i.e., named with respect to) the organization’s directory entry.

b. The value “release authority” shall be the distinguished value in the commonName
(naming) attribute in a Release Authority Role Ed. B directory entry.
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releaseAuthorityRole ENTRY APPROACH

Release Authority
Role entry

OU=Eighth Army

(organizationalUnit)

CN=release authority

roleOccupant=

releaseAuthorityPerson ENTRY APPROACH

OU=Eighth Army

(organizationalUnit)

[
RAN= Alexander

I
RAN= Martin

[
RAN= Jean P

W Baker

Brown

Streeter

“Alexander W Baker”, . . .
“Martin Brown”, (releaseAuthority | [ (releaseAuthority | [ (releaseAuthority
“Jean P Streeter” Person) Person) Person)

- Release Authority
(organizationalRole) Person entries
Figure 3-1

Methods of Representing Release Authorities

308. ACP 127 Users

a. Insupport of the ACP 127 Interworking application, two different approaches,
illustrated in Figure 3-2, have been developed for representing ACP 127 users, i.e., PLAS, in the
Allied Directory System, depending on the national view concerning integration of ACP 127
information with other information in the DIT. A nation may choose which method is uses in its
own DIT subtree to capture PLA information; however, a national schema should support the
elements of both methods in order to be able to handle PLA information that may be represented
differently in other nations’ DIT subtrees.

b. One method is to place PLA-related information in Organizational Unit Ed. A
directory entries in the same subtrees as the information for the other applications (i.e., “share”
the entries). In this case, the plaUser auxiliary object class shall be used to store the PLA and
Routing Indicator (RI) in the organizational entries in the Allied Directory System. This allows
the organizational subtree to be searched to find the PLA and RI information.

c. The other approach is to have separate subtrees in the DIT for PLA-related directory
entries (e.g., Organizational PLA entries) and for directory entries supporting the other
applications. For example, see the U.S. Top-level DIT in Annex B. Using this approach, from
the ACP 127 domain, the gateway will search a PLA subtree for an associated Organizational
Unit entry where an O/R address is found. From the MMHS domain to the ACP 127 domain, the
Organizational Unit Ed. A entry shall have an associated PLA name which can be put in the
domain-defined attribute field of the gateway address. RI information will be contained in a
directory in the ACP 127 domain. Its inclusion in the X.500 Directory is a national matter.
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d. Note that PLA is called Signal Address (SA) or Signal Message Address (SMA) by
some nations and international or multinational organizations. Registered PLA is equivalent to
SA or SMA. Inthis ACP, the attribute “longTitle” is defined for storing the spelled out (long
form) of a PLA, SA, or SMA.

e. The purpose of the plasServed attribute is to provide the list of PLAs accessible
through a gateway. It is necessary for this information to be provided by the Directory so that the
X.400 address to route a message to that PLA can be created. This is of particular importance for
mobile units such as ships where the gateway via which it is accessible can change. This
attribute is also used to route from other types of network to ACP 127.
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Interconnected Telecommunication Networks

309.

a. There is a requirement in any military voice switching network to integrate several

different tactical and strategic systems. The resulting network provides support to strategic,
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operational, and tactical level users. The strategic switching network provides a primary
telecommunication service for strategic level users, while a tactical telecommunication network
provides a primary service for operational and tactical level users. Access codes provide the
means of achieving connectivity between the different types of telecommunications networks.

b. Insome cases, there may be more than one route from one network to another, which
may involve transiting through an intermediate network. Consequently, a number of different
access codes would need to be dialed to achieve connectivity. Additionally, access codes could
vary according to the locality of the network. Figure 3-3 gives an example of a number of
interconnected strategic (Public Telephone Network, Network A and Local Headquarters (HQ)
network) and tactical networks (B, C and D) and their associated access codes.

Public
Telephone
Network

Local HQ Network 9

<751

253 or
2532010 304-

915815
913813

C+130109
or 914406

Net.B
Access Switch

915815

914813 or
6303836+

Figure 3-3

Interconnected Strategic and Tactical Networks Example

c. Inorder to manage the various access codes efficiently, Access Switch managers are
responsible for those access codes that provide connectivity to adjacent network access switches.
Hence, a set of subtrees within the DIT can be constructed that depict how one network can be
reached from another; for example, Figure 3-4 depicts the access codes requirement of Network
A to Network B (and vice versa) in Figure 3-3.
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C=A °=B
(country)
I (COUTTryJ
O=AYZ O=ABC
(organization) (organization)
: :
| |
! !
CN=Network A i CN=Network B
(aCPNetworkEdB) (aCPNetworkEdB)
CN=Access to CN=Access to
Network B Network A
accessCodes=91381 @cessCodeS:915815
networkDN= networkDN=
(aCPNetwork (aCPNetwork
InstructionsEdB) InstructionsEdB)
Figure 3-4

DIT Subtree Structure for Network A to Network B Access (and vice versa)

d. For completeness, Figure 3-5 depicts the total access code requirement for Figure 3-3.
Although, in principle, the entries refer to “Access to” adjacent networks, the administrator may
wish to include “Access to” non-adjacent networks (as denoted by a “*’ in Figure 3-5). In
considering access between networks they can be considered as either being individual networks
or can be associated with a locality, e.g., a HQ, where the user may not know on which network
he resides, but knows the HQ he is in and the network or locality he wishes to access. Hence,

there are four permutations for the use of access codes, either between networks, localities or
both:

* network to locality

* network to network
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* locality to network
* locality to locality

e. A user accessing the Allied Directory needs to be able to find the telephone number of
the called party (the default being the operator), the access to the network that the called party
resides upon, and any special instructions required to complete the connection. Instructions are
especially important when transiting across networks that require a special instruction, like “wait
for second dial tone, then dial extension”.
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f. In support of providing information on telecommunications networks, two types of
directory entries are defined:

* Network Ed. B
* Network Instructions Ed. B

g. Network Ed. B entries contain information about the different supported networks.
They have subordinated entries that define the access instructions of how to reach other
networks.

h. A Network Instructions Ed. B directory entry contains the instructions about how to
reach other networks or localities from the entry above in the DIT (see Figure 3-4). When the
access to another network is different from different locations, a Locality entry may have
subordinated Network Instructions Ed. B directory entries.

i. Note that the new "Ed. B" entry types replace the Network and Network Instructions
entry types. Also, the new entry types are based on new object classes: aCPNetworkEdB and
aCPNetworkInstructionsEdB, which replace the network and networkInstructions object classes.

J. A number of attributes are used in association with the
aCPNetworkEdB/aCPNetworklInstructionsEdB structural object classes as follows.

(1) In a Network Instructions Ed. B entry, the commonName attribute contains the
distinguished value “Access to x”, where X is the name of the network or locality for adjacent or
non-adjacent networks.

(2) The networkDN attribute value contains the full DN of a NetworkEd. B entry and
may be used to reference the entry for the network from another entry. This information is
particularly useful where there are too many non-adjacent networks to give instructions for all of
them or the instructions for accessing a non-adjacent network change frequently. For example,
during the military operation being performed by the CTF that owns the Network C, an
advancing force might move across an international boundary. If connection to the Public
Telephone Network of the new country is added to Network C, new alternative paths could
become available that require the use of access codes appropriate to that Public Telephone
Network.

(3) The aCPNetworkSchemaEdB attribute value in the Network Ed. B entry is a
graphical representation of a network. It describes the structure of the network and details the
rules associated with that network, such as the availability for access to a Public Telephone
Network and any details of its elements of service. A possible value could be the diagram in
Figure 3-3 which could be included in any or all of the Network Ed. B directory entries in Figure
3-5. Note that the aCPNetworkSchemaEdB attribute type replaces the networkSchema attribute
type, in order to employ a different format for the graphics.
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(4) The aCPNetwAccessSchemaEdB attribute value in the Network Instructions
Ed. B entry is used to present, in a graphical/tabular form, the different connection options
between the pair of network interconnections. An example of a tabular description of the
interconnection of two networks is given in Figure 3-6. Another use for the
aCPNetwAccessSchemaEdB attribute is to take advantage of the Network Instructions Ed. B
entry being specific to one other network in order to make it easier for the user to locate the
information necessary for a particular connection. Note that the aCPNetwAccessSchemaEdB

attribute type replaces the accessSchema attribute type, in order to employ a different format for
the graphics.

(5) The accessCodes attribute value is used to hold the actual codes used to reach one
network from another. These values may also be shown in the accessSchema attribute. It also
contains additional instructions, such as, when it is necessary to wait for an operator to connect,
then followed by dialing the desired extension number.

CN=Network C

(aCPNetworkEdB)

CN=Access to Network B

accessCodes=914813
accessCodes=C+6303836
accessCodes=C+6303841
networkDN={C=B, O=ABC, ..., CN=Network B}
aCPNetwAccessSchema=

Direct Dial 914813 and ask for
Access Network B subscriber

N

Access wait for dial tone then:
6303836 or
6303841

WX=S0O0S ~+o Z

e
t
w
O [Indirect | Wait for dial tone, press C,
r
k
C

(aCPNetworkInstructionsEdB)

Figure 3-6
Example of an aCPNetwAccessSchemaEdB for Network B
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310. Use of the seeAlso Attribute

The correct use of the seeAlso attribute can benefit Allied Directory System users.
Conversely poor use of the attribute can have an adverse effect on performance of the Allied
Directory System and create frustration for users and additional burden for directory
administrators. It is the responsibility of the directory administrator to ensure that the seeAlso
attribute values are valid and do not point to non-existent directory entries. The procedural
recommendations for the use of the seeAlso attribute in each of the relevant directory entry types
are given below. In all cases, the seeAlso attribute is optional.

a. Application Entity Ed. A

The seeAlso attribute for the Application Entity may be used to point to other
Application Entity Ed. A directory entries. Specific types of application entity covered separately
include DSA, MLA, MHS UA, etc.

b. Device Ed. A

The seeAlso attribute for the Device may be used to point to other Device Ed. A
directory entries. Examples would be pointers to printers with similar capabilities.

c. DSAEd. A

The seeAlso attribute for the DSA may be used to point to other DSA Ed. A directory
entries. For example, it may point to a DSA providing back-up to this DSA.

d. MHS Distribution List

The seeAlso attribute for the MHS Distribution List may be used to point to other
MHS Distribution List directory entries. No specific use has been identified at this time.

e. MHS Message Store Ed. A

The seeAlso attribute for the MHS Message Store Ed. A may be used to point to other
MHS Message Store Ed. A directory entries. No specific use has been identified at this time.

f. MHS Message Transfer Agent Ed. A

The seeAlso attribute for the MHS Message Transfer Agent Ed. A may be used to
point to other MHS Message Transfer Agent Ed. A directory entries. The other directory entries
could be for MTAs with the same type of function in a domain, such as, backbone MTAs that
serve the same geographic area.
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g. MHS User Agent

The seeAlso attribute for the MHS User Agent may be used to point to other MHS
User Agent directory entries. No specific use has been identified at this time.

h. Organization Ed. B

The seeAlso attribute for the Organization Ed. B may be used to point to other
Organization Ed. B directory entries. Whether this would be useful is questionable because of
the high level of organizations in the DIT, for example, NATO.

i. Organizational Person Ed. B

The seeAlso attribute for the Organizational Person Ed. B may be used to point to
other Organizational Person Ed. B directory entries. These other Organizational Person Ed. B
directory entries shall be from the same organization or organizational unit, physically close, or
have similar functional duties to the source entry person. A possible use is a pointer to another
identity for an organizational person, such as, in a combined domain. It could also be used to
point to the Organizational Role Ed. B directory entries which designate the organizational
person as a role occupant.

j. Organizational Role Ed. B

The seeAlso attribute for the Organizational Role Ed. B may be used to point to other
Organizational Role Ed. B directory entries. These other Organizational Role Ed. B directory
entries shall be from the same organization or organizational unit, physically close, or have
similar functional duties to the source entry.

k. Organizational Unit Ed. B

The seeAlso attribute for the Organizational Unit Ed. B may be used to point to other
Organizational Unit Ed. B directory entries. These other Organizational Unit Ed. B directory
entries shall be from the same organization, physically close to, or have similar functional duties
to that of the source entry. A possible use is a pointer to a portion of an organizational unit
which has been deployed and is part of a combined domain.

I. Address List Ed. A

The seeAlso attribute for the Address List Ed. A may be used to point to other
Address List Ed. A directory entries. No specific use has been identified at this time.

m. Application Process

The seeAlso attribute for the Application Process may be used to point to Application
Entity Ed. A and other Application Process directory entries. No specific use has been identified
at this time.
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n. Group of Names

The seeAlso attribute for the Group of Names may be used to point to other Group of
Names directory entries. No specific use has been identified at this time.

0. Locality

The seeAlso attribute for the Locality may be used to point to other Locality directory
entries. No specific use has been identified at this time.

p. Messaging Gateway Ed. A

The seeAlso attribute for the Messaging Gateway Ed. A may be used to point to other
Messaging Gateway Ed. A directory entries. These other Messaging Gateway Ed. A directory
entries shall have the same capability, e.g., translation between ACP 127 and ACP 123
messaging networks, and belong to the same domain.

q. MLAEd. A

The seeAlso attribute for the MLA Ed. A may be used to point to other MLA Ed. A
directory entries. The attribute could point to another MLA responsible for the same mail lists.

r. Release Authority Role Ed. B

The seeAlso attribute for the Release Authority Role may be used to point to other
Release Authority Role Ed. B and Organizational Role Ed. B directory entries. No specific use
has been identified at this time.

SECTION I

ENTRY AND ATTRIBUTE POPULATION AND USAGE

311. Population Requirements and Guidelines for Various Types of Communications

a. This section is intended for administrators who are planning for or are populating the
directory entries in the Allied Directory System. Population refers to the directory entries and
attributes for which values should be made available in the Allied Directory to support given user
applications. The minimal subset of the Common Content that needs to be populated for various
communication applications is stated in this section. (See Annex B for specification of the
Common Content.) The types of applications for which population requirements are stated are:

* e-mail communication (non-X.400)
» Secure Multi-purpose Internet Mail Extension (S/MIME)

e commercial MHS communication
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*  MMHS communication
* communication between MMHS users and ACP 127 users
» traditional communications (e.g., telephone, facsimile, and postal mail)

b. Table 3-1 indicates the directory entries required. Table 3-2 indicates the required
auxiliary object classes for directory entries. Tables 3-3 through 3-21 indicate the associated
attributes for which values are necessary to support each application.

c. For e-mail communication (non-X.400), the directory entries and attributes shall
contain the common name and e-mail (RFC 822) address.

d. For SIMIME communication, the directory entries and attributes shall contain the
common name, e-mail (RFC 822) address, and user certificate.

e. For commercial Message Handling System (i.e., civilian X.400) communication, the
directory entries and attributes shall contain the information necessary for performing the core
functions of a messaging system. These functions include, but are not restricted to: addressing,
routing, expanding address lists, and directory access.

f. For MMHS and e-mail services with confidentiality and digital signature features, the
directory entries and attributes shall contain the information necessary for performing the core
functions of a secure messaging system. These functions include: addressing, routing, securing a
message, translating from one type of messaging protocol into another, expanding address lists,
and directory access.

g. For interworking between the ACP 127 and MMHS systems, the directory entries and
attributes shall contain the information necessary to identify and characterize ACP 127 users and
to utilize the gateway(s) between the two systems.

h. In order to support traditional communication services, such as, telephone, facsimile,
and postal mail, the directory entries and their associated attributes shall contain the information
necessary for human users to look up someone else’s information by providing a common name
of an organizational person or organizational role, or the organizational unit name of an
organization. The directory serves as a repository of this information, and after the user gets the
information from the directory, the rest of the communication takes place using the traditional
communications network.

i. Table 3-1 indicates, for each application, the directory entries that are necessary for
Allied communication whether specified by the standards or in the Abstract Syntax Notation One
(ASN.1) definitions in this ACP. If the directory entry is required, then it is indicated by a “+” to
highlight that the Allied Directory shall contain directory entries of that type.
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Table 3-1

Population of Directory Entries for Applications

ACP 133

Entry Type

E-MAIL | SIMIME

Com-
mercial
MHS

MMHS

ACP
127
Inter-
working

Tradi-
tional
Com-
munica-
tions

Address List Ed. A

Application Entity Ed. A

Certification Authority Ed. B

CRL Distribution Point

DSAEd. A

Group of Names

Messaging Gateway Ed. A

MHS Message Store Ed. A

© | [N (o (o (kW N -

MHS Message Transfer Agent Ed. A

=Y
o

. MLAEd. A

=
=

. Organizational Person Ed. B

[EY
N

. Organizational PLA

=
w

. Organizational Role Ed. B

[EEY
SN

. Organizational Unit Ed. B

=
ol

. PLA Collective

[EY
(op]

. Release Authority Person Ed. A

=
~

. Release Authority Role Ed. B

=Y
[ee]

. Task Force PLA

19.

Tenant PLA

! The requirement shown applies only when the “separate subtree” method is employed, as described
in paragraph 308.

2 These entries must be populated where the messaging system is built to make use of them.

® One of Release Authority Person Ed. A or Release Authority Role Ed. B needs to be populated.

need to be populated in order to provide structure for a nation’s DIT.

applications require for a certain entry type. If the auxiliary object class is required by an

j- Inaddition, entries for Country, Organization, Organizational Unit, and Locality may

k. Table 3-2 indicates the auxiliary object classes, which are optional in the Common
Content (i.e., a class that is added to an entry type using a content rule; see Annex B), that some
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application, then it is indicated by a “” to highlight that the auxiliary object class’s object

identifier shall be included in the object class attribute in the directory entry.

Table 3-2
Auxiliary Object Classes Required in Directory Entries for Applications

ACP 133

Entry Type and Auxiliary Object Classes

E-MAIL

S/IMIME

Com-
mercial
MHS

MMHS

ACP
127
Inter-
working

Tradi-
tional
Com-
munica-
tions

1. Address List Ed. A

distributionCodesHandled

mhs-user

plaUser

securePkiUser

ukms

2. Certification Authority Ed. B

pkiCA

3. DSAEd.A

securePkiUser

4. Messaging Gateway Ed. A

securePkiUser

ukms

5. MHS Message Store Ed. A

securePkiUser

6. MHS Message Transfer Agent Ed.
A

securePkiUser

7. Organizational Person Ed. B

distributionCodesHandled

mhs-user

otherContactinformation

securePkiUser

ukms
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Table 3-2
Auxiliary Object Classes Required in Directory Entries for Applications

ACP 133

Entry Type and Auxiliary Object Classes

E-MAIL

S/IMIME

Com-
mercial
MHS

MMHS

ACP
127
Inter-
working

Tradi-
tional
Com-
munica-
tions

8. Organizational Role Ed. B

pkiCA

distributionCodesHandled

mhs-user

otherContactinformation

securePkiUser

ukms

9. Organizational Unit Ed. B

distributionCodesHandled

mhs-user

otherContactinformation

plaUser

securePkiUser

ukms

! The requirement shown applies only when the “combined entry” method is employed, as described in

paragraph 308.

2 Requirements for auxiliary object classes, other than pkiCA, are the same as for the entry type
(Organization Ed. B, Organizational Role Ed. B, Organizational Unit Ed. B, or Application Entity Ed. A)
as the nation is using for representing CAs.
¥ SIMIME requires population of pkiUser which is a superclass of securePkiUser.
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I. Tables 3-3 through 3-21 indicate, for each application, the directory entry’s attributes
that are necessary for Allied communication including those mandated by the standards or in the
ASN.1 definitions in this ACP. If the attribute is required for any of these reasons, then it is
indicated by a “«” to highlight that the attribute value shall be “populated” (i.e., the attribute has a
value). Attributes listed under the directory entries are a combination of the attributes included
in the entry type’s structural object class (including those attributes included in the base object

class and those attributes inherited from superclasses) and the auxiliary object classes and

additional attributes added to that entry. All attributes that require values shall include a non-null

value. Exceptions are:

e attribute values for which a value does not exist

 attributes required by the standards that are not used by the ACP 133

 attributes where population is prohibited by the user’s security policy

m. Specific exceptions to populating the attributes are highlighted in the following

paragraphs.
Table 3-3
Population of Address List Ed. A
Attribute E-MAIL | S/IMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName * *
2. copyMember! ° °
3. description ° °
4. mhs-dl-submit-permissions * *
5. mhs-or-addresses * *
6. mhs-or-addresses-with- ¢ ¢
capabilities’
7. owner * *
8. member* * *

9. userCertificate

1

2

with an O/R address.

3-22

An Address List entry shall have values in the member attribute or copyMember attribute or both.

Applies only if there are multiple O/R addresses in the entry or if there is a need to associate a security label
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Table 3-4
Population of Application Entity Ed. A
Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-

tions

1. commonName * * * * * *

2. presentationAddress ¢ ¢ ¢ ¢ * *

n. Table 3-5 includes information used to send messages to a CA represented by a
Certification Authority Ed. B entry. This table indicates for each application, the population
requirements for the attributes in the pkiCA auxiliary object class, in addition to the requirements
for the Organization Ed. B, Organizational Role Ed. B, Organizational Unit Ed. B, or Application
Entity Ed. A entry type of which the Certification Authority Ed. B directory entry type is a
special case.

Table 3-5
Population of Certification Authority Ed. B*
Attribute E-MAIL | S/IMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. authorityRevocationL st ° *
2. cACertificate * *
3. certificateRevocationL.ist ¢ .’
4. crossCertificatePair® * *

! The attributes in this table are in addition to whatever attributes may also be populated in the entry, as a

result of the structural and other object classes to which the entry also belongs.

2 Alternatively, certificateRevocationList may be populated in a CRL Distribution Point entry.

®  The forward certificate within the cross certificate pair shall be present; the reverse certificate should be

present, if it is available.
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Table 3-6
Population of CRL Distribution Point

ACP 133

Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. authorityRevocationList . .
2. certificateRevocationList . .
3. commonName . .
Table 3-7
Population of DSA Ed. A
Attribute E-MAIL | SSMIME | Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName ¢ ¢ ¢ ¢ ¢ ¢
2. presentationAddress * * * * * *
3. supportedAlgorithms * * * * * *
4. userCertificate * * * * * *
Table 3-8
Population of Group of Names
Attribute E-MAIL | S/IMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName * *
2. member ¢ ¢
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0. In Table 3-9, each of the columns represents a level of service that can be
implemented in a gateway being used for interworking between MMHS domains and other
messaging domains (i.e., e-mail, commercial MHS, MMHS, and ACP 127).

Table 3-9
Population of Messaging Gateway Ed. A
Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName ° ° ° * °
2. mhs-or-addresses * * *
3. mhs-or-addresses-with-capabilities® ° ° °
4. plasServed °
5. presentationAddress ° ° ° ° °
6. rfc822Mailbox ° *
7. supportedAlgorithms ° ° *
8. userCertificate ° * °

1 Applies only if there are multiple O/R addresses in the entry or if there is a need to associate a security label

with an O/R address.

Table 3-10
Population of MHS Message Store Ed. A

Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName * *
2. presentationAddress * °
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Table 3-11
Population of MHS Message Transfer Agent Ed. A

ACP 133

Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName ° °
2. presentationAddress * *
3. supportedAlgorithms *
4. userCertificate *
Table 3-12
Population of MLA Ed. A
Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName *
2. presentationAddress *
3. supportedAlgorithms *
4. userCertificate °
Table 3-13
Population of Organizational Person Ed. B
Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. aCPMobileTelephoneNumber o
2. commonName ° * * * *
3. dnQualifier o o o o o
4. facsimileTelephoneNumber o
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Table 3-13

Population of Organizational Person Ed. B

ACP 133

Attribute

E-MAIL

S/IMIME

Com-
mercial
MHS

MMHS

ACP
127
Inter-
working

Tradi-
tional
Com-
munica-
tions

5. mhs-or-addresses

6. mhs-or-addresses-with-
capabilities?

7. militaryFacsimileNumber

8. militaryTelephoneNumber

9. organizationalUnitName

10. postalAddress

11. proprietaryMailboxes

12. rfc822Mailbox

13. secureFacsimileNumber

14. secureTelephoneNumber

15. supportedAlgorithms

16. telephoneNumber

17. userCertificate

1

attribute).
2

security label with an O/R address.

Applies only if there are multiple O/R addresses in the entry or if there is a need to associate a

Population of the attribute is dependent upon the user having a value for the attribute (e.g., if the
user does not have a mobile telephone number then an attribute value shall not be included in the

Table 3-14
Population of Organizational PLA

Attribute E-MAIL | S/IMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
! tions

1. associatedOrganization °

2. countryName o?
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Table 3-14
Population of Organizational PLA

ACP 133

Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-

mercial 127 tional

MHS Inter- Com-

working | munica-

! tions
3. effectiveDate o2
4. localityName -’
5. longTitle o
6. plaNameACP127 y
7. remarks o2
8. rlinfo 3

1

employed, as described in paragraph 308.

2

ACP 117).

3

The requirements shown for this application apply when the “separate subtree” method is
These attributes are used when the directory is used to store ACP 117 information (i.e., publish

This attribute is populated when the directory implementation supports use of Rl information.

Table 3-15
Population of Organizational Role Ed. B
Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. aCPMobileTelephoneNumber o
2. commonName ° ° ° ° °
3. facsimileTelephoneNumber o
4. mhs-or-addresses ° °
5. mhs-or-addresses-with- ¢ *
capabilities’
6. militaryFacsimileNumber o
ay- 1
7. militaryTelephoneNumber *
8. roleOccupant ° ° ° ° °
9. postalAddress *
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Table 3-15
Population of Organizational Role Ed. B

Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
10. proprietaryMailboxes o

11. rfc822Mailbox

12. secureFacsimileNumber

13. secureTelephoneNumber

14. supportedAlgorithms

15. telephoneNumber

16. userCertificate

1

attribute).
2

security label with an O/R address.

Applies only if there are multiple O/R addresses in the entry or if there is a need to associate a

Population of the attribute is dependent upon the user having a value for the attribute (e.g., if the
user does not have a mobile telephone number then an attribute value shall not be included in the

Table 3-16
Population of Organizational Unit Ed. B
Attribute E-MAIL | SIMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. aCPMobileTelephoneNumber o
2. associatedPLA o
3. facsimileTelephoneNumber o
4. mhs-or-addresses * *
5. mhs-or-addresses-with- ‘ ¢
capabilities®
. - 2
6. militaryFacsimileNumber *
7. militaryTelephoneNumber o
8. organizationalUnitName * * * *
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Table 3-16
Population of Organizational Unit Ed. B

ACP 133

Attribute

E-MAIL

S/IMIME

Com-
mercial
MHS

MMHS

ACP
127
Inter-
working

Tradi-
tional
Com-
munica-
tions

9. plaNameACP127

o4

10. postalAddress

11. rfc822Mailbox

12. secureFacsimileNumber

13. secureTelephoneNumber

14. supportedAlgorithms

15. telephoneNumber

16. userCertificate

! The requirements shown for this application apply when the “separate subtree” method is

employed, as described in paragraph 308.

2 Population of the attribute is dependent upon the user having a value for the attribute (e.g., if the

user does not have a mobile telephone number then an attribute value shall not be included in the

attribute).

*  Applies only if there are multiple O/R addresses in the entry or if there is a need to associate a

security label with an O/R address.

* The requirements shown for this application apply when the “combined entry” method is

employed, as described in paragraph 308.

p. A PLA Collective directory entry shall be used when a pointer is necessary to check
on the validity of a PLA, e.g., for Type Organization Collectives.
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Table 3-17
Population of PLA Collective
Attribute E-MAIL | SIMIME | Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
' tions
1. associatedAL *
2. plaNameACP127 °
! The requirements shown for this application apply when the “separate subtree” method is
employed, as described in paragraph 308.
Table 3-18
Population of Release Authority Person Ed. A
Attribute E-MAIL | SIMIME | Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
' tions

1. releaseAuthorityName

2. supportedAlgorithms

3. userCertificate

is represented by a Release Authority Role Ed. B entry.

3-31

g. Table 3-19 includes information used to send messages to a Release Authority, which
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Table 3-19

Population of Release Authority Role Ed. B

ACP 133

Attribute E-MAIL | S/IMIME Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. commonName * * * *
2. facsimileTelephoneNumber o
3. mhs-or-addresses * *
4. mhs-or-addresses-with- ¢ ¢

capabilities?

militaryFacsimileNumber

militaryTelephoneNumber

roleOccupant

5
6
7. mobileTelephoneNumber
8
9

postalAddress

10. proprietaryMailboxes

11. rfc822Mailbox

12. secureFacsimileNumber

13. secureTelephoneNumber

14. supportedAlgorithms

15. telephoneNumber

16. userCertificate

1

attribute).
2

security label with an O/R address.

3-32

Applies only if there are multiple O/R addresses in the entry or if there is a need to associate a

Population of the attribute is dependent upon the user having a value for the attribute (e.g., if the
user does not have a mobile telephone number, then an attribute value shall not be included in the
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Table 3-20
Population of Task Force PLA

ACP 133

Attribute E-MAIL | SIMIME | Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
' tions
1. associatedAL *
2. plaNameACP127 °
! The requirements shown for this application apply when the “separate subtree” method is
employed, as described in paragraph 308.
Table 3-21
Population of Tenant PLA
Attribute E-MAIL | SIMIME | Com- MMHS ACP Tradi-
mercial 127 tional
MHS Inter- Com-
working | munica-
tions
1. hostOrgACP127 *
2. plaNameACP127 °
SECTION Il

312.

Registration Requirements

context of the Allied Directory:

e directory DNs

REGISTRATION

technical object identifiers

3-33

other information stored in the directory, e.g., addresses

The following objects need to be registered to ensure that they are unique with a global
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313. Technical Object Identifier

a. Object identifiers provide a unique reference to the definition of technical objects.
This includes technical objects which are specific to the directory such as object class and
attribute definitions, as well as technical objects which have wider relevance such as certificate
policy identifiers. Other applications such as Open Systems Interconnection (OSI) management
and messaging also make use of object identifiers to reference technical definitions.

b. Object identifiers for standard technical definitions are allocated in the standard where
they are defined (e.g., X.500 allocates object identifiers for directory object classes and attributes
defined in that standard).

c. Object identifiers for new schema definitions for object classes, attributes, name
forms, etc., for the Allied Directory are defined in this ACP (see Annex B) under the object
identifier:

{ joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) dod(2) ds(2) }

d. National or other new schema definitions outside the scope of this ACP are allocated
object identifiers under the appropriate national or international object identifier registration
scheme.

314. Distinquished Name

a. A DN is a sequence of naming attributes which uniquely identify an object which may
be represented by an entry in the directory. Objects that may be identified using a distinguished
name include organizational units, people, roles, address lists, devices, application entities, and
release authorities. A distinguished name is used as the primary "key" to locate an entry in the
Allied Directory. In addition, distinguished names are used to identify the subject of an X.509
public key certificate.

b. The naming attributes which form a DN are organized in a hierarchy reflecting the
DIT with a name lower in the tree identified relative to its parent entry by adding RDN attributes
to the parent's DN.

c. Before an entry is created for an object in the directory (or a certificate created for that
object) it must be allocated a DN which is unique. The allocation of a distinguished name in the
Allied Directory is the responsibility of the Registration Authority for the Service, agency, or
command to which the named object belongs. A registration authority may delegate
responsibility of directory distinguished name registration for subtrees within its domain to Sub-
Registration Authorities. A registration authority (or sub-registration authority) may also take on
responsibility for registration of other identifiers including technical object identifiers and
addresses (see below).

d. The DNs used at the top levels of Allied directory domains are given in Annex B.
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e. The registered DNs relevant to the Allied Directory may be disseminated through the
directory.

315. General Registration Requirements

a. The directory can be used to store addressing and other related information. As with
DNs these addresses need to be unique within the global context and hence must be allocated
under a registration scheme. Examples of information requiring registration are X.400 MHS
Addresses (including Private Management Domain (PRMD) identifiers), OSI network addresses,
and Internet Protocol addresses.

b. The specific registration requirements for the registration of information such as
addresses is dependent on the type of communication or application service to which the
information applies, and is hence outside the scope of this ACP. However, objects which are
allocated DNs commonly also require addresses (e.g., X.400 addresses) and, hence, the various
registration functions should be coordinated using coherent registration procedures.

c. Common Allied registration guidelines are recommended. This should cover
procedures for coordination, dissemination, and ratification of registration information, such as:

» technical objects identifiers defined for Allied use
* DNs used in the Allied context

e X.400 addresses

SECTION IV

SHADOWING

316. Shadowing Policy

a. A Shadowing Agreement Checklist is initiated by the administrator of the supplier
DSA, who administers the information requiring shadowing. The Shadowing Agreement
Checklist is filled out and provided to the consumer DSA administrator for completion and
agreement. The Shadowing Agreement is reviewed and approved by the Directory Services
Manager. The agreement shall state the protection provided to shadowed information. Also,
when agreement involves secondary shadowing, the Shadowing Agreement Checklist is reviewed
and approved by the DSA Administrator of the Master DSA. Annex E gives an example of a
Shadowing Agreement Checklist, including the standard X.500 shadowing agreement
parameters.

b. Directory information that is provided to the Allied Directory System from national
directories may be shadowed, and individual entries within this information may be incomplete.
Thus, users may not find what they are looking for and require access to the master or a complete
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replicated entry. In a directory system unconstrained by access controls, users would be able to
satisfy the request by chaining from the Border DSA into the national directory. However, this
situation may not be permitted. In order to satisfy one nation’s directory queries of another
nation’s Border DSA, consideration should be given to the way in which replicated data is
marked. The options are that the data may be marked as a master or copy. If it is a copy, it may
be marked as incomplete. If it is marked as incomplete, it implies that chaining is permitted into
the directory that contains the complete entry. This may be a national DSA or another Border
DSA. How data is marked should be specified within the allied Service Level Agreements
(SLAS).

SECTION V

DIRECTORY SYSTEM PERFORMANCE

317. General

The Allied and the supporting national directories, which combine to form an overall
directory service capability for the allied forces, must have realistic performance characteristics.
Performance can be seen in a number of ways namely: ease of use, robustness, timeliness of
service restoration, and speed of access response.

a. Ease of Use

Ease of use is a factor of the system design and the tools presented to the directory
user such as click and point, icons, windows, scripts, status messages, etc. This aspect of the
system is beyond the scope of this document but will be subject to national system Concepts of
Operations (CONOPS), policies, and procurement procedures.

b. Robustness

Robustness deals with product and system reliability and integrity. Again, these will
have to be specified in terms of Integrated Logistics Support (ILS) and Life-Cycle Costing (LCC)
needs and Mean Time Between Failure (MTBF)/Mean Time To Repair (MTTR) type
specifications. This is also beyond the scope of this document.

c. Availability
The goal is to provide 24 by 7 availability of the Allied Directory Service.

d. Service restoration

Service Restoration deals with the recovery time for a single DSA to attain an
operational state after switch on or switching the DUAs (and other attached DSAS) to an alternate
DSA. This should not exceed five minutes if the DSA is in a strategic environment. In a tactical
environment, it should be less than one minute.
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e. Speed of Response

(1) For defining the speed of response requirements, the directory system can be seen
to provide two types of access characteristics. These are:

» the human access requirements, which deal with organizational information
retrieval (such as postal and telecommunications information) via a man-
machine interface

» specific system functions (such as MTAs and UAs), which need to resolve for
example, names to addresses for message routing. This interface is considered
to be a machine-to-machine interface.

(2) Both of the above have performance requirements. However, how these are
characterized and presented can be quite different. Underlying the performance of such a large
scale system is naturally the individual DSA performance and the links used between them to
other DSAs and the accessing DUAs. It is outside the scope of this document to provide
specifics of these, except that some general guidelines are provided to assess the capability of a
DSA platform and determine its accessibility and performance in a distributed environment.

318. Human Interfaces

a. Interms of specifics, the human interface and its response requirements set the
directory performance requirements and thus impose the directory system design.

b. The directory user interface performance requirement is as follows:

(1) All interrogation accesses satisfied in the home DSA shall be performed within
three seconds for a ten-kilobyte retrieval.

(2) 95 percent of the intra-domain interrogation accesses shall be satisfied within five
seconds for a ten-kilobyte retrieval. Worst case shall not exceed ten seconds.

(3) 90 percent of the inter-domain interrogation accesses shall be satisfied within
15 seconds for a ten-kilobyte retrieval. Worst case shall not exceed 20 seconds.

(4) An update operation to a single entry shall be performed within five seconds.

319. First-level DSAs

Performance requirements for access to first-level DSAs (FLDSA) are derived from the
requirement for passing messages according to their precedence/priority in specified times as
described in ACP 123 and shown in Table 3-21. All accesses to directories which serve the
Message Transfer System (MTS) and the transfer of a message must not jeopardize the
messaging throughput requirements. A few guidelines can be given.
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a. For any Allied scenario, each FLDSA in the system should route DAP or DSP
requests to its adjacent DSA in less than 500 milliseconds.

b. For any Allied scenario, each FLDSA in the system should be able to replicate into its
country and direct organizational level entries (to a maximum of 12 entries, e.g., eight Country
plus four organization entries) in less than two seconds.

c. For any Allied scenario, each FLDSA in the system which detects failure in protocol
operations (DAP, DSP, DISP), should signal its attached ADUA or management center within
one second.

d. For any Allied scenario, where any FLDSA fails and goes off line, a standby should
be operational within 30 seconds and any reconfiguring of replication agreements achieved in
one minute.

e. Each FLDSA in the system should be provided with sufficient processing and storage
resource to assemble fragmented Search and List results of 200 entries in less than one second.

f. Each FLDSA in the system should be synchronized to a responsible time source with
a maximum deviation of five seconds from other FLDSAs.

320. System Function Access

a. Military Messaging

(1) This type of access serves the allied messaging system’s processing entities.
These entities are typically messaging UAs, MTAs, MLAs, CAs, Profiling User Agents and
Gateways (tactical, security, etc.) that incorporate DUA functions.

(2) Most of the above will access their associated directories for very specific needs
such as list expansion, name to address translation or user submission/delivery capability testing.
In terms of specifying performance for the combined messaging and directory system, the overall
capability is to pass messages according to their precedence/priority in specified times. This is
specified in ACP 123. For instance, a Flash (Urgent) message must traverse the allied MTS
within three minutes. Therefore, all accesses to the directories which serve the MTS and the
transfer of this message must not jeopardize the messaging throughput requirement.

(3) How many accesses to directories will occur along any specific MTS transfer path
cannot be accurately determined without hard configuration information, but it is considered that
nominally, there could be five directory accesses with a worst case of ten. The total time for
these accesses shall be less than 20 percent of the overall message transit time requirement (for
Flash messages).

(4) Table 3-22 reflects this for the various message precedence levels. Naturally, only
generalized access speeds are provided. For example, for the worst cases (Non-Urgent <= eight
hours), it is unlikely for a DSA to take the full 60 seconds if it is locally accessed by the
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respective MTA and the information required is contained in it. However, the requirement for
servicing Override and Flash messages shall be strictly observed.

Table 3-22
MHS-derived Directory System User Speed of Query Requirements
Military MTS Grade of Originator-to- |MTS Time of |Directory Speed of
Precedence Delivery/Director [Recipient Time|Delivery Query Requirement*
y Priority of Delivery
OVERRIDE URGENT/high |3 min. <3 min. 2.5 sec.
FLASH 10 min.
IMMEDIATE NORMAL/ 20 min. <20 min. 7.5 sec.
medium
PRIORITY 45 min.
ROUTINE NON-URGENT/ |<8hoursor |< 8 hours or 30 sec.
low start of next  |start of next
DEFERRED business day |business day

*  These values assume that the DUA has already performed a Bind operation with the DSA. If the DUA is
not bound, the combined bind and query shall take no more than twice as long as indicated here.

(5) It should be noted that there is no formal way in which an MTA, because of
message priority/precedence, will set or test the time a directory query takes. This is a product
design and implementation issue. The Allies should seek implementations where the message
priority is reflected in the directory access priority in service controls between the MTA and DSA
which service that message.

(6) It should also be noted that there is no formal way in which a messaging user can,
during the construction of a message, request that the DSA perform directory accesses at a
priority in line with the message precedence proposed, unless the precedence field is provided
before related Military Messaging User Agent (MMUA) directory accesses are performed and the
implementation ties the access priority to the message precedence.

(7) Thus, directory performance levels can be realistically requested only for dealing
with message transfer through the MTS from the point of submission.
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b. Other Applications

The Allied Directory System will be accessed for other purposes than supporting the
messaging function. Examples of functions for which the performance criteria for directory
access may be different from the messaging support criteria are:

» authenticating management entities
 distributing certificate revocation lists (CRLS)

321. Performance Characteristics

The following text provides some generalized notes that should be applied in the
procurement, design, and operation of the directory systems for both the national systems and the
shared/combined systems.

a. DUA Selection of Priority

In the human interface, there may be an option for selecting directory access priority.
Such a feature must be used responsibly, considering DSA capacity and the relative urgency of
the request. The default for priority should be set to normal. It is recommended that Urgent
Priority directory accesses be reserved for tactical operations.

b. DSA Priority Processing

DSAs should be capable of servicing the priority field. However, this will depend on
the queuing, processing architecture, and DIT storage mechanisms that a DSA uses. Suffice it to
say that the operations in the input queues of a DSA must be serviced according to priority.

c. DAP Service Parameters

The Size Limit and Time Limit Service Control parameters should be defaulted to
catch/inhibit any unexpectedly large (gigabyte) responses or dead DSAs in the chain. For
example, Size Limit is defaulted to the number of objects that can be contained in 250 kilobytes.

d. DSA Performance Reporting

The DSAs shall provide performance reports which demonstrate characteristics of
population, speed of access, speed of basic and filtered searches, and DIT
modification/replication actions.

e. DSA Association Limits

All DSAs shall support at least 100 simultaneous associations.
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f. DSA Bind Time Limits

It shall take less than ten seconds for a DSA to perform a Bind or Unbind with strong
authentication with a DUA or other DSA.

g. Bogus Searches

When a search for a bogus entry is instigated (e.g., find bogus entry), the response
shall be returned in less than 30 seconds, preferably ten.

h. Access Control Processing

When access controls are applied to Reads, Lists, and Searches, etc., to restrict access
to identified users, they shall not increase access time by more than ten percent of the time for
unrestricted access.

i. Chained Operations

When a Search is chained by a DSA (using DSP), it is a DSA performance
requirement that Search requests to the other DSAs shall be initiated within ten seconds of the
initial DSA access.

j. Performance Optimization Tools

It is possible that, as the allied system evolves, utilities will be developed that do
scripted actions on the directory system. To assist in performance optimization of the Allied
Directory System, some form of service logging and tuning tools must be used.

k. Alias/List Utilities For DIT Integrity

To assist in DIT management, alias integrity checking and clean-up facilities should
be sought.

. Replication Triggers And Consistency

When replication is used (via DISP, etc.), mechanisms must be sought that control
when an update takes effect in the target DSA. This is necessary to prevent loss of data integrity
in a multi-processing environment caused by the data being “overwritten” while a Search
operation is also in progress.

m. Performance Logs And Reports

DUAs and DSAs shall keep transaction logs that support performance management
and system planning.
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322. DUA Caching Guidelines

Employing DUA caching is a matter of national policy. When it is done, the guidelines in
this paragraph may be followed.

a. Store cached information in nonvolatile memory.

b. Treat cached entries and cached certificates separately for the purpose of determining
the useful life of the cached information. Extend the useful cache period for the certificate, since
it is a relatively static entity with its own expiration time and revocation procedures.

c. Set the time-to-live for cached information according to the type of information stored
in the cache (individual or organizational), the function of the command or persons operating the
system, the maximum authorized message precedence, the security classification of the
information and the DUA user, and the nature of the DUA.

d. Set the time-to-live for cached entries of individual users to expire within a 15 day
time period. Set the time-to-live for cached entries of organizational users to have a maximum
expiration period of four days.

e. Where an organizational user and individual user share the same DUA, the expiration
for the limit on the time-to-live conforms to that for the organizational user. The local
management center approves time-to-live values in excess of these recommendations.

f. Capture and record, with the cached entry, the date and time that the entry was last
obtained in order to determine the expiration time of the entry.

g. Upon receipt of a CRL, all components containing cached certificates compare the
cached certificates against the list of revoked certificates and purge those cached certificates
matching the certificates listed in the CRL.

h. Cache expiration intervals are approved in advance by the local management center.
This is to avoid saturation of the directory for inappropriate short intervals. The Local Center
also requests that the cache maximum time limits be raised for conditions where the directory
service is unable to provide adequate service.

i. Purge a cached certificate upon the expiration date contained within the certificate.

j. Cache knowledge information of DIB distribution in DSASs, unless it violates local
security guidelines. This information may be used by DUASs to gain direct access to desired
information.
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SECTION VI
CHAINING

323. Chaining Policy

a. All Border DSAs and DSAs in combined task forces shall be capable of supporting
both chaining and referrals.

b. Either chaining or referral may be used as long as performance and security
requirements are met.

c. Inthe service controls, Prefer Chaining shall be the favored option. However, use of
Chaining Prohibited is permitted.
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CHAPTER 4

DIRECTORY SECURITY POLICES AND PROCEDURES

SECTION |
SECURITY

401. Security Services

a. The security services defined within this section have been developed as
countermeasures against the perceived vulnerabilities of the X.500 model. This analysis was
based on X.509, Annex B. The security services defined below are considered against the three
general threats of unauthorized disclosure, modification, or unavailability of information
contained in the directory. The information is vulnerable when held within a DSA or when
transiting elements of the directory. The aggregation of the total information shared within the
allied directory may raise the level of security risk, so although individual elements of
information may be of low classification, the total system may have to be considered at higher
classification.

b. Not all security services will be applied to the information within the directory. For
example, confidentiality of information within the directory is only considered viable when a
small amount of information is at a higher classification level than the rest of the directory and
the information is to be shared amongst a small number of users.

c. Many applications and services will have requirements for security. Such
requirements are derived from the need to protect the information from a range of potential
threats. In order to protect against threats, security services shall be provided. These services
are:

» Authentication
* Access Control
* Key Management

» Confidentiality

* Labeling
» Auvailability
* Integrity
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402. Authentication

a. Peer entity authentication is performed between DUAs and DSAs and between DSAs
to provide corroboration that a user or entity in a certain instance of communication is the one
claimed. ACP 133 shall support mutual authentication through the use of strong authentication.
Strong authentication relies on the use of asymmetric encryption. Asymmetric encryption uses
the combination of a public component and a private component to sign digitally the credentials
of the user or entity authenticating itself to the system. A digital signature guarantees both the
origin and the integrity of the information that is digitally signed. This binding of the public key
and its holder’s identification information is conveyed through an X.509 certificate that is
generated by a CA. Each individual nation shall implement its own CMI to include CAs in such
a manner as to ensure the trusted path for certificate management. In the case of a CTF,
authentication policies and procedures are under the control of the CTF commander.

b. The CMl is an integrated relationship of CAs and all the components necessary that
operate under the authority of either a superior CA or, in conjunction with bilateral agreements,
with other CAs.

c. The CMI includes the process for developing Certificate Policies. A Certificate
Policy is a named set of rules that indicates the applicability of a certificate to a particular
community and/or class of application with common security requirements. For example, a
particular Certificate Policy might indicate applicability of a type of certificate to the
authentication of electronic data interchange transactions for the trading of goods within a given
price range.

d. Each CA shall have a statement of the practices, the CPS, which it employs in
managing certificates.

e. Each nation’s CPS shall identify the procedure used to create, maintain, and revoke
credentials.

f.  Two-way mutual peer-to-peer strong authentication shall be supported. Strong
authentication shall be used in the Allied Directory System where warranted. ACP 133 shall
support attributes for Version 3 X.509 certificates and Version 2 CRLs.

g. Assurance is incumbent on the availability of public keys in a way that guarantees that
the public key really belongs to a particular identity. Validation of signatures is based on the
assumption that the authenticating entity has the correct public key. The link between an identity
and its public key shall be guaranteed. False identities and substituted keys are serious threats to
these mechanisms. Each CMI’s CPS shall ensure that actions are taken to mitigate these threats.

h. Within the ACP 133 Directory system, all DSAs shall be able to process bind requests
that are simply authenticated and those that are strongly authenticated, utilizing an agreed upon
digital signature algorithm. DSAs shall support access control policy that prevents unauthorized
disclosure or modification of information based on the level of authentication used. The DSA
shall strongly authenticate itself to its communication peer (i.e., DSAs, DUASs, and management
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entities) as required. The success or failure of the steps in the authentication process shall be
audited and stored in the DSA audit database to facilitate compromise recovery and to enhance
security of the Directory.

i. Inthe Allied Directory, the following additional security constraints shall be met.

(1) Prior to exchanging any information, any pair of DSAs shall strongly authenticate
themselves to each other if required by security policy between the two DSAs. Additionally, the
DSAs shall not permit access to any information until all access control checks have been
performed and granted.

(2) Only approved cryptographic mechanisms for the DSA application and the
associated processes shall be used.

(3) The DSA shall support a CMI-defined signature validation process. This process
shall include validating the CA which produced the certificate used to sign the identification and
authentication information (i.e., validate the certification path).

(4) If the claimed identity is not validated, the request shall be rejected and the failure
audited. Additional security actions may also be initiated; for example, the DSA may lock out
the user.

(5) In those environments where Rule-based Access Control (RBAC) is imposed,
each entity shall exchange privilege/authorization information required for the access control
decision function, when performing the strong authentication Bind operation.

(6) Once the communications partners have successfully authenticated themselves to
each other, the DSA shall limit access to information stored within its DSA according to the
parent (host) system security policy.

(7) The DSA shall allow access and privileges to be set only by an authorized
management entity.

403. Access Control - General

a. The X.500 Directory standard defines three access control schemes: Simplified
Access Control, Basic Access Control (BAC), and RBAC. However, how that information is
stored within a country's directory is a national issue. The ACP 133 shall mandate that directory
systems ensure that the agreed-upon access controls are maintained.

b. The access control mechanisms shall include both RBAC as well as BAC. RBAC
restricts access to objects within the directory by use of predefined labels to enforce access rights
to information stored within the Directory. User or end-entity authorization information may be
exchanged through extensions to the Version 3 X.509 certificates. ACI about the target (data
within the DIB) shall be conveyed through the use of sensitivity labels. The format and
processes associated with the privilege/authorization information are defined within each CMI’s
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CPS. The format and processes associated with security labels are defined in an Annex of ACP
120.

c. Within the Allied Directory Service there is a requirement to hold information at
different levels of protective marking, and therefore, it is necessary to have a method by which
the confidentiality of the information can be maintained without disclosure to unauthorized
access. In addition, there may be occasions where information will be stored in a Directory that
is of a higher classification than that which the DSA normally supports, or is of a sensitive nature
and requires separation from disclosure to system administrators and other authorized users.

This requirement shall be supported by one of the following mechanisms, in accordance with
security policy:

» encryption of the stored information to protect its content from unauthorized
disclosure

» access control mechanisms to protect the stored information from unauthorized
access

* the use of both services

404. Basic Access Control

a. BAC is based on a relatively simple concept: either a list of users and the permissions
to which they are entitled, or a list of protected items and the permissions necessary to access
them, is held within the directory. This information is contained within ACI items. ACI items
can be held within a number of parts of the directory depending on their intended usage and
sphere of influence.

b. Each ACI item consists of four parts.
(1) Identification tag is used to name a particular ACI item.

(2) Precedence level is a number which determines the order in which ACI items
should be considered. An item with a higher precedence will overrule an item with a lower
precedence.

(3) Authentication level is the level to which the user must be authenticated. This can
be no authentication, simple authentication, strong authentication, or by some external method.

(4) Either Item first permissions, which lists a set of protected items, and the set of
users, all potentially with varying permissions, or User first permissions which lists a set of users
and the protected items, all potentially with varying permissions that the users may or may not
access is the fourth part.
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405. Rule-based Access Control

a. Within ACP 133 and the civil standards arena, a requirement for additional
information to be included in determining whether access can be granted or denied to an object
has been identified. This is defined as RBAC, and requires administratively imposed access
control policies to be applied to the contents of the directory.

b. RBAC uses security labels that can be attached (by securely binding the label to the
information using a digital signature) to attribute values stored within the directory. The security
label of an attribute shall be bound to the attribute value using a digital signature. This label can
then be used to determine whether a user may access protected information. RBAC can be used
alone, or in conjunction with BAC. Refer to clause 17.4.3 in ITU-T Rec. X.501 (1997) | ISO/IEC
9594-2: 1997.

c. RBAC adds the following constraints on the access control decision.

(1) DiscloseOnError is not supported under RBAC, and hence if Read access is
denied, then the operation acts as if the entry does not exist.

(2) RBAC affects operations on reading attribute values (e.g., Read and Search) in
that the attribute value is not visible if access is not authorized (operation is carried out as though
the attribute value is not present). It does not currently affect operations on entries as a whole
which do not impact on existing attribute values (e.g., Add Entry).

(3) RBAC operations which involve removing an attribute value (e.g., Remove Entry,
Modify Entry, and Remove Attribute) fail if the access is not authorized.

(4) If access to all attributes of an entry is denied under RBAC, access is denied to
that entry for all operations.

d. An error code is returned from an operation or the attribute value, attribute type, or
entry is omitted from the operation result if:

+ the label for the attribute value denies access, then the attribute value is hidden

» the labels for attribute values of a given type deny access, the existence of the
attribute is hidden (If access is denied to all attribute values of a type, then access
is denied to that type.)

» the labels for attribute values of a given entry deny access, the existence of the
entry is hidden (If access is denied to all attribute values of an entry, then access is
denied to that entry.)

e. To enforce RBAC, initiator-bound access control information (clearance information)
needs to be provided to enable a comparison to be made with the target’s security label. Clause
17.5 of ITU-T Rec. X.501(1997) | ISO/IEC 9594-2: 1997 identifies the syntactic representation
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for the clearance attribute. There are at least two methods to convey this information with
integrity.

(1) The user's clearance can be bound to the user’s DN and the public key used to
authenticate that DN with a public key certificate extension.

(2) The user's clearance can be bound to the user’s DN and to the user’s X.509
certificate using an attribute certificate.

f. If the first method is chosen, and the authority verifying the public key information of
a user may or may not be the same authority that is responsible for issuing and verifying a user's
clearance, the clearance must be supplied to the CA in a trusted manner.

g. Each CMI’s CPS shall include the procedures required to validate each end-entity’s
identity and privilege/authorizations.

h. The security labels will be based on a hierarchical set: UNCLASSIFIED,
RESTRICTED, CONFIDENTIAL, SECRET and TOP SECRET, that can be compared to the
clearance of the requester based on a corresponding set of hierarchical class values. These
hierarchical classifications form the “base set” for the RBAC scheme and will be extended to
address privilege information conveyed in a security category and/or privilege marking.

i. Inresolving permissions, the DSA shall first obtain the clearance of the user from a
trusted source. This information shall be conveyed during the authentication process. When
obtained, the contents of the security label is checked against the user’s clearance. RBAC does
not define what type of subsequent operations may be performed, e.g., modify, remove etc.

406. Access Control Decision Function

a. Inthe event that RBAC has been implemented, additional steps in the access control
transforms must occur. First, the hierarchical clearance of the user must dominate the
hierarchical classification of the label. Second, if additional categories have been applied to the
security label, there must be a comparison function between the security categories component of
both the data label and the user clearances. If RBAC succeeds and there are no additional RBAC
restrictions imposed, the user is granted access. The security policy rules defining the
relationship between the end-entity’s privilege/authorization set and the security label shall be
provided by each nation’s appropriate authority.

b. The Access Control Decision Function (ACDF) specifies how ACI items shall be
processed in order to determine whether access should be granted for a particular operation.

c. Figure 4-1 and Figure 4-2 are based on the ISO/IEC 10181-3 Security Framework in
Open Systems standard (Part 3 - access controls), but have been adapted to fit the BAC model
described in the X.500 standard. The ACDF makes the decision as to whether to grant or deny
access to the requested object(s) by applying pre-defined access control policy rules to an access
request.

4-6 Edition B



ACP 133

access request argument

Access Control 7
Iniitiat Enforcement Function
nitiator access request argument grant/deny
operation (requested
access mode & .
object attributes), access decision
requestor, grant/deny Directory
authentication level . .
access control information
Access Control associated with the entry containing
Decision Function (or which is) the protected item
access control policy rules
Figure 4-1
Diagram of ACDF Required for Basic Access Control
Access Control 7
. Enforcement Function
Initiator

grant/deny

operation (requested
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requestor,
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grant/deny

Access Control
Decision Function

access control policy rules

Directory

access control information
associated with the entry containing
(or which is) the protected item,
including the security label attached
to the item

Figure 4-2

Diagram of ACDF Required for Rule-based and Basic Access Control

d. If RBAC is being used in conjunction with BAC, then RBAC should always take
precedence over the BAC. Therefore, if RBAC scheme rules do not allow access to a requested
operation, then the operation will be denied independently of whether access would have been
granted under the BAC scheme. Only if the RBAC scheme rules allow access to a requested
operation will the ACDF for BAC be executed to determine if access should be granted.
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e. A policy identifier shall be used to identify under which security policy the clearance
and security labeling are being enforced.

f.  The security policy is represented by an object identifier that indicates the security
policy the subject supports. Each security policy registered shall have documentation that
indicates the values of classifications and privilege/authorization sets valid within the context of
that security policy.

407. Key Management

a. Common cryptographic algorithms and their intended usage need to be supported.
National CPS will define acceptable cryptographic algorithms and required usages.

b. Inthe event that a DSA’s signature or confidentiality keys are compromised,
immediate notification to the Security Authority shall occur.

408. Confidentiality

a. Insome situations, the Allied Directory may not give sufficient assurance that data is
kept confidential in storage, regardless of access controls. Confidentiality of attributes in storage
is provided through use of:

» atemplate for the definition of attributes which are protected by a security
transformation which provides confidentiality (Refer to Clause 18.2.2 of ITU-T
X.501 (1997) | ISO/IEC 9594-2: 1997.)

e an attribute for distributing keys to those who need to decrypt attributes using the
identified key. The key being distributed is protected by encrypting the key value
with the public key of each authorized reader of the attribute. (Refer to Clause
18.2.3 of ITU-T X.501 (1997) | ISO/IEC 9594-2: 1997.)

b. Note: Other mechanisms can be used to distribute the keys required to protect
attributes defined using the Encrypted Attribute Value template.

409. Labeling
a. General

A common policy on labeling and clearance is the basis for labeling in the Allied
Directory. The format and processes associated with security labels are defined in an Annex of
ACP 120. Labeling and clearance information implemented in the Allied Directory Services
shall support access control in the shared information environments.
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b. Security Classification

(1) The following security classifications are valid:
* UNCLASSIFIED
* RESTRICTED
» CONFIDENTIAL
» SECRET
e TOPSECRET

(2) These classifications are hierarchical and are listed in ascending order, that is,
Restricted is a higher classification than UNCLASSIFIED.

(3) Within subject Clearances issued to end-entities, the following classifications are
valid:

*  UNCLASSIFIED
» RESTRICTED

» CONFIDENTIAL
« SECRET

» TOP SECRET

(4) These clearances are listed in hierarchical order with Top Secret dominating
Secret and so on. A Top Secret clearance allows access to all other information unless other
restrictions apply. The rules governing the population of the clearance attribute are defined in
each CMI’s certificate policy.

c. Categories

(1) Categories may be divided into multiple groups. At a minimum, the following
types shall be supported: Restrictive, Permissive, and User-Defined.

(2) A Restrictive Category requires that all values present in the security label shall be
present in the authorizations conveyed in the clearance.

(3) Permissive Categories require that at least one value present in the security label
shall be present in the authorizations conveyed in the clearance. This is applicable when
indicating the capability to constrain access by nationality, for example, Release To or Eyes
Only.
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(4) User-Defined Categories shall be identified when implemented across
international boundaries.

(5) An ACDF matches the user or end-entity’s clearances and the attribute security
label to determine if the user or end-entity is allowed to access the attribute value. The
permissive categories are checked by access control functions to ensure that if any one of the bits
in the extension match the bits in the security label, the attribute can be accessed. The restrictive
categories are used by access control functions to ensure that all bits in the certificate extension
match all the bits in the label prior to granting access. The user-defined categories shall process
in accordance with the registered procedures.

d. Privacy Markings

Privacy markings are text handling instructions and warnings. They provide no
support for access control decisions.

e. Policy ldentifiers

(1) The set of the categories and classifications and their semantic interpretation is
defined in context of the policy identifier.

(2) Multiple security policies will exist and need to be supported. Equivalency
mapping will be identified through the cross certification processes.

410. Availability

Availability of the data in the Allied Directory System shall be ensured through robust
replication and disaster recovery practices.

411. Integrity

a. Data integrity provides proof of the integrity of the information, either in storage or
while in communications channels. The mechanism involves encipherment of a compressed
string of the relevant data to be stored or transferred. This will be a function of the digital
signature mechanisms using an asymmetric scheme.

b. In the event integrity is required on information stored in the directory, the
information shall be signed. The user who requires validation of the integrity of that information
shall validate the signature to ensure no unauthorized modifications have occurred. The
definition of an attribute type to hold a digital signature, along with associated control
information, which provides integrity of a whole entry or all values of selected attribute types is
found in clause 18.1.2 of ITU-T X.501 (1997) | ISO/IEC 9594-2: 1997.

c. The Allied Directory shall support integrity on a single attribute value. The definition
of the Attribute Value Integrity Information Context is found in Clause 18.1.3 of ITU-T X.501
(1997) | ISO/IEC 9594-2: 1997.
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d. The Allied Directory shall be capable of supporting signed operations on all operation
requests received, as well as generate signed responses to those arguments. This shall include
error responses. The integrity protection required shall be negotiated and agreed-upon when
establishing connectivity. For those combined task force environments that cannot support the
required protection, then the information may be returned unprotected. The decision to utilize
the information is up to the policies of the task force commander.

SECTION I

ACCOUNTABILITY/AUDITING

412. Data Protection

Any of the information that is stored within a Security Management Information Base
(SMIB) shall be protected against manipulation or destruction by unauthorized users or end
entities. Changing any of the thresholds associated with collection of audit information shall be
made available only to those authorized audit management entities. When information from one
domain is replicated into another domain, the agreement to shadow shall contain details on how
archive of and access to audit data will be supported.
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CHAPTER 5

DIRECTORY MANAGEMENT POLICIES AND PROCEDURES

501. Scope

a. The policies defined in this document for management are applicable to the directory
system component level of the Allied Directory System. Additional requirements such as help
desks and operations relating to the higher level system issues of the Allied Directory System
will be covered in related documents.

b. There are three operational areas of management to consider.

(1) Management of each nation's domain shall be done at the national level and is out
of the scope of this document.

(2) Management of a combined domain shall be done in accordance with this ACP
and under the control of the commander of the CTF.

(3) Management of the international domain, such as the management of Border
DSAs shall be performed as defined in this ACP and other Allied documents.

502. Mandated Functionality

For the purposes of insuring a base level of management functionality within the Allied
Directory System components, the following features and functions are mandated.

a. All DSAs and DUAs shall be capable of extending the schema to include new object
classes and attributes and, optionally, new syntaxes without recourse to software rework.

b. All DSAs shall be able to have ACI and other subentry information configurable.
c. All DSAs shall be able to have their replication agreements configurable.
d. All DSAs shall support logging facilities as defined in paragraph 504.

e. All DSAs shall support, as a minimum, the X.500 Directory Monitoring Management
Information Base (MIB) defined in RFC 1567, or equivalent.

f. All DSAs shall support the generation of events or alarms and log entries that reflect
error conditions such as resource problems, protocol failures, or system security violations.
Sample alarms include:

» security violations (unable to authenticate DUA-DSA or DSA-DSA)

e connection failure
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* resource limits encountered
*  process error

g. All DSAs shall provide a management console interface that will permit local and
remote management. Remote management facilities shall be applied with some authorization
and protection mechanism.

503. Desirable Additional Functionality

The following additional features and functions are desirable.

a. DUAs should be configurable by a system administrator to control the services that
are permitted to the DUA user. Note that the Allies intend to control the extent of DAP
operations by DUAs by configuring the DUA and by access control information in the DSA.

b. Management interfaces of Directory components should apply standard protocols
such as DAP, CMIP and/or SNMP.

c. Management logs and log controls should reflect the functionality defined in ITU-T
Rec. X.735 | ISO/IEC 10164-6.

d. Management facilities provided with directory components should relate to directory
domains, i.e., multi-DSA systems.

504. Event Logs

a. DSAs shall provide for the logging of all operations with various levels of detail. Log
control mechanisms shall provide configuration or functions for:

controlling the size of log

action taken when a file is full, e.g., overwrite the log or create a new file

deleting or archiving the log

controlling logging levels

starting and stopping logging
b. Log entries shall provide:

* eventtime

» eventtype

e operation type (e.g., List, Modify, Modify DN)
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originator’s DN
target object
outcome of request or response, i.e., success, failure, error, etc.

major parameters:

service controls

filter used

security parameters

entrylnformationSelection

c. DSAs shall support recording the following errors:

errors defined in clause 12 of X.511, such as, nameError, updateError,
attributeError, securityError, abandoned, abandonFailed

errors defined in clause 12 of X.525, such as, shadowError. Sample problems are
unsupportedStrategy and inactiveAgreement.

errors defined in clause 24 of X.501, such as, operationalBindingError. Sample
problems are invalidAgreement and notAllowedForRole.

errors defined in clauses 11 - 13 of X.518, such as, dsaReferral

505. Service Level Agreements

A SLA is the formal agreement to be used between Allies for the operation of an ACP
133-compliant directory. Such agreements shall be established on a bilateral basis between
Allies and shall address the quality, quantity, and, where appropriate, the cost of the directory
service to be established. An SLA shall include sufficient definitions and measures of
performance to cover the type of service, the quantity and quality of the service required, and any
time-scale targets. In principle, SLAs should be written to a common format and, to this end, a
suggested outline is given in Annex F.
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SECTION |
CONCEPTS
1. General

a. The ACP 133 schemais based to the extent possible on civilian standards, in
particular, ITU-T Rec. X.402 (1995), ITU-T Rec. X.509 (1993), ITU-T Rec. X.520 (1993), and
ITU-T Rec. X.521 (1993) plus the 1997 operational security and certificate extensionsto ITU-T
Rec. X.509, ITU-T Rec. X.520 and ITU-T Rec. X.521. Severa object classes have been
introduced that are included in the Certificate Extensions DAM 1 to ISO/IEC 9594 Parts 7 & 8
(i.e,, X.521 & X.509) that is being applied to the 1997 Directory Standards. In the Allied
Directory System, all of the object classes, attributes, matching rules, and name forms defined in
X.501, X.509, X.520, X.521, X.402, and the DAM shall be implemented.

b. This ACP defines a“common content” which is the schema that must be
implemented for the Allied Directory System. Each directory entry in the Allied Directory
System is defined by a structural object class and, potentially, a content rule. The content rule
includes the structural object class, alowed auxiliary object classes, and additional attributes.

c. Examplesof content rules are given in Section IV of this annex. Inclusion of
auxiliary object classes and additional attributes depends on the application, as specified in
Chapter 3. For example, an entry for an organizational unit which does secure ACP 123
messaging would include the mhs-user and securePkiUser auxiliary object classes. An
organizational unit which is used for DIT navigational purposes would not populate those
classes.

d. Each country may construct a content rule based on a structural object class and may
include additional auxiliary object classes and more attributes as long as at |east the Common
Content is supported.

e. Besides the Common Content, this annex also contains definitions of generally useful
object classes and attributes.

SECTION Il
COMMON STRUCTURAL OBJECT CLASSES AND NAME FORMS

2. Common Structural Object Classes

The Allied Common Content includes standard structural object classes and structural
object classes defined in this ACP. The Allied Directory System entries defined using these
structural object classes are described in Section IV of this annex.
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3. Directory Standard Structural Object Classes

a Base Object Classes

Although all of the directory standard structural object classes shall be supported for
the Allied Directory System, the Common Content uses only the following standard classes as
the structural object classes of Allied Directory Entries:

applicationEntity
applicationProcess
country

cRL DistributionPoint
device

dSA

groupOfNames
locality

organization
organizational Person
organizationalRole
organizationalUnit

b. Superclasses
Each of these standard classes is used in the Common Content as a superclass in the
definition of a standard structural object class, as described below, or of a structural object class
defined in this ACP:
aias
applicationEntity
mhs-message-transfer-agent

person

pkiUser
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strongA uthenticationUser
top

c. Other Standard Structural Object Classes

There are severa other standard structural object classes that are included in the
Common Content, but which are not used to meet Allied Directory requirements. These
structural object classes are:
groupOfUniqueNames
residential Person

d. Directory Standard Object Class Descriptions

The rest of this paragraph describes the directory standard structural object classes
that are used as base classes in directory entries in the Common Content. Descriptions are not
included for the object classes that are used solely as superclasses (e.g., person) in the Common
Content.

e. applicationEntity

The applicationEntity object classis used to define directory entries representing
application entities. An application entity consists of those aspects of an application process
pertinent to communications. If an application entity is represented as a Directory object distinct
from an application process, the commonName attribute is used to carry the value of the
application entity qualifier. Table B-1 shows the composition of the applicationEntity object
class. Thisobject classis the base class for Application Entity Ed. A and Certification Authority
Ed. B (see paragraph 12 g.) type directory entries and is the superclass of the base class for DSA
Ed. A, MHS Message Store Ed. A, MHS Message Transfer Agent Ed. A, MHS User Agent, and
MLA Ed. A type directory entries.

Table B-1
applicationEntity Object Class

Attribute
X.520: commonName
X.520: description
X.520: localityName
X.520: organizationalUnitName
X.520: organizationName
X.520: presentationAddress
X.520: seeAlso
X.520: supportedA pplicationContext

3

olo|3|lo|o|o|o]|3
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f. applicationProcess

The applicationProcess object class is used to define directory entries representing
application processes. An application process is an el ement within a computer system which
performs the information processing for a particular application. Table B-2 showsthe
composition of the applicationProcess object class. This object classis the base class for
Application Process type directory entries.

Table B-2
applicationProcess Object Class

Attribute m/o

X.520: commonName

X.520: description

X.520: localityName

X.520: organizationalUnitName
X.520: seeAlso

olo|o|o|3

g country

The country object classis used to define nation directory entries. Table B-3 shows
the composition of the country object class. This object classis the base class for Country type
directory entries.

Table B-3
country Object Class

Attribute m/o
X.520: countryName
X.520: description
X.520: searchGuide

olo|3

h. cRLDistributionPoint

The cRLDistributionPoint object class is used in defining directory entries for objects
which act as CRL Distribution Points as defined in ITU-T Rec. X.521 | ISO/IEC 9594-7. Table
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B-4 shows the composition of the cRLDistributionPoint object class. This object classisthe
base class for CRL Distribution Point type directory entries.

Table B-4
cRLDistributionPoint Object Class

Attribute m/o
X.509: authorityRevocationList
X.509: certificateRevocationList
X.520. commonName
X.509-1997: deltaRevocationList

o|3|o|o

i. device

The device object classis used to define entries representing devices. A deviceisa
physical unit which can communicate, such as a modem, disk drive, etc. Table B-5 showsthe
composition of the device object class. This object classis the base class for Device Ed. A type
directory entries.

Table B-5
device Object Class

Attribute m/o
X.520: commonName m
X.520: description 0
X.520: localityName o*
X.520: organizationalUnitName 0
X.520: organizationName 0
X.520: owner 0*
X.520: seeAlso 0
X.520: seriaNumber o*

* At least one of localityName, serial Number, owner, should be
included. The choice is dependent on device type.

j. dSA

The dSA object classis used to define directory entries representing application
entities that implement the X.500 DSA functionality. A DSA isasdefined in ITU-T Rec. X.501
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| ISO/IEC 9594-2. Table B-6 shows the composition of the dSA object class. This object class
is the base class for DSA Ed. A type directory entries.

Table B-6
dSA Object Class

Attribute

3

X.520:

commonName*

X.520:

description*

X.520:

knowledgel nformation

X.520:

localityName*

X.520:

organizational UnitName*

X.520:

organizationName*

X.520:

presentationAddress*

X.520:

seeAlso*

X.520:

supportedA pplicationContext*

olo|3|o|lo|o|o|o]|3

* from applicationEntity (superclass)

k. groupOfNames

The groupOfNames object class is used to define directory entries representing an
unordered set of names which represent individua objects or other groups of names. The
membership of agroup is static, i.e., it is explicitly modified by administrative action, rather than
dynamically determined each time the group is referred to. The membership of a group can be
reduced to a set of individua object's names by replacing each group with its membership. This
process would be carried out recursively until all constituent group names have been eliminated,
and only the names of individual objects remain. Table B-7 shows the composition of the
groupOfNames object class. This object class is the base class for Group of Names type

directory entries.
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Table B-7
groupOfNames Object Class

Attribute

X.520: businessCategory
X.520: commonName

X.520: description

X.520: member

X.520: organizationalUnitName
X.520: organizationName
X.520: owner

X.520: seeAlso

3

olo|lo|o|3|o|3]|o

I.  groupOfUnigueNames

The groupOfUniqueNames object class is not used for Allied Directory entries, but is
described in X.521.

m. locality

The locality object classis used to define directory entries that represent places.
Table B-8 shows the composition of the locality object class. This object class is the base class
for Locality type directory entries.

Table B-8
locality Object Class
Attribute m/o
X.520: description 0
X.520: localityName o*
X.520: searchGuide 0
X.520: seeAlso 0
X.520: stateOrProvinceName o*
X.520: streetAddress 0

* At least one of localityName or stateOrProvinceName must be
present.
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n. organization

The organization object class is used to define directory entries that represent
organizations. Table B-9 shows the composition of the organization object class. This object
classis the base class for Organization Ed. B and Certification Authority Ed. B (see paragraph 12
g in this annex.) type directory entries.

Table B-9
organization Object Class

Attribute
X.520: businessCategory
X.520: description
X.520: destinationlndicator
X.520: facsimileTelephoneNumber
X.520: internationall SDNNumber
X.520: localityName
X.520: organizationName
X.520: physicalDeliveryOfficeName
X.520: postalAddress
X.520: postalCode
X.520: postOfficeBox
X.520: preferredDeliveryMethod
X.520: registeredAddress
X.520: searchGuide
X.520: seeAlso
X.520: stateOrProvinceName
X.520: streetAddress
X.520: telephoneNumber
X.520: teletexTerminalldentifier
X.520: telexNumber
X.509: userPassword
X.520: x121Address

3

o|o|lo|o|o|o|o|o|o|o|o|o|o|o|o|3|o|o|o|o|o|o

0. organizationalPerson

The organizational Person object class is used to define directory entries representing
people employed by, or in some other important way associated with, an organization. Table
B-10 shows the composition of the organizational Person object class. This object classisthe
base class for Organizational Person Ed. B type directory entries.
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organizational Person Object Class

Attribute

3

X.520:

commonName*

X.520:

description*

X.520:

destinationl ndicator

X.520:

facsimileTelephoneNumber

X.520:

international | SODNNumber

X.520:

localityName

X.520:

organizationalUnitName

X.520:

physical DeliveryOfficeName

X.520:

postal Address

X.520:

postal Code

X.520:

postOfficeBox

X.520:

preferredDeliveryM ethod

X.520:

registeredAddress

X.520:

seeAlso*

X.520:

stateOrProvinceName

X.520:

streetAddress

X.520:

surname*

X.520:

tel ephoneNumber*

X.520:

teletexTerminal ldentifier

X.520:

telexNumber

X.520:

title

X.5009:

userPassword*

X.520:

x121Address

o|o|lo|o|o|o|3|o|o|lo|o|o|o|o|o|o|o|lo|o|o|o|o|3

* from person (superclass)

p. organizationalRole

The organizationalRole object classis used to define directory entries representing
positions or roles within an organization. An organizational role is normally considered to be
filled by a particular organizational person. Over its lifetime, however, an organizationa role
may be filled by a number of different organizational personsin succession. In genera, an
organizational role may be filled by a person or a non-human entity. Table B-11 showsthe
composition of the organizationalRole object class. This object class is the base class for
Organizational Role Ed. B, Release Authority Role Ed. B, and Certification Authority Ed. B (see
paragraph 12 g) type directory entries.
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organi zational Role Object Class

Attribute

3

X.520:

commonName

X.520:

description

X.520:

destinationl ndicator

X.520:

facsimileTelephoneNumber

X.520:

international | SODNNumber

X.520:

localityName

X.520:

organizationalUnitName

X.520:

physical DeliveryOfficeName

X.520:

postal Address

X.520:

postal Code

X.520:

postOfficeBox

X.520:

preferredDeliveryM ethod

X.520:

registeredAddress

X.520:

roleOccupant

X.520:

seeAlso

X.520:

stateOrProvinceName

X.520:

streetAddress

X.520:

telephoneNumber

X.520:

teletexTerminal ldentifier

X.520:

telexNumber

X.520:

x121Address

o|o|o|o|o|o|o|o|o|o|jo|o|o|o|o|o|ofo|o|o|3

g. organizationalUnit

The organizational Unit object class is used to define directory entries representing
subdivisions of organizations. Table B-12 shows the composition of the organizationalUnit
object class. Thisobject classis the base class for Organizational Unit Ed. B and Certification

Authority Ed. B (see paragraph 12 g.) type directory entries.
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Table B-12
organizational Unit Object Class

Attribute

X.520: businessCategory

X.520: description

X.520: destinationlndicator
X.520: facsimileTelephoneNumber
X.520: internationall SDNNumber
X.520: localityName

X.520: organizationalUnitName
X.520: physicalDeliveryOfficeName
X.520: postalAddress

X.520: postalCode

X.520: postOfficeBox

X.520: preferredDeliveryMethod
X.520: registeredAddress

X.520: searchGuide

X.520: seeAlso

X.520: stateOrProvinceName
X.520: streetAddress

X.520: telephoneNumber

X.520: teletexTerminalldentifier
X.520: telexNumber

X.509: userPassword

X.520: x121Address

3

o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|3|o|o|o|o|o|0O

r. residentialPerson

The residential Person object class is not used for Allied Directory entries, but is
described in X.521.

4. MHS Standard Structural Object Classes

All of the structural object classesin ITU-T Rec. X.402 | ISO/IEC 10021-2 are used in
the Common Content.

a.  mhs-distribution-list

The mhs-distribution-list object class is used to define a directory entry that
represents a distribution list (DL), that is, an address list that is expanded by the MTS. The
attributes in the entry identify the distribution list name, submit permissions, and OR-addresses
and, to the extent that the relevant attributes are present, describe the DL, identify its
organization, organizational units, and owner; cite related objects; identify its maximum content
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length, deliverable content types, and acceptable, exclusively acceptable, and unacceptable
encoded information types (EITs); and identify its expansion policy, subscription addresses,
archive addresses, related lists and members. Table B-13 shows the composition of the mhs-
distribution-list object class. This object class is the base class for MHS Distribution List type
directory entries.

Table B-13
mhs-distribution-list Object Class

Attribute
X.520: commonName
X.520: description
X.402: mhs-acceptable-eits
X.402: mhs-deliverable-content-types
X.402: mhs-dl-archive-service
X.402: mhs-dl-members
X.402: mhs-dl-policy
X.402: mhs-dl-related-lists
X.402: mhs-dl-submit-permissions
X.402: mhs-dI-subscription-service
X.402: mhs-exclusively-acceptable-eits
X.402: mhs-maximum-content-length
X.402: mhs-or-addresses
X.402: mhs-unacceptable-eits
X.520: organizationalUnitName
X.520: organizationName
X.520: owner
X.520: seeAlso

3

olo|lo|lo|lo|3|o|o|o|3|o|lo|o|o|o|o|o |3

b. mhs-message-store

The mhs-message-store object class is used to define directory entries that represent
application entities that implement the MHS M S functionality. The attributes in an entry, to the
extent that they are present, describe the M S, identify its owner, and enumerate the attributes,
automatic actions, matching rules, content types, and network protocols the MS supports. Table
B- 14 shows the composition of the mhs-message-store object class. This object classis the base
classfor MHS Message Store Ed. A type directory entries.
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mhs-message-store Object Class

Attribute

3

X.520: commonName*

X.520: description*

X.520: localityName*

X.402: mhs-supported-attributes

X.402: mhs-supported-automatic-actions

X.402: mhs-supported-content-types

X.402: mhs-supported-matching-rules

X.520: organizational UnitName*

X.520: organizationName*

X.520: owner

X.520: presentationAddress*

X.520: protocollnformation

X.520: seeAlso*

X.520: supportedApplicationContext*

o|lo|o|3|o|lo|o|o|o|o|o|o|o|3

* from applicationEntity (superclass)

c. mhs-message-transfer-agent

B-13

The mhs-message-transfer-agent object class is used to define directory entries that
represent application entities that implement the MHS MTA functionality. The attributesin an
entry, to the extent that they are present, describe the MTA and identify its owner, the maximum
content length it can handle, and its supported network protocols. Table B-15 shows the
composition of the mhs-message-transfer-agent object class. This object classis the base class
for MHS Message Transfer Agent Ed. A type directory entries and is the superclass of the base
class for Messaging Gateway Ed. A type directory entries.
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mhs-message-transfer-agent Object Class

Attribute

3

X.520: commonName*

X.520: description*

X.520: localityName*

X.402: mhs-maximumcontent-length

X.520: organizational UnitName*

X.520: organizationName*

X.520: owner

X.520: presentationAddress*

X.520: protocollnformation

X.520:; seeAlso*

X.520: supportedApplicationContext*

ololo|3|o|lo|o|o|o|o|3

* from applicationEntity (superclass)

d. mhs-user-agent

The mhs-user-agent object classis used to define directory entries that represent

B-14

application entities that implement the MHS UA functionality. The attributes in an entry, to the
extent that they are present, identify the UA's owner; the maximum content length, content
types, and EITs it can handle; its deliverable classes; its OR-address, and its supported network
protocols. Table B-16 shows the composition of the mhs-user-agent object class. This object
classisthe base class for MHS User Agent type directory entries.
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Table B-16
mhs-user-agent Object Class

Attribute

3

X.520:

commonName*

X.520:

description*

X.520:

localityName*

X.402:

mhs-acceptable-eits

X.402:

mhs-deliverable-classes

X.402:

mhs-deliverable-content-types

X.402:

mhs-exclusively-acceptable-eits

X.402:

mhs-maxi mum-content-length

X.402:

mhs-or-addresses

X.402:

mhs-unacceptable-eits

X.520:

organizational UnitName*

X.520:

organi zationName*

X.520:

owner

X.520:

presentationAddress*

X.520:

protocol I nformation

X.520:

seeA|so*

X.520:

supportedA pplicationContext*

o|o|o|3|o|o|o|o|o|o|o|o|o|o|o|o|3

* from applicationEntity (superclass)

5. ACP 133 Structural Object Classes

a Base Object Classes

The structural object classes of Allied Directory Entries, specified in this annex, for

Common Content are:

aCPNetworkEdB

aCPNetworklnstructionsEdB

addressList

adiasCommonName

aliasOrganizationa Unit

altSpellingACP127

cadACP127
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distributionCodeDescription
dSSCSPLA
messagingGateway

mLA

mLAgent

network
networklnstructions
orgACP127
plaCollectiveACP127

rel easeA uthorityPerson
releaseA uthorityPersonA
routingl ndicator
sigintPLA

SIPLA

SpotPLA
taskForceACP127
tenantACP127

Superclasses
Each of these auxiliary object classes, specified in this ACP (see paragraph 7), is used

in the Common Content as a superclass in the definition of a structural object class defined in

this ACP;

plaACP127
plaData
secure-user

securePkiUser
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c. aCPNetworkEdB

The aCPNetworkEdB structural object classis used to define directory entries
representing interconnected communications networks. This object class replaces the network
object class. Table B-17 shows the composition of the aCPNetworkEdB object class. Thisisthe
base class for Network EdB type directory entries. A Network EdB entry can have subordinate
entries that define the access and instructions for reaching other networks.

Table B-17
aCPNetworkEdB Object Class

Attribute m/o

X.520: commonName

X.520: description

ACP 133: aCPNetworkSchemaEdB
ACP 133: operationName

X.520: seeAlso

olo|lo|o|3

d. aCPNetworklnstructionsEdB

The aCPNetworkInstructionsEdB structural object classis used to define a directory
entry that provides the description of how to reach the subject network from another network.
Table B-18 shows the composition of the aCPNetworklnstructionsEdB object class. This object
classis the base class for Network Instructions EdB type directory entries.

Table B-18
aCPNetworklnstructionsEdB Object Class

Attribute m/o
ACP 133: accessCodes
ACP 133: aCPNetwA ccessSchemaEdB
X.520: commonName*
X.520: description*
ACP 133: networkDN

olo|3|o|o

e addressList

The addressList object class is used to define directory entries that represent address
lists, in particular, the members of the list. The sender of a message uses the address list name to
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send to all of the membersin the list. The replacement of the address list name by the members
of the list is performed by the sending UA or an MLA, instead of the MTS. Table B-19 shows
the composition of the addressList object class. This object classis the base class for Address
List Ed. A type directory entries.

Table B-19
addressList Object Class

Attribute
X.520: businessCategory
X.520: commonName
ACP 133: copyMember
X.520: description
X.520: member
X.402: mhs-dl-archive-service
X.402: mhs-dl-policy
X.402: mhs-dl-related-lists
X.402: mhs-dl-submit-permissions
X.402: mhs-dl-subscription-service
ACP 133: al ExemptedAddressProcessor
ACP 133: dlid
ACP 133: al ReceiptPolicy
ACP 133. aL Type
X.520: organizationalUnitName
X.520: organizationName
X.520: owner
ACP 133: remarks
X.520: seeAlso

3

o|o|o|o|o|o|o|o|o|lo|3|o|o|o|o|o|o|3|0

f. aiasCommonName

The aliasCommonName object classis used for an alias entry named by
commonName. This permits, for example, an additional name to be given to a person, role, or
address list. Table B-20 shows the composition of the aliasCommonName object class. This
object classisthe base class for Address List Alias, Organizational Person Alias, and
Organizational Role Alias type directory entries.
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Table B-20
aliasCommonName Object Class

Attribute m/o

X.501: aiasedEntryName*
X.520: commonName

3|3

* from alias (superclass)

g. aiasOrganizationalUnit

The aliasOrganizational Unit object class is used for an alias entry named by
organizationalUnit. This permits an additional name to be given to a suborganization. Table
B-21 shows the composition of the aliasOrganizationalUnit object class. This object classisthe
base class for Messaging Organizational Unit Alias and Organizational Unit Alias type directory

entries.

Table B-21
aliasOrganizational Unit Object Class

Attribute m/o

X.501: aiasedEntryName*
X.520: organizationalUnitName

3|3

* from alias (superclass)

h. atSpellingACP127

The altSpellingACP127 object class is used to represent an alternative spelling for a
PLA and always contains a reference to the PLA for which it provides an alternate spelling. This
object classis a subclass of the plaACP127 auxiliary object class, defined in this ACP. Table
B-22 shows the composition of the altSpellingA CP127 object class. This object classis the base
class for Alternate Spelling PLA type directory entries.
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Table B-22
altSpellingACP127 Object Class

Attribute

ACP 133: community*

ACP 133: effectiveDate*

ACP 133: expirationDate*

ACP 133: nationality*

ACP 133: plaNameACP127*

ACP 133: plaReplace

ACP 133: primarySpellingACP127
ACP 133: publish*

ACP 133: remarks*

ACP 133: serviceOrAgency*

3

olo|o[3[3(3|o|o|o]|o

* from plaACP127 (superclass); see paragraph 7 in this annex

i. cadACP127

The cadACP127 (Collective Address Designator) object classis used to represent an
ACP 127/JANAP 128 distribution list. It is asubclass of the plaACP127 auxiliary object class,
defined in this ACP. Table B-23 shows the composition of the cadACP127 object class. This
object classisthe base class for CAD PLA type directory entries.

Table B-23
cadACP127 Object Class

Attribute

ACP 133: associatedAL
ACP 133: cognizantAuthority
ACP 133: community*

ACP 133: effectiveDate*
ACP 133: entryClassification
ACP 133: expirationDate*
ACP 133: nationality*

ACP 133: plaNameACP127*
ACP 133: publish*

ACP 133: recapDueDate
ACP 133: remarks*

ACP 133: rlinfo

ACP 133: serviceOrAgency*

3

ololo|o|o|3|o|lo|o|olo|3]|o

* from plaACP127 (superclass); see paragraph 7 in this annex

B-20



ANNEX B to ACP 133 Edition B

j. distributionCodeDescription

The distributionCodeDescription object class is used to define a directory entry that
represents a registered Distribution Code in the directory and describes its meaning. See ACP
123 for specification of distribution codes. The distribution code is held in the commonName
attribute. Table B-24 shows the composition of the distributionCodeDescription object class.
This object classis the base class for Distribution Code Description type directory entries.

Table B-24
distributionCodeDescription Object Class
Attribute m/o

X.520: commonName
X.520: description

o3

k. dSSCSPLA

The dSSCSPLA object classis used to represent an Intelligence Community (1C)
Plain Language Address (PLA) organization that, in the directory, is named using the
plaNameACP127 attribute. B-25 shows the composition of the dSSCSPLA object class. This
object classisthe base class for DSSCS PLA type directory entries.
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Attribute

3

ACP 133:

adminConversion

ACP 133:

associatedOrgani zation

ACP 133:

community*

ACP 133:

effectiveDate*

ACP 133:

expirationDate*

X.520: localityName

ACP 133:

nationality*

ACP 133

plaNameACP127*

ACP 133

publish*

ACP 133:

remarks*

ACP 133

rl

ACP 133:

serviceOrAgency*

ACP 133

sigad

ACP 133:

usdConversion

o|lo|o|3|o|lo|3|o|lo|o|o|o|o|o

* from plaACP127 (superclass); see paragraph 7 in this annex

|.  messagingGateway

The messagingGateway object class is used to store information about an application
entity which serves as an application layer gateway between two mail systems. When a gateway
performs trandlation services, a messagingGateway object provides a mechanism to address these
trandation services directly. Table B-26 shows the composition of the messagingGateway object
class. Thisobject classis the base class for Messaging Gateway Ed. A type directory entries.
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messagingGateway Object Class

Attribute

3

ACP 133; administrator

ACP 133: aigsExpanded

X.520: commonName*

X.520: description*

ACP 133: gatewayType

ACP 133: ghpType

RFC 1274: host

X.520: localityName*

ACP 133: mailDomains

X.402: mhs-acceptable-eits

X.402: mhs-deliverable-content-types

X.402: mhs-exclusively-acceptable-eits

X.402: mhs-maximum-content-length*

X.402: mhs-message-store-dn

X.402: mhs-or-addresses

X.402: mhs-or-addresses-with-capabilities

X.402: mhs-unacceptable-eits

ACP 133: onSupported

X.520: organizational UnitName*

X.520: organizationName*

X.520: owner*

ACP 133: plaNameACP127

X.520: presentationAddress*

X.520: protocollnformation*

ACP 133: rlinfo

X.520: seeAlso*

X.520: supportedA pplicationContext*

o|o|o|o|3|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|ofo|3|o|o

* from mhs-message-transfer-agent (superclass)

m. mLA

B-23

(1) The mLA object classis used to represent an application entity that performs the
functions of aMLA. Thisobject classis a subclass of applicationEntity and
strongAuthenticationUser. Table B-27 shows the composition of the mLA object class.

(2) Note that this object class may be removed from the Common Content in a later
edition of this ACP, when the CMI requirements have been more fully established.
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Table B-27
mLA Object Class

Attribute

X.520: commonName*

X.520: description*

X.520: localityName*

X.520: organizational UnitName*
X.520: organizationName*

X.520: presentationAddress*

X.520: seeAlso*

X.509: supportedAlgorithms

X.520: supportedApplicationContext*
X.509: userCertificate* *

3

S|lo|lo|o|3|o|o|o|o]|3

* from applicationEntity (superclass)
** from strongAuthenticationUser (superclass)

n. mLAgent

The mLAgent object classis used to represent an application entity that performs the
functions of aMLA. This object classis a subclass of applicationEntity and pkiUser. Table
B-28 shows the composition of the mLAgent object class. This object classis the base class for
MLA Ed. A type directory entries.

Table B-28
mLAgent Object Class

3

Attribute
X.520: commonName*
X.520: description*
X.520: localityName*
X.520: organizational UnitName*
X.520: organizationName*
X.520: presentationAddress*
X.520: seeAlso*
X.509: supportedAlgorithms
X.520: supportedA pplicationContext*
X.509: userCertificate**

ololo|lo|3|o|o|o|o |3

* from applicationEntity (superclass)

** from pkiUser (superclass)
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0. network

The network structural object class is used to define directory entries representing
interconnected communications networks. A Network entry can have subordinate entries that
define the access and instructions for reaching other networks. Table B-29 shows the
composition of the network object class. This object classis the base class for Network type
directory entries. Note that Edition B of this ACP replaces the network object class (which may
be removed from this ACP in future editions) with the aCPNetworkEdB object class.

Table B-29
network Object Class

Attribute m/o
X.520: commonName
X.520: description
ACP 133: networkSchema
ACP 133: operationName
X.520: seeAlso

ololo|o|3

p. networkInstructions

The networklInstructions structural object class is used to define a directory entry that
provides the description of how to reach the subject network from another network. Table B-30
shows the composition of the networklnstructions object class. This object classis the base class
for Network Instructions type directory entries. Note that Edition B of this ACP replaces the
networkInstructions object class (which may be removed from this ACP in future editions) with
the aCPNetworkInstructionsedB object class.

Table B-30
networklnstructions Object Class

Attribute m/o
ACP 133: accessCodes
ACP 133: accessSchema
X.520: commonName
X.520: description
ACP 133: networkDN

olo|3|o|o
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g. orgACP127

The orgACP127 object classis used to define the entry for asingle ACP 127/JANAP
128 messaging user. This object class is a subclass of the plaA CP127 auxiliary object class,
defined in this ACP. Table B-31 shows the composition of the orgACP127 object class. This
object class is the base class for Organizational PLA type directory entries.

Table B-31
orgACP127 Object Class

Attribute

ACP 133: accountingCode
ACP 133: associatedOrganization
ACP 133: community*
X.520: countryName

ACP 133: duaRoute

ACP 133: effectiveDate*
ACP 133: entryClassification
ACP 133: expirationDate*
X.520: localityName

ACP 133: longTitle

ACP 133: minimize

ACP 133: minimizeOverride
ACP 133: nameClassification
ACP 133: nationality*

ACP 133: plaNameACP127*
ACP 133: publish*

ACP 133: remarks*

ACP 133: 1l

ACP 133: rlinfo

ACP 133: section

ACP 133: serviceOrAgency*
X.520: stateOrProvinceName
ACP 133: tARE

3

o|o|lo|ofo|o|o|lo|3|o|o|o|o|o|o|o|o|o|o|o|o|o|O

* from plaACP127 (superclass); see paragraph 7 in this annex

r. plaCollectiveACP127

The plaCollectiveACP127 object class is used to define the entry for an ACP
127/JANAP 128 Address Indicator Group (AlG) distribution list or Type distribution list. This
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object classis a subclass of the plaACP127 auxiliary object class, defined in this ACP. Table
B-32 shows the composition of the plaCollectiveACP127 object class. This object class is the
base class for PLA Collective type directory entries.

Table B-32
plaCollectiveACP127 Object Class

Attribute

ACP 133: actionAddressees
ACP 133: allowableOriginators
ACP 133: associatedAL
ACP 133: cognizantAuthority
ACP 133: community*
X.520: description

ACP 133: effectiveDate*
ACP 133: entryClassification
ACP 133: expirationDate*
ACP 133: infoAddressees
ACP 133: lastRecapDate
ACP 133: nationality*

ACP 133. plaNameACP127*
ACP 133: publish*

ACP 133: recapDueDate
ACP 133: remarks*

ACP 133: serviceOrAgency*

3

o|o|lo|o|(3|o|lo|o|o|o|o|o|o|3|o|o|o

* from plaACP127 (superclass); see paragraph 7 in this annex

s. releaseAuthorityPerson

(1) The releaseAuthorityPerson object class is used to define the entry for arole of
release authority who releases organizational messages on behalf of an organization. Whereas
organizations originate their organizational messages, it is the job of the release authority to sign
the messages. Release authorities do not send individual messages and do not receive messages.
Entries for release authorities are subordinate to the entry for the organizational Unit (that is a
messaging user) in the DIT. Table B-33 shows the composition of the releaseAuthorityPerson
object class.

(2) Note that this object class may be removed from the Common Content in a later
edition of this ACP, when the CMI requirements have been more fully established.
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Table B-33
releaseA uthorityPerson Object Class
Attribute m/o
X.509: attributeCertificate* 0
ACP 133: releaseAuthorityName m
X.509: supportedAlgorithms* 0
X.509: userCertificate* m

* from secure-user (superclass); see paragraph 7 in this annex

t. releaseAuthorityPersonA

The releaseAuthorityPersonA object classis used to define the entry for arole of
release authority who releases organizational messages on behalf of an organization. Whereas
organizations originate their organizational messages, it is the job of the release authority to sign
the messages. Release authorities do not send individual messages and do not receive messages.
Entries for release authorities are subordinate to the entry for the organizationalUnit (that is a
messaging user) in the DIT. Table B-34 shows the composition of the releaseAuthorityPersonA
object class. This object class is the base class for Release Authority Person Ed. A type directory
entries.

Table B-34
releaseA uthorityPersonA Object Class

Attribute m/o
X.509: attributeCertificate*
ACP 133: releaseAuthorityName
X.509: supportedAlgorithms*
X.509: userCertificate*

olo|3|o

* from securePkiUser (superclass); see paragraph 7 in this annex.

u. routinglndicator

The routinglndicator object classis used to define an entry for a Rl and is a subclass
of the plaData auxiliary object class, defined in this ACP. Table B-35 shows the composition of
the routinglndicator object class. This object classis the base class for Routing Indicator Ed. B
type directory entries.
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Table B-35
routingl ndicator Object Class

Attribute

ACP 133: community*
X.520: description*

ACP 133: effectiveDate*
ACP 133: expirationDate*
ACP 133: Imf

X.402: mhs-maximumcontent-length
ACP 133: nationality
ACP 133: publish

ACP 133: 1l

ACP 133: riClassification
ACP 133: sHD

ACP 133: tCC

ACP 133: transferStation
ACP 133. tRC

3

o|o|o|o|o|3|o|o|o|o|jo|o|o|0O

* from plaData (superclass); see paragraph 7 in this annex

V. SigintPLA

The sigintPLA object classis used to represent sensitive Signal Intelligence PLAS.
This object classis a subclass of the plaData auxiliary object class, defined in thisACP. Table
B-36 shows the composition of the sigintPLA object class. This object class is the base class for
Signal Intelligence PLA type directory entries.
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Table B-36
sigintPLA Object Class

Attribute
ACP 133: community*
X.520: description*
ACP 133: effectiveDate*
ACP 133: expirationDate*
X.520: localityName
ACP 133 nationality
ACP 133: publish
ACP 133: remarks
ACP 133: 1l
ACP 133: shortTitle
ACP 133: sigad

* from plaData (superclass); see paragraph 7 in this annex

3

3|o|lo|o|lo|o|o|o|o|o|o

w. sIPLA

The sIPLA object classis used to define the entry for a single Special Intelligence
(SI) messaging user. Thisobject class is a subclass of the plaData auxiliary object class, defined
in this ACP. Table B-37 shows the composition of the sIPLA object class. Thisobject classis
the base class for Special Intelligence PLA type directory entries.

Table B-37
SIPLA Object Class

Attribute
ACP 133: community*
X.520: description*
ACP 133: effectiveDate*
ACP 133: expirationDate*
X.520: localityName
ACP 133: longTitle
ACP 133 nationality
ACP 133: publish
ACP 133: remarks
ACP 133: 1l
ACP 133: shortTitle
ACP 133: sigad

* from plaData (superclass); see paragraph 7 in this annex

3

o|o|lo|o|o|o|3|o|o|ofo|o
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X. SpotPLA

The spotPLA object classis used to define an entry for a specia products distribution
list. Thisobject classisasubclass of the plaData auxiliary object class, defined in this ACP.
Table B-38 shows the composition of the spotPLA object class. This object classis the base
class for SPOT PLA type directory entries.

Table B-38
spotPLA Object Class

3

Attribute
ACP 133: actionAddressees
ACP 133: additional Addressees
ACP 133: additional SecondParty Addressees
ACP 133: community*
X.520: description*
ACP 133: effectiveDate*
ACP 133: expirationDate*
X.402: mhs-dl-submit-permissions
ACP 133: remarks
ACP 133: secondPartyAddressees
ACP 133: spot

3|o|o|o|lo|o|o|o|o|o|o

* from plaData (superclass); see paragraph 7 in this annex

y. taskForceACP127

The taskForceACP127 object classis used to define a directory entry for an ACP
127/JANAP 128 task force distribution list. This object class is a subclass of the plaACP127
auxiliary object class, defined in this ACP. Table B-39 shows the composition of the
taskForceACP127 object class. This object classis the base class for Task Force PLA type
directory entries.
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Table B-39
taskForceACP127 Object Class

Attribute

ACP 133: associatedAL
ACP 133: cognizantAuthority
ACP 133: community*

ACP 133: effectiveDate*
ACP 133: entryClassification
ACP 133: expirationDate*
ACP 133: lastRecapDate
ACP 133: nationality*

ACP 133: plaAddressees
ACP 133: plaNameACP127*
ACP 133: publish*

ACP 133: recapDueDate
ACP 133: remarks*

ACP 133 serviceOrAgency*

3

olo|3|o|3|o|o|3|o|o|o|o|3]|o

* from plaACP127 (superclass); see paragraph 7 in this annex

z. tenantACP127

The tenantACP127 object classis used to define a directory entry that represents a
tenant PLA. This object classis a subclass of the plaACP127 auxiliary object class, defined in
this ACP, and contains the reference to the host PLA for this tenant. Table B-40 shows the
composition of the tenantACP127 object class. This object classis the base class for Tenant
PLA type directory entries.
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tenantACP127 Object Class

Attribute

3

ACP 133:

community*

ACP 133:

effectiveDate*

ACP 133

entryClassification

ACP 133:

expirationDate*

ACP 133

hostOrgACP127

ACP 133

nationality*

ACP 133

plaNameACP127*

ACP 133:

publish*

ACP 133:

remarks*

ACP 133:

serviceOrAgency*

ACP133:

tARE

ololo|o|3|o|3|olo|o|o

* from plaACP127 (superclass); see paragraph 7 in this annex

6. Name Forms and DIT Structural Rules

a. The RDN of each Allied Directory entry is the distinguished value of the naming
attribute(s) specified by the Name Form for the structural object class on which the directory
entry is based. Although all of the directory standard name forms shall be supported for the
Allied Directory System, the standard name forms used in ACP 133 entries are shown in Table
B-41. Assummarized in Table B-41, the Allied Directory System employs directory standard

name forms as well as name forms specified in this annex.

b. Each nation will construct its own structure rules.

Table B-41
Name Forms

Structural Object Class Naming Attribute Name Form
aCPNetworkEdB commonName aCPNetworkEdBNameForm
aCPNetworklInstructionsEdB | commonName aCPNetworklInstrEdBNameForm
addressList commonName addressListNameForm
aliasCommonName commonName aliasCNNameForm
aliasOrganizational Unit organi zational UnitName aliasOUNameForm
atSpellingACP127 plaNameACP127 alternateSpellingPL ANameForm
applicationEntity commonName and, aENameForm

optionally, dnQualifier
applicationProcess commonName appl ProcessNameForm (X.521)
cadACP127 plaNameACP127 cadPL ANameForm
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Structural Object Class

Naming Attribute

Name Form

country countryName countryNameForm (X.521)
cRL DistributionPoint commonName cRLDistPtNameForm (X.521)
device commonName deviceNameForm (X.521)
distributionCodeDescription | commonName distributionCodeDescriptionNameF
orm
dSA commonName dSANameForm (X.521)
dSSCSPLA plaNameACP127 dSSCSPL ANameForm
groupOfNames commonName gONNameForm (X.521)
locality localityName or locNameForm (X.521) or
stateOrProvinceName sOPNameForm (X.521)
messagingGateway commonName messagingGatewayNameForm
mhs-distributionlist commonName mhs-dL NameForm
mhs-message-store commonName mSNameForm
mhs-message-transfer-agent | commonName mTANameForm
mhs-user-agent commonName mUANameForm
mLA commonName mLANameForm
mLAgent commonName mL AgentNameForm
network commonName networkNameForm
networklnstructions commonName networkl nstructionsNameForm
organization organizationName and, organizationNameForm

optionaly, dnQualifier

organizational Person

commonName and,
optionally, dnQualifier or
organizationalUnitName

qualifiedOrgPersonNameForm

orgACP127 plaNameACP127 organizational PLANameForm
organizationalRole commonName and, orgRNameForm

optionally, dnQualifier
organizationalUnit organizational UnitName orgUNameForm

and, optionally,

dnQualifier
plaCollectiveACP127 plaNameACP127 plaCollectiveNameForm
rel easeA uthorityPerson releaseAuthorityName rel easeA uthorityPersonNameForm
rel easeA uthority PersonA releaseA uthorityName rel easeA uthority PersonANameForm
routingl ndicator rl routingl ndicatorNameForm
sigintPLA sigad sigintPL ANameForm
SIPLA longTitle sIPLANameForm
SpotPLA spot spotPL ANameForm
taskForceACP127 plaNameACP127 taskForcePL ANameForm
tenantACP127 plaNameACP127 tenantPL ANameForm
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SECTION 11

COMMON AUXILIARY OBJECT CLASSES AND ATTRIBUTES

7. Common Auxiliary Object Classes

The Allied Directory System Common Content includes auxiliary object classes defined
in the directory and MHS standards and in this ACP. The Common Content uses the
certificationAuthority-V 2 and pkiCA auxiliary object classes, specified in X.521 and X.509 and
DAM 1 for the 1997 versions, as auxiliary object classes of Allied Directory Entries. The
auxiliary object of mhs-user defined in X.402 is aso used in the Common Content.

a.  Superclasses

Each of these standard classes is used in the Common Content as a superclass in the
definition of a standard auxiliary object class, as described below, or of an auxiliary object class
defined in this ACP:

certificationAuthority (Note that this object class may be removed from the

Common Content in alater edition of this ACP, when the CMI requirements have
been more fully established.)

pkiUser

strongAuthenticationUser (Note that this object class may be removed from the

Common Content in alater edition of this ACP, when the CMI requirements have
been more fully established.)

b. Other Standard Auxiliary Object Classes

The standard auxiliary object classes that are included in the Common Content, but
are not used in meeting Allied Directory requirements are:

deltaCRL
userSecuritylnformation

c. ACP 133-specific Auxiliary Object Classes

The auxiliary object classes for Common Content, specified in this annex, are:
distributionCodesHandled
otherContactlnformation
plaACP127

plaData
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plaUser
secure-user
securePkiUser
ukms

d. certificationAuthority-V2

(1) The certificationAuthority-V 2 object class is used in defining directory entries for
objects which act as CAs, as defined in ITU-T Rec. X.521 | ISO/IEC 9594-7. Table B-42 shows
the composition of the certificationAuthority-V 2 object class.

(2) Note that this object class may be removed from the Common Content in a later
edition of this ACP, when the CMI requirements have been more fully established.

Table B-42
certificationAuthority-V2 Object Class

Attribute m/o
X.509: authorityRevocationList*
X.509: cAcCertificate*
X.509: certificateRevocationList*
X.509: crossCertificatePair*
X.509: deltaRevocationList

o|o|3(3|3

* from certificationAuthority (superclass)

e. deltaCRL

The deltaCRL object classis not used for Allied Directory entries, but is described in
X.521 (1997) DAM 1.

f. distributionCodesHandled

The distributionCodesHandled object class provides for identifying the distribution
codes (e.g., Subject Indicator Codes (SIC) as defined in NATO Subject Indicator System -
publication 3 (NASIS APP-3) and supplements) which are handled, either for action or
information, by the object (e.g., organizational role, organizational person, or organizational
unit) represented by the directory entry in which this auxiliary isincluded. Table B-43 shows the
composition of the distributionCodesHandled object class.
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Table B-43
distributionCodesHandled Object Class
Attribute m/o
ACP 133: distributionCodeAction 0]
ACP 133: distributionCodelnfo 0]

g mhs-user

(1) The mhs-user object class is used in defining directory entries representing MHS
users. The attributes in an entry identify the MHS user's OR-address and, to the extent that the
relevant attributes are present, identify the maximum content length, content types, and EITs that
can be handled by the user; its MS; and its preferred delivery methods. Table B-44 shows the
composition of the mhs-user object class.

Table B-44
mhs-user Object Class

3

Attribute
X.402: mhs-acceptable-eits
X.402: mhs-deliverable-content-types
X.402: mhs-exclusively-acceptable-eits
X.402: mhs-maximum-content-length
X.402: mhs-message-store-dn
X.402: mhs-or-addresses
X.402: mhs-or-addresses-with-capabilities
X.402: mhs-unacceptable-eits

o|o|3|o|o|o|o|o

(2) If the MHS user has multiple OR-addresses, which have differing deliverability
capabilities, then the attributes mhs-deliverabl e-content-types, mhs-deliverable-eits, and mhs-
undeliverable-eits should represent the union of these deliverability capabilities; the attribute
mhs-maximum-content-length should contain the largest of the values of this attribute. The
capability available at each OR-address can then be determined, when required, from the
attribute mhs-or-addresses-with-capabilities.

h. otherContactl nformation

The otherContactlnformation object class provides for additional telephone, location,
and mailbox information in directory entries. Table B-45 shows the composition of the
otherContactlnformation object class.
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Table B-45
otherContactInformation Object Class

3

Attribute
ACP 133. aCPMobileTelephoneNumber
ACP 133: aCPPagerTelephoneNumber
ACP 133. aCPPreferredDelivery
ACP 133: mallDomains
ACP 133: militaryFacsimileNumber
ACP 133: militaryTelephoneNumber
ACP 133: proprietaryMailboxes
RFC 1274: roomNumber
ACP 133: secureFacsimileNumber
ACP 133: secureTelephoneNumber

OoO|O0OlO0O|O|O|O|O|O|O|O

i. pkiCA
The pkiCA object class, defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 DAM 1, isused in
defining directory entries for Certification Authorities. Table B-46 shows the composition of the
pkiCA object class.

Table B-46
pkiCA Object Class

Attribute m/o
X.509: authorityRevocationList
X.509: cACertificate
X.509: certificateRevocationList
X.509: crossCertificatePair

O |O|O |0

j. pkiUser

The pkiUser object classis used in defining directory entries for objects that include
user certificates, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 DAM 1. Table B-47 shows
the composition of the pkiUser object class.
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Table B-47
pkiUser Object Class
Attribute m/o
X.509: userCertificate 0]

k. plaACP127

The plaACP127 object class provides for the general PLA attributes common to
general service (GENSER) PLA entries, all of which inherit this class. Table B-48 shows the
composition of the plaACP127 object class. This object class is the superclass of the base class
for Alternate Spelling PLA, CAD PLA, DSSCS PLA, Organizational PLA, PLA Collective,
Task Force PLA, and Tenant PLA type directory entries.

Table B-48
plaACP127 Object Class

Attribute
ACP 133. community
ACP 133: effectiveDate
ACP 133: expirationDate
ACP 133: nationality
ACP 133: plaNameACP127
ACP 133: publish
ACP 133: remarks
ACP 133: serviceOrAgency

3

o|o|o|3|o|ofo|o

. plaData

The plaData object class contains attributes common to SI PLAs. Table B-49 shows
the composition of the plaData object class. This object classis the superclass of the base class
for Routing Indicator, Signal Intelligence PLA, Specia Intelligence PLA, and SPOT PLA type
directory entries.
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Table B-49
plaData Object Class

Attribute m/o
ACP 133. community
X.520: description
ACP 133: effectiveDate
ACP 133: expirationDate

o|Oo|O|O

m. plaUser

The plaUser object class contains the name of a PLA’s directory entry and,
optionally, RI for addressing that PLA. Table B-50 shows the composition of the plaUser object
class.

Table B-50
plaUser Object Class

Attribute m/o

ACP 133: plaNameACP127
ACP 133: rlinfo

o3

n.  secure-user

(1) The secure-user object class is used in defining directory entries that include
credentials for ACP 123 users. It isasubclass of the strongA uthenticationUser object class,
defined in X.521, which provides for a user certificate. Table B-51 shows the composition of the
secure-user object class.

(2) Note that this object class may be removed from the Common Content in a later
edition of this ACP, when the CMI requirements have been more fully established.
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Table B-51
secure-user Object Class

Attribute m/o

X.509: attributeCertificate
X.509: supportedAlgorithms
X.509: userCertificate*

3|lo|o

* from strongA uthenticationUser (superclass)

0. securePkiUser

The securePkiUser object class is used in defining directory entries that include
credentials for ACP 123 users. It isasubclass of the pkiUser object class, defined in X.509
DAM 1, which provides for a user certificate. Table B-52 shows the composition of the
securePkiUser object class.

Table B-52
securePkiUser Object Class
Attribute m/o
X.509: attributeCertificate 0
X.509: supportedAlgorithms 0
X.509: userCertificate* 0

* from pkiUser (superclass)

p. ukms

The ukms object class contains the monthly values of user keying material (UKM)
used in the construction of selected CCEB symmetric confidentiality algorithms. Table B-53
shows the composition of the ukms object class.
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Table B-53
ukms Object Class

Attribute

ACP 133: janUKMs
ACP 133: febUKMs
ACP 133: marlUKMs
ACP 133. aprUKMs
ACP 133: mayUKMs
ACP 133: junUKMs
ACP 133: juUKMs
ACP 133: augUKMs
ACP 133: sepUKMs
ACP 133: octUKMs
ACP 133. novUKMs
ACP 133: decUKMs

3

OoOl0O|O0O|O|O|(O|O|O|O|(O|O|O

g. userSecuritylnformation

The userSecuritylnformation object class is not used for Allied Directory entries, but
is described in X.521 (1997).

8. Attributes in Common Content Object Classes

This paragraph lists the attributes that are included in the structural and auxiliary object
classes in the Common Content. Paragraph 9 gives the attributes in the Common Content that
can be added by content rules. The attributes are defined in the Directory and MHS standards, in
RFC 1274, and in this ACP. All of the attributes used in the Common Content are described in
Section IX of this annex.

a. Directory Standard Attributes

The attributes in the Common Content that are defined in the directory standards and
are used to meet Allied Directory requirements are:

aliasedEntryName
attributeCertificate
authorityRevocationList
businessCategory
caCertificate
certificateRevocationList
commonName
countryName
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postal Address

postal Code
postOfficeBox
preferredDeliveryMethod
presentationAddress
protocollnformation
registeredAddress
roleOccupant



crossCertificatePair
deltaRevocationList
description
destinationlndicator
distinguishedName
facsimileTelephoneNumber
international | SDNNumber
knowledgel nformation
localityName

member

name
organizationalUnitName
organizationName

owner

physical DeliveryOfficeName

b. MHS Standard Attributes

ANNEX B to ACP 133 Edition B

searchGuide

seeAlso

serialNumber
stateOrProvinceName
streetAddress
supportedAlgorithms
supportedA pplicationContext
surname
telephoneNumber
teletexTerminal ldentifier
telexNumber

title

userCertificate
userPassword
x121Address

The attributes in the Common Content that are defined in the MHS standards are;

mhs-acceptable-eits
mhs-deliverable-classes
mhs-deliverable-content-types
mhs-dl-archive-service
mhs-dl-members

mhs-dl-policy
mhs-dl-related-lists
mhs-dl-submit-permissions
mhs-dl-subscription-service
mhs-exclusively-acceptable-eits

c. RFC 1274-defined Attributes

mhs-maxi mum-content-length
mhs-message-store-dn
mhs-or-addresses
mhs-or-addresses-with-capabilities
mhs-supported-attributes
mhs-supported-automatic-actions
mhs-supported-content-types
mhs-supported-matching-rules
mhs-unacceptable-eits

The attributes in the Common Content that are defined in RFC 1274 are:

buildingName
host
rfc822Mailbox

roomNumber
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The attributes in the Commmon Content that are defined in this ACP are:

accessCodes

accessSchema
aCPMobileTe ephoneNumber
aCPNetwA ccessSchemaEdB
aCPNetworkSchemaEdB
aCPPagerTel ephoneNumber
aCPPreferredDelivery
accountingCode
aCPTelephoneFaxNumber
actionAddressees

additional Addressees
additional SecondParty A ddressees
adminConversion
administrator

aigsExpanded

al ExemptedA ddressProcessor
aliasPointer

did

alowableCOriginators

al ReceiptPolicy
alternateReci pient

aLType

aprUKMs

associatedAL
associatedOrganization
associatedPLA

augUKMs
cognizantAuthority
community

copyMember

decUKMs

deployed
distributionCodeAction
distributionCodelnfo

dual Route

effectiveDate
entryClassification
expirationDate

febUKMs

garrison

B-44

listPointer

Imf

longTitle

mailDomains

marUKMs

mayUKMs
militaryFacsimileNumber
military TelephoneNumber
minimize
minimizeOverride
nameClassification
nationality

networkDN
networkSchema
novUKMs

octUKMs

onSupported
operationName
plaAddressees
plaNameACP127
plaReplace

plasServed
positionNumber
primarySpellingACP127
proprietaryMailboxes
publish

rank

recapDueDate
releaseAuthorityName
remarks

rl

rIClassification

rlinfo
secondPartyAddressees
section

secureFacsi mileNumber
secureT elephoneNumber
sepUKMs
serviceNumber
serviceOrAgency
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gatewayType - sHD

ghpType - shortTitle
guard - sSgad
hostOrgACP127 - gpot
infoAddressees - tARE
janUKMs - tCC

JuUKMs - transferStation
JunUKMs - tRC
lastRecapDate - usdConversion

e. Other Standard Attributes

There are several other standard attributes that are included in the Common Content,
but are not used to meet Allied Directory requirements. The other standard attributes are:

enhancedSearchGuide
generationQualifier
givenName

housel dentifier
initials

uniquel dentifier

uniqueM ember

9. Attributes Added by Content Rules

The Common Content uses the dnQualifier and the businessCategory attributes from
X.520 as additional attributes. The buildingName and rfc822Mailbox attributes from RFC 1274
are additional attributes in the Common Content. The additional attributes for Common Content,
specified in this annex, are:

aCPL egacyFormat
aliasPointer
alternateRecipient
associatedAL

associatedOrganization
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associatedPLA
effectiveDate
expirationDate
guard
listPointer
nationality
plasServed
positionNumber
rank

remarks
serviceNumber
tCCG

10. Collective Attributes

a. These standard attributes from X.520 may be included in a
collectiveAttributeSubentry:

collectiveFacsimileTelephoneNumber
collectivel nternational | SDNNumber
collectivel ocalityName
collectiveOrganizationa UnitName
collectiveOrganizationName
collectivePhysical DeliveryOfficeName
collectivePostal Address
collectivePostal Code
collectivePostOfficeBox

collectiveStateOrProvinceName
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collectiveStreetAddress
collectiveTelephoneNumber
collectiveTeletexTerminal I dentifier
collectiveTelexNumber

b. These attributes, defined in this annex, may be included in a
collectiveAttributeSubentry:

collective-mhs-or-addresses

collectiveMilitaryFacsimileNumber

collectiveMilitary TelephoneNumber

collectiveNationality

collectiveSecureFacsimileNumber

collectiveSecureT el ephoneNumber

c. Since collective attributes are defined as subtypes of user attributes, they are returned

whenever a query is made for the supertype. Thus, the use of collective attributes allows a single
point of administration for certain attributes where many entries have the same value. DSAs
shall support collective attributes; whether the facility is used is a national matter. Collective

attributes that apply to entries which are shadowed shall be passed with the shadowed
information.

SECTION 1V

APPLYING CONTENT RULES IN THE COMMON CONTENT

11. Common Content

a. TheAllied Directory System Common Content is a set of structural and auxiliary
object classes and additional attributes that are combined to form a variety of types of directory
entries. Content rules defined for any DIT subtree schema dictate the allowed combinations.
Suggested combinations are shown in Table B-54. The combinations marked with “s” represent
the ACP 133 Edition B example content rules. The combinations marked with “0” represent
combinations in the original ACP 133 that are not included in the Edition B content rules. The
types of directory entriesthat are in the Allied Directory System are defined in paragraph 12 of
this section.

b. All of the structural object classes, auxiliary object classes, and additional attributes
in the Common Content shall be supported.
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c. The structural object classes are shown across the top of the table forming the
columns of the table. The name of each structural object classis prefixed by the source of its
definition. For example, aliasCommonName is defined in ACP 133, and country is defined in
X.521.

d. The auxiliary object classes that may be used in a content rule are shown down the
left-hand side. The attributes that may also be included in a content rule for a directory entry
based on the structural object class are aso shown down the left-hand side. Each auxiliary
object class and additional attribute is prefixed by the source of its definition.

e. Anexample of how to read the chart is as follows: the content rule for the structural
object class organizationalUnit (the "X.521: organizationalUnit" column) shows that entries
based on this class may aso belong to the auxiliary object classes: distributionCodesHandled,
mhs-user, otherContactInformation, plaUser, securePkiUser, and ukms. Also, the entry may
include the aCPL egacyFormat, aliasPointer, alternateRecipient, associatedPLA, deployed,
dnQuialifier, effectiveDate, expirationDate, garrison, guard, listPointer, nationality, and
rfc822Mailbox attributes.

f.  In paragraph 205, the suggested content rules are defined using the formal ASN.1
template defined in X.501. National schemas may change or expand these content rules, if
necessary, to include nationally specific auxiliary object classes and additional attributes.
Attributes may be made mandatory or optional. Also, attributes which are optional in the
structural or auxiliary object classes may be precluded in a content rule.

g. Content rules control which attributes may or may not appear in an entry. When, for
example, adirectory entry for a suborganization is being added to the Allied Directory System
DIB, the organizationalUnit structural object classis used. The value of the entry’s objectClass
Attribute is set to indicate the entry is of this class. The content rule for organizational Unit then
determines what other auxiliary classes and attributes may be added to increase the attribute
types that are allowed or required in the entry. When an auxiliary object class alowed by the
content rule is added to the directory entry, the object identifier for the auxiliary object classis
also included in the objectClass attribute in the entry. Thus, if the suborganization is also a
messaging user, the objectClass attribute in the entry would include at least the two object
identifier values: organizationalUnit and mhs-user.
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12. Directory Entries

The Allied Directory System contains the following types of directory entries.

a AddressList Ed. A

(1) An Address List Ed. A directory entry provides for a group of users that are
named and addressed as a group for messaging purposes. This directory entry should include
especialy the list address, its security materials, and its members.

(2) Thisdirectory entry uses a content rule based on the structural object class,
addressList, which is defined in Section X1I of thisannex. An example of such acontent ruleis
the addressListRuleEdA in this annex. The directory entry may also include the following
auxiliary object classes and additional attributes:

distributionCodesHandled object class, defined in Section XII of this annex
mhs-user object class, defined in ITU-T Rec. X.402
plaUser object class, defined in Section XII of this annex

secure-user object class, defined in Section X1 of thisannex (Note that this

object class may be removed from the Common Content in a later edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser, defined in Section XI1 of this annex

ukms object class, defined in Section X1 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
alternateRecipient attribute, defined in Section XI11 of this annex
effectiveDate attribute, defined in Section X1 of this annex
expirationDate attribute, defined in Section XI1 of this annex
guard attribute, defined in Section XII of this annex

listPointer attribute, defined in Section XI1 of this annex
rfc822Mailbox attribute, defined in RFC 1274

b. AddressList Alias

(1) An Address List Alias directory entry provides for an alternative means of naming
and referring to an address list.
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(2) Thisdirectory entry uses a content rule based on the structural object class,
aliasCommonName, which is defined in Section XII of thisannex. An example of such a
content rule is the aliasCommonNameRule in this annex. The directory entry may also include
the additional attributes. effectiveDate and expirationDate, which are defined in this ACP
(Section XII of this annex).

(3) The aliasedEntryName attribute value is the name of the Address List Ed. A
directory entry.

c. Alternate Spelling PLA

(1) An Alternate Spelling PLA directory entry provides for an alternate spelling of a
PLA; it contains areference to the PLA for which it is an aternate spelling.

(2) Thisdirectory entry is based on the structural object class, altSpellingACP127,
which is defined in Section XII of this annex.

d. Application Entity Ed. A

(1) An Application Entity Ed. A directory entry provides a means of referring to
those aspects of an application process that are pertinent to communications, such as Presentation
Service Access Point address. It may also store certificates used for strong authentication. This
type of directory entry is used for applications in an Allied communications network.

(2) Thisdirectory entry uses a content rule based on the structural object class,
applicationEntity, which is defined in ITU-T Rec. X.521. An example of such a content ruleis
the aCPA pplicationEntityRuleEdA in this annex. The directory object may aso include the
following auxiliary object classes and additional attributes:

secure-user object class, defined in this ACP, Section XII of thisannex (Note
that this object class may be removed from the Common Content in a later

edition of this ACP, when the CMI requirements have been more fully
established.)

securePkiUser object class, defined in this ACP, Section X1 of this annex
aliasPointer attribute, defined in this ACP, Section Xl of this annex
dnQualifier attribute, defined in ITU-T Rec. X.520

effectiveDate attribute, defined in this ACP, Section XI1 of this annex
expirationDate attribute, defined in this ACP, Section XI1 of this annex

(3) Note that although the pkiCA auxiliary object class is permitted by the content
rule, using it makes the entry a Certification Authority Ed. B entry.
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e. Application Process

(1) An Application Process directory entry provides for representing an application
process. An application process is an element within a computer system which performs the
information processing for a particular application.

(2) Thisdirectory entry is based on the structural object class, applicationProcess,
which is defined in ITU-T Rec. X.521.

f. CADPLA

(1) A CAD PLA directory entry provides for naming and referring to an ACP
127/JANAP 128 distribution list. CADs are medium-to-large distribution lists used to address
homogeneous activities and which are centrally defined and programmed into AUTODIN
switching centers.

(2) Thisdirectory entry is based on the structural object class, cadACP127, which is
defined in Section X1 of this annex.

0. Certification Authority Ed. B

(1) A Certification Authority Ed. B directory entry provides for naming and referring
to aCA. It provides the security information of a CA for certificate management.

(2) The naming attributes distinguished values for naming shall comply with
paragraph 305.

(3) Thisdirectory entry uses any one of the content rules based on the structural
object classes. applicationEntity, organization, organizationalUnit, and organizational Role,
which are defined in ITU-T Rec. X.521. Examples of such content rules are the
aCPApplicationEntityRuleEdA, aCPOrgani zationRuleEdB, aCPOrgani zational UnitRuleEdB,
and aCPOrganizational RoleRuleEdB in this annex. Certification Authority Ed. B directory
entries are different from other types of entriesin that the pkiCA auxiliary object class, defined
inITU-T Rec. X.521 DAM 1, isincluded. A Certification Authority Ed. B directory entry may
also include the other auxiliary object classes and additional attributes that are permitted by the
content rule which governs the entry.

h. Country

(1) A Country directory entry is generally directly under the root of the DIT and
provides the first level of the DIT for each and every Ally providing and using the Allied
Directory services.

(2) Thisdirectory entry is based on the structural object class, country, which is
defined in ITU-T Rec. X.521.
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i. CRL Distribution Point

(1) A CRL Distribution Point directory entry provides for holding a CRL that isa
subset of the complete CRL issued by one CA or that is a combination of CRLs issued by
different CAs.

(2) Thisdirectory entry uses a content rule based on the structural object class,
cRLDistributionPoint, which is defined in ITU-T Rec. X.521. An example of such a content rule
is the aCPCRL DistributionPointRule in this annex. The directory entry may also include the
additional attributes: aliasPointer, effectiveDate, and expirationDate, which are defined in
Section XII of this annex.

j. Device Ed. A

(1) A Device Ed. A directory entry represents a physical unit which can
communicate, such as a modem, printer, etc., with optional authentication capability.

(2) Thisdirectory entry uses a content rule based on the structural object class,
device, which isdefined in ITU-T Rec. X.521. An example of such a content rule is the
aCPDeviceRuleEdA in thisannex. The directory entry may aso include the following auxiliary
object classes and additional attributes:

secure-user object class, defined in Section X11 of thisannex (Note that this
object class may be removed from the Common Content in alater edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X1 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
effectiveDate attribute, defined in Section XI1 of this annex
expirationDate attribute, defined in Section XI1 of this annex

k. Distribution Code Description

(1) A Distribution Code Description directory entry represents a registered
Distribution Code in the directory and describes its meaning. The distribution code is the value
of the RDN of the directory entry.

(2) Thisdirectory entry is based on the structural object class,
distributionCodeDescription, which is defined in Section XII of thisannex. An example of such
a content rule is the distributionCodeDescriptionRule in this annex. The directory entry may
also include the additional attributes. aliasPointer, effectiveDate, and expirationDate, which are
defined in Section XI1 of this annex.

B-54



ANNEX B to ACP 133 Edition B

. DSA Ed. A

(1) A DSA Ed. A directory entry provides the addressing and security information for
aDSA. It also stores certificates used for strong authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class, dSA,
which is defined in ITU-T Rec. X.521. An example of such a content rule is the

aCPDSARuleEdA in this annex. The directory entry may also include the following auxiliary
object classes and additional attributes:

secure-user object class, defined in Section X1 of thisannex (Note that this
object class may be removed from the Common Content in a later edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X11 of this annex

aliasPointer attribute, defined in Section XI1 of this annex

effectiveDate attribute, defined in Section X1 of this annex

expirationDate attribute, defined in Section X1 of this annex
m. DSSCSPLA

(1) A DSSCS PLA directory entry provides for asingle IC legacy messaging
organization.

(2) Thisdirectory entry is based on the structural object class, dASSCSPLA, which is
defined in Section X1 of this annex.

n. Group of Names

(1) A Group of Names directory entry defines an unordered set of DNs which
represent individual directory entries or other groups of names. The membership of agroup is
static, i.e., it is explicitly modified by administrative action, rather than dynamically determined
each time reference is made to the group. Group of Names directory entries are useful in
constructing access control lists.

(2) Thisdirectory entry uses a content rule based on the structural object class,
groupOfNames, which is defined in ITU-T Rec. X.521. An example of such a content ruleis the
aCPGroupOfNamesRule in this annex. The directory entry may a so include the additional
attributes. aliasPointer, effectiveDate, and expirationDate, which are defined in Section X11 of
this annex.

0. Group of Unigue Names

A Group of Unique Names directory entry is based on the structural object class,
groupOfUniqueNames, but is not used to meet Allied Directory requirements.
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p. Locality

(1) A Locality directory entry provides for accessing entries that are referred to by a
locality-named subtree in the DIT.

(2) Thisdirectory entry uses a content rule based on the structural object class,
locality, which is defined in ITU-T Rec. X.521. An example of such a content rule is the
aCPLocalityRule in this annex. The directory entry may also include the additional attributes:
aliasPointer, effectiveDate, and expirationDate, which are defined in Section XI1 of this annex.

g. Messaging Gateway Ed. A

(1) A Messaging Gateway Ed. A directory entry stores information about an Allied
MMHS messaging gateway component that trand ates message content types, which may include
RFC 822, ACP 127/JANAP 128, P22, P2, P772, and ACP 120. It also stores certificates used for
strong authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class,
messagingGateway, which is defined in Section X1 of thisannex. An example of such a content
rule is the messagingGatewayRuleEdA in this annex. The directory entry may also include the
following auxiliary object classes and additional attributes:

secure-user object class, defined in Section X11 of thisannex (Note that this
object class may be removed from the Common Content in alater edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X1 of this annex
ukms object class, defined in Section XI1 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
effectiveDate attribute, defined in Section X1 of this annex
expirationDate attribute, defined in Section XI1 of this annex
guard attribute, defined in Section XII of this annex

plasServed attribute, defined in Section XI1 of this annex
rfc822Mailbox attribute, defined in RFC 1274

r. Messaging Organizational Unit Alias

(1) An Messaging Organizational Unit Alias directory entry provides for an
alternative means of naming and referring to a suborganization as a messaging user.
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(2) Thisdirectory entry uses a content rule based on the structural object class,
aliasOrganizational Unit, which is defined in Section XII of thisannex. An example of such a
content rule is the aliasOrganizationalUnitRule in this annex. The directory entry may also
include the additional attributes. effectiveDate and expirationDate, which are defined in Section
XII of thisannex.

(3) The aliasedEntryName attribute value is the name of the Organizational Unit
directory entry that includes the mhs-user auxiliary object class.

s. MHS Distribution List

(1) An MHS Distribution List directory entry represents an AL that is expanded by
the MHS. The attributes in this type of entry identify the common name, submit permissions,
and OR-addresses of the address list and, to the extent that the relevant attributes are present,
describe the address list, identify its organization, organizational units, and owner; cite related
objects; identify its maximum content length, deliverable content types, and acceptable,
exclusively acceptable, and unacceptable EITs; and identify the expansion policy, subscription
addresses, archive addresses, related lists, and members of the AL.

(2) Thisdirectory entry uses a content rule based on the structural object class, mhs-
distribution-list, which is defined in ITU-T Rec. X.402. An example of such a content rule is the
aCPMhs-distribution-listRule in this annex. The directory entry may a so include the additional
attributes: aliasPointer, effectiveDate, and expirationDate, which are defined in Section XI1 of
this annex.

t. MHS Message Store Ed. A

(1) An MHS Message Store Ed. A directory entry stores information about an Allied
MMHS MS component to describe the message store, identify its owner, and enumerate the
attributes, automatic actions, matching rules, and content types the MS supports. It also stores
certificates used for strong authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class, mhs-
message-store, which is defined in ITU-T Rec. X.402. An example of such a content rule is the
aCPMhs-message-storeRuleEdA in this annex. The directory entry may aso include the
following auxiliary object classes and additional attributes:

secure-user object class, defined in Section X11 of thisannex (Note that the
secure-user object class may be removed from the Common Content in a later

edition of this ACP, when the CMI requirements have been more fully
established.)
securePkiUser object class, defined in Section X11 of this annex

aliasPointer attribute, defined in Section X1 of this annex
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effectiveDate attribute, defined in Section X1 of this annex
expirationDate attribute, defined in Section XI1 of this annex

u MHS Message Transfer Agent Ed. A

(1) An MHS Message Transfer Agent Ed. A directory entry stores information about
an Allied MMHS MTA component to describe the MTA and identify its owner and its
deliverable content length. 1t may also store certificates used for strong authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class,
mhs-message- -transfer-agent, which is defined in ITU-T Rec. X.402. An example of such a
content rule is the aCPMhs-message-transfer-agentRuleEdA in this annex. The directory entry
may also include the following auxiliary object classes and additional attributes:

secure-user object class, defined in Section X1 of thisannex (Note that this
object class may be removed from the Common Content in a later edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X1 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
effectiveDate attribute, defined in Section X1 of this annex
expirationDate attribute, defined in Section X1I of this annex

v. MHSUser Agent

(1) An MHS User Agent directory entry stores information about an Allied MMHS
UA component to identify the UA’s owner; its deliverable content length, content types, and
ElTs, and its O/R address.

(2) Thisdirectory entry uses a content rule based on the structural object class,
mhs-user-agent, defined in ITU-T Rec. X.402. An example of such a content ruleis the
aCPMhs-user-agentRule in this annex. The directory entry may also include the additional
attributes: aliasPointer, effectiveDate, and expirationDate, which are defined in Section XI1 of
this annex.

w. MLA Ed. A

(1) An MLA (mall list agent) Ed. A directory entry stores addressing, security, and
descriptive information about an Allied MMHS MLA component. It also stores certificates used
for strong authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class,
mLAgent, which is defined in Section XII of thisannex. An example of such a content ruleis
the mLAgentRule in this annex. The directory entry may aso include the additional attributes:
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aliasPointer, effectiveDate, and expirationDate, which are defined in Section XI1 of this annex.
(Note that the mLAgent object class replaces the mLA object class, which may be removed from
the Common Content in a later edition of this ACP, when the CMI requirements have been more
fully established.)

X. Network Ed. B

(1) A Network Ed. B directory entry represents a communications network that is
connected to other networks that are also represented in the Allied DIB. A Network Ed. B entry
can have subordinate entries that define the access to and instructions for reaching other
networks.

(2) Thisdirectory entry uses a content rule based on the structural object class,
aCPNetworkEdB, which is defined in Section XI1 of thisannex. An example of such a content
rule is the networkEdBRule in this annex. The directory entry may also include the additional
attributes: effectiveDate and expirationDate, which are defined in Section X11 of this annex.

y. Network Instructions Ed. B

(1) A Network Instructions Ed. B directory entry provides the description of how to
reach the subject network from the network represented by the superior entry. When thereisa
series of networks between the pair being represented, the instructions shall take into account
any extra steps that are required.

(2) Thisdirectory entry uses a content rule based on the structural object class,
aCPNetworklnstructionsEdB, which is defined in Section X1I of this annex. An example of such
a content rule is the networklnstructionsEdBRule in this annex. The directory entry may also
include the additional attributes: effectiveDate and expirationDate, which are defined in Section
XI1 of thisannex.

z. Organization Ed. B

(2) An Organization Ed. B directory entry provides the level of the DIT immediately
below the Country directory object, for an Ally or for international/multinational organizations
such as NATO and is used for locating the entries used in providing and using the Allied
Directory services.

(2) Thisdirectory entry uses a content rule based on the structural object class,
organization, which is defined in ITU-T Rec. X.521. An example of such a content rule is the
aCPOrganizationRuleEdB in this annex. The directory entry may also include the auxiliary
object class, otherContactlnformation, and the additional attributes: dnQualifier, whichis
defined in ITU-T Rec. X.520, and aCPL egacyFormat, aliasPointer, effectiveDate, and
expirationDate, which are defined in Section XI1 of this annex.

(3) Note that although the pkiCA auxiliary object class is permitted by the content
rule, using it makes the entry a Certification Authority Ed. B entry.
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aa. Organizational Person Ed. B

(1) An Organizational Person Ed. B directory entry stores information, representing
an individual as a member of an organization and, optionally, representing that individual as a
user of applications, such as electronic messaging. It also stores certificates used for strong
authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class,
organizational Person, which is defined in ITU-T Rec. X.521. An example of such a content rule

is the aCPOrgani zational PersonRuleEdB in this annex. The directory entry may also include the
following auxiliary object classes and additional attributes:

distributionCodesHandled object class, defined in Section X1I of this annex
mhs-user object class, defined in ITU-T Rec. X.402
otherContactlnformation object class, defined in Section X1I of this annex

secure-user object class, defined in Section X1 of thisannex (Note that this
object class may be removed from the Common Content in a later edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X11 of this annex
ukms object class, defined in Section XI1 of this annex
aCPLegacyFormat attribute, defined in Section X11 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
alternateRecipient attribute, defined in Section X1I of this annex
businessCategory attribute, defined in ITU-T Rec. X.520
deployed attribute, defined in Section XI1 of this annex
dnQualifier attribute, defined in ITU-T Rec. X.520
effectiveDate attribute, defined in Section X11 of this annex
expirationDate attribute, defined in Section XII of this annex
garrison attribute, defined in Section XI1 of this annex

guard attribute, defined in Section XII of this annex

listPointer attribute, defined in Section X1 of this annex
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nationality attribute, defined in Section XII of this annex
positionNumber attribute, defined in Section X11 of this annex
rank attribute, defined in Section XI1 of this annex
rfc822MailBox attribute, defined in RFC 1274
serviceNumber attribute, defined in Section X11 of this annex

bb. Organizational Person Alias

(1) An Organizational Person Alias directory entry provides for an alternative means
of naming and referring to an organizational person.

(2) Thisdirectory entry uses a content rule based on the structural object class,
aliasCommonName, which is defined in Section XI1 of thisannex. An example of such a
content rule is the aliasCommonNameRule in this annex. The directory entry may also include
the additional attributes: effectiveDate and expirationDate, which are defined in Section X11 of
this annex.

(3) The aliasedEntryName attribute value is the name of the Organizational Person
Ed. B directory entry.

cc. Organizational PLA

(1) An Organizational PLA directory entry provides for asingle ACP 127/JANAP
128 messaging organization.

(2) Thisdirectory entry is based on the structural object class, orgACP127, which is
defined in Section X1 of this annex.

dd. Organizational Role Ed. B

(1) An Organizationa Role Ed. B directory entry stores information representing a
role or function, such as, security officer, which is performed by one or more persons. The
information includes whatever is needed for the role to participate as a user in applications, such
as electronic messaging. It may also store certificates used for strong authentication.

(2) Thisdirectory entry uses a content rule based on the structural object class,
organizationalRole, which isdefined in ITU-T Rec. X.521. An example of such a content ruleis
the aCPOrgani zational RoleRuleEdB in this annex. The directory entry may also include the
following auxiliary object classes and additional attributes:

distributionCodesHandled object class, defined in Section X1I of this annex

mhs-user object class, defined in ITU-T Rec. X.402
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otherContactlnformation object class, defined in Section XII of this annex

secure-user object class, defined in Section XI1 of thisannex (Note that this
object class may be removed from the Common Content in alater edition of this
ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X1 of this annex
ukms object class, defined in Section X1 of this annex
aCPLegacyFormat attribute, defined in Section X11 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
alternateRecipient attribute, defined in Section X1 of this annex
businessCategory attribute, defined in ITU-T Rec. X.520
deployed attribute, defined in Section X1I of this annex
dnQualifier attribute, defined in ITU-T Rec. X.520
effectiveDate attribute, defined in Section X1 of this annex
expirationDate attribute, defined in Section XI1 of this annex
garrison attribute, defined in Section X1 of this annex

guard attribute, defined in Section XII of this annex

listPointer attribute, defined in Section XI1 of this annex
nationality attribute, defined in Section X1 of this annex

rfc822Mailbox attribute, defined in RFC 1274

(3) Note that although the pkiCA auxiliary object class is permitted by the content
rule, using it makes the entry a Certification Authority Ed. B entry, see paragraph 12 g. Also,
see paragraph 12 ii, Release Authority Role Ed. B.

ee. Organizational Role Alias

(1) An Organizational Role Alias directory entry provides for an alternative means of
naming and referring to an organizational role.

(2) Thisdirectory entry uses a content rule based on the structural object class,
aliasCommonName, which is defined in Section XII of thisannex. An example of such a
content rule is the aliasCommonNameRule in this annex. The directory entry may also include
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the additional attributes: effectiveDate and expirationDate, which are defined in Section XII of
this annex.

(3) The aliasedEntryName attribute value is the name of the Organizational Role Ed.
B directory entry.

ff. Organizational Unit Ed. B

(1) An Organizational Unit Ed. B directory entry provides alevel of the DIT
immediately below the Organization Ed. B directory entry of an Ally or another Organizational
Unit Ed. B directory entry. An Organizational Unit Ed. B directory entry represents a
suborganization and is used for navigating to directory entries belonging to that suborganization,
e.g., Organizational Role Ed. B directory entries.

(2) Thisdirectory entry uses a content rule based on the structural object class,
organizationalUnit, which is defined in ITU-T Rec. X.521. An example of such a content ruleis
the aCPOrgani zational UnitRuleEdB in this section. The directory entry may also include the
following auxiliary object classes and additional attributes:

distributionCodesHandled object class, defined in Section XII of this annex
mhs-user object class, defined in ITU-T Rec. X.402
otherContactlnformation object class, defined in Section XII of this annex

plaUser object class, defined in Section XII of this annex

secure-user object class, defined in Section X11 of thisannex (Note that this

object class may be removed from the Common Content in a later edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X11 of this annex
ukms object class, defined in Section XI1 of this annex
aCPLegacyFormat attribute, defined in Section X11 of this annex
aliasPointer attribute, defined in Section XI1 of this annex
alternateRecipient attribute, defined in Section X1 of this annex
associatedPLA attribute, defined in Section X1I of this annex
buildingName attribute, defined in RFC 1274

deployed attribute, defined in Section XII of this annex

dnQualifier attribute, defined in ITU-T Rec. X.520
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effectiveDate attribute, defined in Section X1 of this annex
expirationDate attribute, defined in Section XI1 of this annex
garrison attribute, defined in Section X1 of this annex

guard attribute, defined in Section XII of this annex
listPointer attribute, defined in Section XI1 of this annex
nationality attribute, defined in Section XII of this annex
rfc822Mailbox attribute, defined in RFC 1274

(3) Note that although the pkiCA auxiliary object classis permitted by the content
rule, using it makes the entry a Certification Authority Ed. B entry.

0. Organizational Unit Alias

(2) An Organizational Unit Alias directory entry provides an alternative means of
naming and referring to an organizationa unit.

(2) Thisdirectory entry uses a content rule based on the structural object class,
aliasOrganizationalUnit, which is defined in Section X1 of thisannex. An example of such a
content rule is the aliasOrganizationalUnitRule in this annex. The directory entry may also
include the additional attributes: effectiveDate and expirationDate, which are defined in Section
X1l of this annex.

(3) The diasedEntryName attribute value is the name of the Organizational Unit Ed.
B directory entry.

hh. PLA Collective

(1) A PLA Collective directory entry provides for an ACP 127/JANAP 128 AIG
distribution list or Type distribution list. A Type collective is composed of military units of the
same type such as destroyers.

(2) Thisdirectory entry is based on the structural object class, plaCollectiveACP127,
which is defined in Section XII of this annex.

ii. Release Authority Person Ed. A

(1) A Release Authority Person Ed. A directory entry provides the certificate
information used by a release authority to sign organizational messages and for strong
authentication. The function fulfilled by a Release Authority is defined as a national matter. To
validate that the object represented by the directory entry is an authorized Release Authority, the
certificate must be checked.
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(2) Thisdirectory entry typeis used by the U.S., where messages are sent to
organizations. Because organizational messages are sent to organizations, originators in other
countries do not need to query the Allied Directory for a Release Authority. The ability of the
originator to release organizational messages is checked by examining the certificate.

(3) Thisdirectory entry uses a content rule based on the structural object class,
releaseAuthorityPersonA, which is defined in Section X1I of thisannex. An example of such a
content rule is the rAPersonRuleEdA in this annex. The directory entry may also include the
additional attributes. effectiveDate, and expirationDate, which are defined in Section XII of this
annex. (Note that the releaseAuthorityPersonA object class replaces the releaseAuthorityPerson
object class, which may be removed from the Common Content in alater edition of this ACP,
when the CMI requirements have been more fully established.)

jj. Release Authority Role Ed. B

(1) A Release Authority Role Ed. B directory entry provides the certificate
information used by a release authority to send and receive organizational messages and for
strong authentication. The function fulfilled by a Release Authority is defined as a national
matter. To validate that the object represented by the directory entry is an authorized Release
Authority, the certificate must be checked.

(2) The commonName attribute distinguished value for naming shall be “release
authority,” as specified in paragraph 307. It isthis naming convention that differentiates a
Release Authority Role Ed. B entry from other entries that are based on the organizationalRole
object class.

(3) Thisdirectory entry uses a content rule based on the structural object class,
organizationalRole, which is defined in ITU-T Rec. X.521. An example of such a content ruleis
the aCPOrgani zational RoleRuleEdB in this annex. The directory entry may also include the
following auxiliary object classes and additional attributes:

distributionCodesHandled object class, defined in Section X1I of this annex
mhs-user object class, defined in ITU-T Rec. X.402
otherContactlnformation object class, defined in Section XII of this annex

secure-user object class, defined in Section X11 of thisannex (Note that this

object class may be removed from the Common Content in a later edition of
this ACP, when the CMI requirements have been more fully established.)

securePkiUser object class, defined in Section X1 of this annex
ukms object class, defined in Section XI1 of this annex
aCPLegacyFormat attribute, defined in Section X11 of this annex

adliasPointer attribute, defined in Section X1 of this annex
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alternateRecipient attribute, defined in Section X11 of this annex
deployed attribute, defined in Section XII of this annex
effectiveDate attribute, defined in Section XI1 of this annex
expirationDate attribute, defined in Section X1 of this annex
garrison attribute, defined in Section X1 of this annex

guard attribute, defined in Section XII of this annex

listPointer attribute, defined in Section XI1 of this annex
nationality, defined in Section X11 of this annex

rfc822Mailbox attribute, defined in RFC 1274

kk. Residential Person

A Residential Person directory entry is based on the structural object class,
groupOfUniqueNames, but is not used to meet Allied Directory requirements.

Il. Routing Indicator Ed. B

(1) A Routing Indicator Ed. B directory entry provides the description for an ACP
127/JANAP 128 RI.

(2) Thedirectory entry uses a content rule based on the structural object class,
routinglndicator, which is defined in Section X1 of this annex. An example of such a content
rule is the aCPRoutinglndicatorRuleEdB in this annex. The directory entry may also include the
additiona attributes: remarks, and tCCG, which are defined in Section X1I of this annex.

mm.Signal Intelligence PLA

(1) A Signal Intelligence PLA directory entry provides for sensitive SI PLAS.

(2) Thisdirectory entry uses a content rule based on the structural object class,
sigintPLA, which is defined in Section X1 of thisannex. An example of such acontent rule is
the sigintPLARule in this annex. The directory entry may aso include the additional attribute:
associatedOrganization, which is defined in this ACP (Section XII of this annex).

nn. Special Intelligence PLA

(1) An Specid Intelligence PLA directory entry provides for asingle SI messaging
user of ACP 127/JANAP 128.
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(2) Thedirectory entry is based on the structural object class, sSIPLA, whichis
defined in Section X1 of this annex.
00. SPOT PLA

(1) A SPOT PLA directory entry provides for special products distribution lists used
in ACP 127/JANAP 128.

(2) Thisdirectory entry uses a content rule based on the structural object class,
gpotPLA, which is defined in Section XI1 of thisannex. An example of such a content rule is the
spotPLARule in thisannex. The directory entry may aso include the additional attribute:
associatedAL, which is defined in this ACP (Section XII of this annex).

pp. Task Force PLA

(1) A Task Force PLA directory entry provides the composition and description of an
ACP 127/JANAP 128 task force distribution list.

(2) Thisdirectory entry is based on the structural object class, taskForceACP127,
which is defined in Section X1I of this annex.

qq. Tenant PLA

(1) A Tenant PLA directory entry provides the reference to the host PLA for this
tenant. An example of ahost is a ship and of atenant, a Marine detachment on the ship.

(2) Thisdirectory entry is based on the structural object class, tenantACP127, which
is defined in Section XII of this annex.

SECTION V

OBJECT CLASSES HIERARCHY

13. ACP 133-defined Object Classes

The relationship of the object classes, both standard and ACP-defined, included in the
Common Content are shown in Figure B-1.
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Figure B-1
Hierarchy of Common Content Object Classes

SECTION VI

ATTRIBUTE TYPES HIERARCHY

14. Attribute Subtypes

Figure B-2 shows the attributes in the Common Content that are defined as subtypes of

other attributes. This indicates the subtype attributes that may be included in operations
involving the parent types.
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postal Address
— registeredAddress
— collectivePostal Address

— stateOrProvinceName
I collectiveStateOrProvinceName
— organizationName
I_ collectiveOrganizationName
— organizationalUnitName
- collectiveOrganizational UnitName
— plaNameACP127
— title

— plasServed

physicalDeliveryOfficeName
postal Code
I collectivePostal Code

distinguishedName
— administrator

postOfficeBox
I collectivePostOfficeBox

name facsimileTelephoneNumber
— commonName I collectiveFacsimileTelephoneNumber
— surname
— countryName internationall SDNNumber
— localityName I collectivel nternational | SDNNumber
— nationality

— collectivePhysical DeliveryOfficeName

teletexTerminalldentifier
- collectiveTeletexTerminal ldentifier

telexNumber
I— collectiveTelexNumber

aCPTelephoneFaxNumber

militaryFacsimileNumber
I_ collectiveMilitaryFacsimileNumber

military TelephoneNumber
|

— collectiveMilitary TelephoneNumber

— secureFacsimileNumber

- collectiveSecureFacsimileNumber

— secureTelephoneNumber
I_ collectiveSecureTel ephoneNumber

o e nationality
algskxpan | collectiveNationality
— deployed streetAddress
— garrison | collectiveStreetAddress mhs-or-addresses
— guard | collective-mhs-or-addresses
— member telephoneNumber
I_ copyMember — aCPMobileTelephoneNumber
— mhs-dl-related-lists — aCPPagerTelephoneNumber
— mhs-message-store-dn — collectiveTelephoneNumber
— owner
— roleOccupant
— seeAlso
Figure B-2
Attribute Types Defined by Subtyping
SECTION VI
USEFUL OBJECT CLASSES AND NAME FORMS
15.  Generd

There are no object classes defined in this ACP besides the ones included in the Common
Content. There are no name forms defined in this ACP besides the ones that apply to the

structural object classes included in the Common Content.
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SECTION V1II

USEFUL ATTRIBUTES

16. General

a. Some useful attributes have been defined in RFC 1274. Useful attributes defined in
paragraph 209 of this Annex are:

collectiveMilitaryPostal Address - jpegPhoto
collectiveVisitorAddress - militaryPostalAddress
hoursOfOperation - visitorAddress

b. Useful attributes shall not be replicated unless specific bi-lateral arrangements are
made for their support on both the supplier and consumer systems.

SECTION IX

ATTRIBUTE DEFINITIONS

17. Common Content

The following paragraphs define the attributes that are included in the Common Content.
The definitions of attributes defined in the referenced standards are included for convenience
only, and the definitions in those standards take precedence over those given here.

18. accessCodes

a. The accessCodes attribute value gives the coding of how to reach one network from
another. Additional instructions for the use of this access code are contained in a description
attribute in the same entry. For example, in a private telephone network, the user could be
required to dial “8” to reach other usersin adifferent city or to dial “9” to exit the private
network.

b. Thisattribute is defined in this ACP.
19. accessSchema

a. The accessSchema attribute value is a schematic representation used to complete the
access information from one network to another in the case of a complex connection. (Many
connections are not complex enough to need such a description and in that case the attribute
would not be populated.)

b. Thisattribute is defined in this ACP. Note that this attribute is replaced by the
aCPNetwA ccessSchemaEdB attribute.
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20. accountingCode

a.  The accountingCode attribute value is a character string used in logistics applications
to identify an organization uniquely. One exampleisthe U.S. Department of Defense Activity
Accounting Code (DODAAC).

b. Thisattribute is defined in this ACP.

21. aCPL egacyFormat

a. The aCPLegacyFormat provides the specific message format type used when the
value of the aCPPreferredDelivery attribute is ACP127(1). The values are:

JANAP 128

ACP 126

DOI 103

DOI 103 Special

ACP 127

ACP 127 Converted

Reservedl for ACP 127 Standard

ACP 127 State

ACP 127 Modified

SOCOMM Special

SOCOMM Narrative

Reserved?2 for SOCOMM Narrative TTY
SOCOMM Narrative Specia

SOCOMM Data

SOCOMM Internal

SOCOMM Externd

several values for national or bilateral use

b. This attribute is defined in this ACP.
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22. aCPM obileT e ephoneNumber

a. The aCPMobileTe ephoneNumber attribute value identifies a mobile telephone
number for the object represented by the directory entry that contains this attribute.

b. Thisattribute is a subtype of telephoneNumber and is defined in this ACP.

23. aCPNetwA ccessSchemaEdB

a. The aCPNetwA ccessSchemaEdB attribute value is a schematic representation used to
complete the access information from one network to another in the case of a complex
connection. (Many connections are not complex enough to need such a description and in that
case the attribute would not be populated.)

b. Thisattribute is defined in this ACP. Note that this attribute replaces the
accessSchema attribute.

24. aCPNetworkSchemaEdB

a. The aCPNetworkSchemaEdB attribute value is a graphical representation of a
network. It describes the structure of the network and details any rules associated with that
network.

b. Thisattribute is defined in this ACP. Note that this attribute replaces the
networkSchema attribute.

25. aCPPagerTelephoneNumber

a. The aCPPagerTelephoneNumber attribute identifies a telephone number for a pager
associated with the object represented by the directory entry.

b. This attribute is a subtype of telephoneNumber and is defined in this ACP.

26. aCPPreferredDelivery

a. The aCPPreferredDelivery attribute value is used to determine the messaging system
that a user, represented by the directory entry, prefers for message delivery. The possible values
are: “ACP127",“SMTP’ or “MHS’. The“MHS’ vaue signifies either standard X.400 (1984 or
1988) or ACP 123-compliant X.400. When the value is "ACP127" more information is given in
the aCPL egacyFormat attribute (see paragraph 21 of this annex).

b. Thisattribute is defined in this ACP.
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27. aCPT e ephoneFaxNumber

a. The aCPTelephoneFaxNumber attribute is defined for use as a supertype in defining
the attributes:

militaryFacsimileNumber
military TelephoneNumber
secureFacsimileNumber
secureT elephoneNumber

b. A value of the aCPTeephoneFaxNumber attribute and the attributes defined as its
subtypes is a telephone number that is used for military purposes and is associated with an object
represented by the directory entry. For example, a person may have a telephone, equipped with a
STU 111 device, on the Public Switched Telephone Network (PSTN).

c. The attribute value for an ACP telephone number contains the following substrings
which are separated by commas (i.e,, “,”):

network or site identifier
telephone number
security device identifier

(1) The maximum size of the network or site identifier substring is 6 characters. In
the example, the string “PSTN” would be the value of this identifier.

(2) For the telephone number substring, if the network is the PSTN, then the format
shall be as for a Telephone Number as defined in X.520 (i.e., CCITT E.123). Extension numbers
shall be proceeded by “ext.” or other nationally defined equivalent. The maximum length of this
substring is 32 characters. In the example, the string “+1 555 222 ext. 34" could be the value of
the telephone number.

(3) The maximum size of the security device identifier substring is 8 characters. In
the example, the string “STU 111" would be the value of this identifier.

d. The complete example value would be “PSTN, +1 555 222 ext. 34, STU I11”.

e. The security device (and preceding substring separator “,”) is present only if the
military telephone number is secured (i.e., attribute subtypes secureTelephoneNumber or
secureFacsimileNumber).

f. Note that the equality and substring matching rule for this attribute is not case
sensitive and the substring matching rule is case sensitive. Thus, it is recommended that the
network/site identifier and security device identifier are in upper case.
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g. Thisattribute is defined in this ACP.

28. actionAddressees

a. An actionAddressees attribute value is the list of action addressees of an ACP
127/JANAP 128 collective, for example an Address Indicator Group. An action addressee is
expected to take appropriate action on the message content, whereas an information addressee
receives the message for informational purposes only.

b. This attribute is defined in this ACP.

29. additional Addressees

a. The additional Addressees attribute value is alist of addressees to be added to the
actionAddressees list (value of the actionAddressees attribute) under circumstances identified in
the remarks attribute in the same directory entry.

b. This attribute is defined in this ACP.

30. additional SecondPartyAddressees

a. The additional SecondParty Addressees attribute value is a list of addressees to be
added to the secondPartyAddressees list (value of the secondPartyAddressees attribute) under
circumstances identified in the remarks attribute in the same directory entry.

b. This attribute is defined in this ACP.

31. adminConversion

a. The adminConversion attribute provides for using an abbreviation of the
organization's administrative title as an administrative message address.

b. This attribute is defined in this ACP.
32. administrator

a. The administrator attribute value represents the entity responsible for the operation of
a component when it is different from the owner of the component. For example, the owner may
be adomain.

b. Thisattribute is defined in this ACP.

33.  aigsExpanded

a. The aigsExpanded attribute values are the names of the AIGs expanded by a
messaging gateway.

b. This attribute is defined in this ACP.

B-74



ANNEX B to ACP 133 Edition B

34. al. ExemptedA ddressProcessor

a The aLExemptedAddressProcessor attribute value is the ORName of the address list’s
exempted address processor.

b. This attribute is defined in this ACP.

35. adliasedEntryName

a. The diasedEntryName attribute value contains a name of the directory entry to which
the object containing this attribute refers.

b. This attribute is defined in X.501.
36. aliasPointer

a. The diasPointer attribute type value points to alias directory entries which might have
to be modified if the directory entry containing this attribute is modified. It isintended to be
used to maintain data consistency in the Directory Information Base (DIB).

b. Thisattribute is defined in this ACP.

37. did
a. Thedid attribute value is the AL key material identifier.
b. Thisattribute is defined in this ACP.

38. alowableOriginators

a. The alowableOriginators attribute value is the name of an ACP 127/JANAP 128
collective that contains the list of PLAs that are allowed to originate messages to thislist.

b. This attribute is defined in this ACP.

39. aL ReceiptPolicy

a The aLReceiptPolicy attribute value indicates address list’ s signed receipt policy.
This receipt policy supersedes the originator’s request for signed receipts (see ACP 120).

b. This attribute is defined in this ACP.

40. aternateRecipient

a. The aternateRecipient attribute is used to designate an X.400 aternate recipient for a
messaging user. It could be used by an X.400 message originator to create an originator-
assigned alternate recipient address to be used by the message transfer system if delivery to the
addressed recipient fails.
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b. This attribute is defined in this ACP.

41. aLType

a. The aLType attribute value indicates the type of an address list from these
possibilities: AlIG (Address Indicator Group), Type Organization Collective, CAD (Collective
Address Designator), Task Force, and DAG (DSSCS Address Group).

b. Thisattribute is defined in this ACP.

42. aprUKMs

a. TheaprUKMs (User Key Materials) attribute value is used in the construction of
selected CCEB symmetric confidentiality algorithms for the month of April.

b. This attribute is defined in this ACP.
43. associatedAL

a. The associatedAL attribute value points to the address list object which replaces the
ACP 127/JANAP 128 Task Force PLA. It assistsin the transition from ACP 127/JANAP 128 to
X.400 addressing and the associated transition from the use of ACP 127/JANAP 128 collectives
to the use of address lists.

b. This attribute is defined in this ACP.

44. associ atedOrgani zation

a. The associatedOrganization attribute value points to the Organizational Unit Ed. B
directory entry which represents the same organizational messaging entity as the PLA directory
entry containing this attribute.

b. This attribute is defined in this ACP.
45, associatedPLA

a. TheassociatedPLA attribute value points to the ACP 127/JANAP 128 directory entry
for the same messaging entity as represented by the Organizational Unit Ed. B directory entry
containing this attribute.

b. Thisattribute is defined in this ACP.

46. attributeCertificate

a. The attributeCertificate attribute is used to issue new authorizations from a
Certification Authority (CA) other than the CA who originally issued the user certificate. The
attribute certificate is bound to a user’s X.509 certificate but is not part of the originally issued
user certificate.
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b. Thisattribute is defined in ITU-T Rec. X.509 (1997).

47. auguUKMs

a. The augUKMs attribute value is used in the construction of selected CCEB
symmetric confidentiality algorithms for the month of August.

b. Thisattribute is defined in this ACP.

48. authorityRevocationL ist

a. The authorityRevocationList value is a time-stamped list of revoked certificates of al
CAsknown to the CA, certified by the CA.

b. This attribute is defined in X.509.

49. buildingName

a. The buildingName attribute value is the name of the building in which an
organizational unit is based.

b. Thisattribute is defined in RFC 1274.

50. businessCategory

a. The businessCategory attribute value specifies information concerning the occupation
of a person, providing the facility for interrogating the directory about people sharing the same
occupation.

b. This attribute is defined in X.520.
51. cACetificate

a. The cACertificate attribute of a CA's directory entry shall be used to store self-issued
certificates (if any) and certificates issued to this CA by CAsin the same realm as this CA.

b. The definition of realm is purely a matter of local policy.
c. Thisattribute is defined in X.5009.

52. certificateRevocationList

a. The certificateRevocationList attribute value is a time-stamped list of the certificates
the Certification Authority issued which have been revoked.

b. Thisattribute is defined in X.509.
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53. cognizantAuthority

a. The cognizantAuthority attribute value indicates the administrator for an ACP
127/JANAP 128 collective.

b. This attribute is defined in this ACP.
54, commonName

a. A commonName attribute value is an identifier of a person, role, or other object. A
Common Name is not necessarily part of a directory name although this attribute is used in
naming in the Allied Directory DIT. A Common Name is a (possibly ambiguous) name by
which the object is commonly known in some limited scope (such as an organization) and
conforms to the naming conventions of the country or culture with which it is associated. For
example:

commonName = “Eisenhower, Dwight”
commonName = “Divisiona Commander”
commonName = “High Speed Modem”

b. Any variants associated with the named object are separate and alternative attribute
values (i.e., the commonName attribute is multi-valued in the object’s entry).

c. Thisattribute is defined in X.520.

55. community

a. The community attribute value indicates whether an object belongs to the GENSER
(R) or SI (Y) community or both (R/Y).

b. This attribute is defined in this ACP.

56. copyMember

a. The copyMember attribute value specifies a group of names associated with the
object represented by the directory entry. In an Address List Ed. A directory entry, this attribute
indicates the “copy” or “info” members of the list as opposed to “primary” or “action” members.

b. This attribute is defined in this ACP.

57. countryName

a. The countryName attribute value specifies a country. When used as a component of a
directory name, it identifies the country in which the named object is physically located or with
which it is associated in some other important way.

b. This attribute is defined in X.520.
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58. crossCertificatePair

a Theforward elements of the crossCertificatePair attribute of a CA's directory entry
shall be used to store all, except self-issued certificates issued to this CA. Optionally, the reverse
elements of the crossCertificatePair attribute, of a CA's directory entry may contain a subset of
certificates issued by this CA to other CAs. When both the forward and the reverse elements are
present in a single attribute value, issuer name in one certificate shall match the subject name in
the other and vice versa, and the subject public key in one certificate shall be capable of
verifying the digital signature on the other certificate and vice versa.

b. When areverse element is present, the forward element value and the reverse element
value need not be stored in the same attribute value; in other words, they can be stored in either a
single attribute value or two attribute values.

c. Inthecase of V3 certificates, none of the above CA certificates shall include a
basi cConstraints extension with the cA vaue set to FALSE.

d. The definition of realm is purely a matter of local policy.
e. Thisattribute is defined in X.509 (1997).
59.  decUKMs

a. The decUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiality algorithms for the month of December.

b. This attribute is defined in this ACP.

60. deltaRevocationList

a. The deltaRevocationList attribute value is a partia certificateRevocationList (CRL)
indicating only changes since the prior CRL issue.

b. Thisattribute is defined in X.509 (1997).

61.  deployed

a. The deployed attribute value contains distinguished names of other directory entries
that represent the same real world object in the field. See the garrison attribute.

b. This attribute is defined in this ACP.

62. description

a. The description attribute value specifies a text string which describes the associated
object.

b. Thisattribute is defined in X.520.
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63. destinationl ndicator

a. Thedestinationindicator attribute value specifies (in accordance with CCITT
Recommendation F.1 and CCITT Recommendation F.31) the country and city associated with
the object (the addressee) in order to provide the Public Telegram Service.

b. This attribute is defined in X.520.

64. distinquishedName

a. The distinguishedName attribute type is the attribute supertype from which attribute
types, that specify the (directory) name of an object, are formed. The attributesin Common
Content that are subtypes of distinguishedName are: administrator, aigsExpanded, deployed,
garrison, guard, member, mhs-dl-related-lists, mhs-message-store-dn, owner, roleOccupant, and
seeAlso.

b. This attribute is defined in X.520.

65. distributionCodeAction

a. The distributionCodeAction attribute values identify the distribution codes (including
Subject Indicator Codes (SICs)) for which an organization, person, or role handles messages for
action.

b. Thisattribute is defined in this ACP.

66. distributionCodelnfo

a. ThedistributionCodel nfo attribute values identify the distribution codes (including
SICs) for which an organization, person, or role handles messages for information.

b. This attribute is defined in this ACP.

67. dnQualifier

a. ThednQualifier attribute value is used as part of a RDN to distinguish between
directory entries for different objects..

b. This attribute is defined in X.520.
68. dualRoute

a. The dualRoute attribute value indicates whether delivery of messages for an
organization to both the home and deployed sitesis required. If set to TRUE, dual delivery is
required.

b. This attribute is defined in this ACP.
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69. effectiveDate

a. The effectiveDate attribute value indicates when the directory entry is to become
valid.

b. This attribute is defined in this ACP.

70. enhancedSearchGuide

The enhancedSearchGuide attribute is defined in X.520, but is not used to meet Allied
Directory requirements.

71. entryClassification

a. TheentryClassification attribute value indicates the classification of the directory
entry that contains this attribute. The possible values are: unmarked, unclassified, restricted,
confidential, secret, and top secret.

b. This attribute is defined in this ACP.

72. expirationDate

a. The expirationDate attribute value indicates the time at which the directory entry
becomes invalid.

b. This attribute is defined in this ACP.

73. facsimileT elephoneNumber

a. The facamileTelephoneNumber attribute value specifies a telephone number for a
facsimile terminal (and optionally its parameters) associated with the object represented by the
directory entry.

b. An attribute value for the facsimileTelephoneNumber is a string that complies with
the internationally agreed format for showing international telephone numbers, CCITT
Recommendation E.123 (e.g., “+81 3 347 7418") and an optional bit string (formatted according
to CCITT Recommendation T.30).

c. Thisattribute is defined in X.520.
74. febUKMs

a. ThefebUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiality algorithms for the month of February.

b. Thisattribute is defined in this ACP.
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75. garrison

a. The garrison attribute value contains distinguished names of other directory entries
that represent the same real world object in garrison. See the deployed attribute.

b. This attribute is defined in this ACP.

76. gateway Type

a. The gatewayType attribute value is used to indicate the trandations a messaging
gateway is capable of performing. The trandations that can be indicated are:

acpl20-acpl27-gateway
acpl20-janapl28-gateway
acpl120-mhs-gateway
acp120-mmhs-gateway
acpl20-rfc822-gateway
boundary MTA
mmhs-mhs-gateway
mmhs-rfc822-gateway
mta-acpl27-gateway
b. Thisattribute is defined in this ACP.
c. For the ACP120-acpl27 trandation, the messaging gateway performs the changes
that are necessary to exchange messages between an acpl120 organization and an acpl27
organization.

77. generationQualifier

The generationQualifier attribute is defined in X.520, but is not used to meet Allied
Directory requirements.

78. ghpType

a. The ghpType attribute value is used to indicate the gateway handling policy of an
mta-acpl27-gateway defined in STANAG 4406.

b. Thisattribute is defined in this ACP.
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79. givenName

The givenName attribute is defined in X.520, but is not used to meet Allied Directory
requirements.

80.  guard
a. The guard attribute value indicates the Name(s) of the Guard Gateway.
b. Thisattribute is defined in this ACP.
81.  host
a. The host attribute value gives an identifier for a host computer.
b. This attribute is defined in the COSINE and Internet X.500 Schema, RFC 1274.

82.  hostOrgACP127

a. The hostOrgACP127 attribute value of atenant PLA identifies the PLA for the
organization which accepts traffic for a tenant.

b. Thisattribute is defined in this ACP.
83. housel dentifier

The houseldentifier attribute is defined in X.520, but is not used to meet Allied Directory
requirements.

84. infoAddressees

a  The infoAddressees attribute value of an ACP 127/JANAP 128 collective contains
the list of information addressees of the collective.

b. This attribute is defined in this ACP.

85. initials

The initials attribute is defined in X.520, but is not used to meet Allied Directory
requirements.

86. international | SDNNumber

a. Theinternationall SDNNumber attribute value specifies an International Integrated
Services Digital Network (ISDN) Number associated with (the object represented by) the
directory entry.

b. An attribute value for internationallSDNNumber is a string which complies with the
internationally agreed format for ISDN addresses given in CCITT Recommendation E.164.
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c. Thisattribute is defined in X.520.

87. [anUKMs

a ThejanUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiality algorithms for the month of January.

b. Thisattribute is defined in this ACP.

88. [JUUKMs

a. ThejulUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiaity algorithms for the month of July.

b. Thisattribute is defined in this ACP.

89. [JunUKMs

a. ThejunUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiality algorithms for the month of June.

b. Thisattribute is defined in this ACP.

0. know!edgel nformation

a. The knowledgel nformation attribute value specifies a human readable description of
knowledge mastered by a specific DSA.

b. Thisattribute is defined in X.520 but has been superseded by operational knowledge
attributes defined in the 1993 edition of the standard. (See 196 b and 198 b in this annex.)

o1. lastRecapDate

a. The lastRecapDate attribute value indicates when a list was last recapped or
validated.

b. Thisattribute is defined in this ACP.
92.  listPointer

a. The listPointer attribute value is used to point to Address List Ed. A directory entries
which might have to be modified if the entry containing this attribute is modified. It isintended
to be used to maintain data consistency in the DIB.

b. This attribute is defined in this ACP.
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93. Imf

a. Thelmf (Language and Media Format) attribute value indicates the language and
media format that can be accepted between the two communicating end-systems. Possible
values include:

T tape
A ASCII (American Standard Code for Information Interchange)
C card, etc.

b. Thisattribute is defined in this ACP.

9. localityName

a. ThelocalityName attribute value identifies a geographical area or locality in which
the object represented by the directory entry is physically located or with which the object is
associated in some other important way.

b. Thisattribute is defined in X.520.

95. longTitle
a. ThelongTitle attribute value is the expanded form of an organization’s PLA.
b. This attribute is defined in this ACP.

96. mailDomains

a. The mallDomains attribute value is a string, which provides information on the
domains that the messaging gateway will bridge.

b. Thisattribute is defined in this ACP.
97. marUKMs

a  The marUKMs attribute value is used in the construction of sdected CCEB
symmetric confidentiality algorithms for the month of March.

b. Thisattribute is defined in this ACP.

98. mayUKMs

a. The mayUKMs attribute value is used in the construction of selected CCEB
symmetric confidentiality algorithms for the month of May.

b. This attribute is defined in this ACP.
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99. member

a.  The member attribute value specifies a group of names associated with the object
represented by the directory entry. Inan Address List Ed. A directory entry, this attribute
indicates the “primary” or “action” members of the list as opposed to “copy” or “info” members.

b. This attribute is defined in X.520.

100. mhs-acceptable-eits

a. The mhs-acceptable-eits attribute value identifies a set of encoded information types
(EITs) for messages. The user or distribution list, represented by the directory entry, will accept
delivery of or expand a message in which any one of these EITs s present.

b. Thisattribute is defined in X.402.

101. mhs-deliverable-classes

a The mhs-deliverable-classes attribute value identifies the classes of messages whose
delivery a UA, represented by the directory entry, will accept.

b. Thisattribute is defined in X.402.

102. mhs-deliverable-content-types

a. The mhs-deliverable-content-types attribute values identify the content types of the
messages Whose delivery the user, represented by the directory entry, will accept.

b. This attribute is defined in X.402.

103. mhs-dl-archive-service

a. The mhs-dl-archive-service attribute value identifies a service from which a user may
request copies of messages previoudly distributed by the address list represented by the directory
entry.

b. This attribute is defined in X.402.

104. mhs-dl-members

a. The mhs-dlI-members attribute value is an OR-name which identifies a member of the
DL. This attribute may have multiple values each of which identifies one member of the DL.
When a DL is expanded, each of the values of this attribute becomes a recipient of the message.

b. This attribute is defined in X.402.
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105. mhs-di-policy

a. The mhs-dl-policy attribute value identifies the choice of policy options to be applied
when expanding the address list represented by the directory entry.

b. Thisattribute is defined in X.402.

106. mhs-dl-related-lists

a. The mhs-dl-related-lists attribute value identifies other address lists which are, in
some unspecified way, related to the address list represented by the directory entry.

b. This attribute is defined in X.402.

107. mhs-dl-submit-permissions

a.  The mhs-dl-submit-permissions attribute values identify the users and address lists
that may submit messages to the address list represented by the directory entry.

b. This attribute is defined in X.402.

108. mhs-dl-subscription-service

a.  The mhs-dl-subscription-service attribute value identifies a service of which a user
may request changes to the membership of the address list represented by the directory entry,
(e.g., for a user to request to be added to the address list).

b. Thisattribute is defined in X.402.

109. mhs-exclusively-acceptable-aits

a. The mhs-exclusively-acceptable-eits attribute value identifies a set of EITs for
messages. The user or distribution list, represented by the directory entry, will accept delivery of
or expand a message in which all of these EITs is present.

b. This attribute is defined in X.402.

110. mhs-maximum-content-length

a.  The mhs-maximum-content-length attribute value identifies the maximum content
length of the messages that can be handled by the object represented by the directory entry. The
object is a user to whom the message would be delivered, an address list for which expansion
would be performed on the message, or an MTA to which the message would be acceptable.

b. This attribute is defined in X.402.
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111. mhs-message-store-dn

a.  The mhs-message-store-dn attribute value identifies by directory name the message
store of the user represented by the directory entry.

b. Thisattribute is defined in X.402.

112. mhs-or-addresses

a. The mhs-or-addresses attribute values specify the O/R addresses of the user or
address list represented by the directory entry.

b. This attribute is defined in X.402.

113. mhs-or-addresses-with-capabilities

a. The mhs-or-addresses-with-capabilities attribute values specify the O/R addresses and
the messaging capabilities associated with each address of the user or address list represented by
the directory entry.

b. Recognized security labels are identified in ACP 123.

c. Information about availability and nationality will be included in the description.
If the address is served by aforeign nation, the International Organization for Standardization
3166 code of the country shall be entered first.

d. If an OR-addressis not operational on a 24 by 7 basis, the normal daily schedule shall
be given in start and stop times for each day of operation. Planned down time also shall be given
in start and stop time.

e. Thisattribute is defined in X.402.

114. mhs-supported-attributes

a. The mhs-supported-attributes attribute values identify the attributes the message
store, represented by the directory entry, fully supports.

b. Thisattribute is defined in X.402.

115. mhs-supported-automatic-actions

a.  The mhs-supported-automatic-actions attribute values identify the automatic actions
that the message store, represented by the directory entry, supports.

b. This attribute is defined in X.402.
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116. mhs-supported-content-types

a.  The mhs-supported-content-types attribute values identify the content types of the
messages whose syntax and semantics the message store, represented by the directory entry,
supports.

b. This attribute is defined in X.402.

117. mhs-supported-matching-rules

a. The mhs-supported-matching-rules attribute values identify the matching rules the
message store, represented by the directory entry, fully supports.

b. This attribute is defined in X.402.

118. mhs-unacceptable-eits

a. The mhs-undeliverable-eits attribute value identifies the encoded information types of
a message which would make a user not accept delivery, or which would prevent an address list
from doing expansion on the message. The absence of this attribute indicates that there are no
ElITs which are unacceptable. The presence of the special value “id-eit-all” indicates that al
ElTs are unacceptable except for those EITs identified by the mhs-acceptable-eits or
mhs-exclusively-acceptable-eits attribute.

b. Thisattribute is defined in X.402.

119. militaryFacsimileNumber

a. The militaryFacsimileNumber attribute value identifies a military facsimile number,
such as a Defense Switched Network (DSN) number or Defence Fixed Telecommunications
Service (DFTS) number, which is associated with the object represented by the directory entry.

b. Thisattribute is a subtype of aCPTelephoneFaxNumber. An example of a
militaryFacsimileNumber value is “DFTS, 555 1111 ext 25”.

c. Thisattribute is defined in this ACP.

120. militaryTelephoneNumber

a. The militaryTelephoneNumber attribute value identifies a military telephone number,
such as a DSN number, which is associated with the object represented by the directory entry.

b. Thisattribute is a subtype of aCPTelephoneFaxNumber. An example of a
military TelephoneNumber value is “DSN, 555-333".

c. Thisattribute is defined in this ACP.
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121. minimize

a.  The minimize attribute value indicates whether an organization, person, or role,
represented by the directory entry, is under the MINIMIZE condition. If so, the message
originators are responsible for not sending unnecessary messages to the recipient.

b. Thisattribute is defined in this ACP.
c. Currently, the minimize attribute is not employed.

122. minimizeOverride

a. The minimizeOverride attribute value is used by the Message Conversion System
(MCY) to determine whether the MINIMIZE condition will be enforced when a message is
originated by this PLA. If the value is FALSE, override does not occur and MINIMIZE is
enforced. If thevalueis TRUE, MINIMIZE is not enforced.

b. Thisattribute is defined in this ACP.
c. Currently, the minimizeOverride attribute is not employed.
123. name

a. The name attribute type is the attribute supertype from which string attribute types
used for naming are formed. The attributes in Common Content that are subtypes of name are:
commonName, surname, countryName, localityName, nationality, stateOrProvinceName,
organizationName, organizational UnitName, plaNameACP127, plasServed, and title.

b. This attribute is defined in X.520.

124. nameClassification

a. The nameClassification attribute value indicates the security classification of the
name of the directory entry itself.

b. Thisattribute is defined in this ACP.

125. nationality

a. The nationality attribute value names the country which "owns' an entity. For an
individual, it would be the nationality of the person. The standard Country Name attribute is
used to denote the location of the entity.

b. Thisattribute is defined in this ACP.
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126. networkDN

a. The networkDN attribute value contains the full DN of a network and may be used to
reference the entry for the network from another entry (e.g., used in the Network Instructions
Ed. B entry to reference the entry for the accessed network).

b. Thisattribute is defined in this ACP.

127. networkSchema

a. The networkSchema attribute value is a graphical representation of a network. It
describes the structure of the network and details any rules associated with that network.

b. Thisattribute is defined in this ACP. Note that this attribute is replaced by the
aCPNetworkSchemaEdB attribute.

128. novUKMs

a  The novUKMs attribute value is used in the construction of selected CCEB
symmetric confidentiality algorithms for the month of November.

b. This attribute is defined in this ACP.
129. octUKMs

a. The octUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiality algorithms for the month of October.

b. Thisattribute is defined in this ACP.

130. onSupported

a. The onSupported attribute value indicates the types of notifications, besides MHS
notifications, generated by an mta-acp127-gateway type of gateway. The gateway may generate
all or none of the notifications. If the attribute is absent, the gateway does none of the
notifications.

b. This attribute is defined in this ACP.

131. operationName

a. The operationName attribute value is the name of an official military operation. For
example, when used in the definition of a network (i.e., in a Network directory entry), it could be
the TURQUOI SE operation which develops a RITA network.

b. Thisattribute is defined in this ACP.
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132. organizationalUnitName

a. The organizationalUnitName attribute value specifies an organizational unit. When
used as a component of a directory name, it identifies an organizational unit with which the
named directory entry is affiliated. The designated organizational unit is understood to be part of
an organization designated by an organizationName attribute value. It follows that, if an
organizationalUnitName attribute value is used in a directory name, it must be associated with an
organizationName attribute value.

b. An attribute value for organizationalUnitName is a string chosen by the organization
of which it is part (e.g., OU = “Technology Divison”). Note that the commonly used
abbreviation “TD” would be a separate and alternative attribute value. Example: O = “Scottel”,
ou =“TD".

c. Thisattribute is defined in X.520.

133. organizationName

a. The organizationName attribute type value identifies an organization. When used as
a component of a directory name, it identifies an organization with which the named directory
entry is affiliated.

b. An attribute value for organizationName is a string chosen by the organization (e.g. O
= “Scottish Telecommunications plc”). Any variants should be associated with the named
organization as separate and additional attribute values.

c. Thisattribute is defined in X.520.
134. owner

a. The owner attribute value specifies the name of some object which has some
responsibility for the directory entry that contains this attribute. An attribute value for owner isa
distinguished name (which could represent a group of names) and can have severa values.

b. This attribute is defined in X.520.

135. physicaDdiveryOfficeName

a. The physica DeliveryOfficeName attribute value specifies the name of the city,
village, etc. where the physical delivery office, that serves the object represented by the directory
entry, is situated. An attribute value for physicalDeliveryOfficeName is a string.

b. Thisattribute is defined in X.520.
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136. plaAddressees

a  The plaAddressees attribute value of an ACP 127/JANAP 128 collective contains the
list of action and information addressees of the collective. It isused for some types of collectives
instead of separating action and information addressees.

b. Thisattribute is defined in this ACP.

137. plaNameACP127

a. The plaNameACP127 attribute value is the object’ s (represented by the directory
entry) ACP 127/JANAP 128 plain language address. A PLA is sometimes called the Signd
Message Address or registered PLA. The long form of the PLA name is represented in the ACP
133 by the longTitle attribute.

b. This attribute is defined in this ACP.

138. plaReplace

a. The plaReplace attribute value is used by ACP 127/JANAP 128. When an “alternate
spelling” PLA is addressed on a message, the MCS will ook at the value of this attribute in the
PLA’sdirectory entry. If set, the alternate spelling on the message will be replaced with the
“primary” or correct spelling. (Each alternate spelling has a pointer to the primary PLA.)

b. Thisattribute is defined in this ACP.

139. plasServed
a. The plasServed attribute value is alist of the PLASs accessible through a gateway.
b. Thisattribute is defined in this ACP.

140. positionNumber

a. The position number attribute value is used by government and Defense agencies to
identify uniquely each individual’s position, and possibly role and duties, within the
organi zation.

b. Thisattribute is defined in this ACP.

141. postalAddress

a. The postal Address attribute value is the address information required for the physical
delivery of postal messages by the postal authority to the object represented by the directory
entry. An attribute value for Postal Address will typically be composed of selected attributes
from the MHS Unformatted Postal O/R Address version 1 according to CCITT Recommendation
F.401 and limited to 6 lines of 30 characters each, including a Postal Country Name. Normally,
the information contained in such an address could include an addressee’ s name, street address,
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city, state or province, postal code and possibly a Post Office Box number depending on the
specific requirements of the object.

b. Thisattribute is defined in X.520.
142. postalCode

a. The postal Code attribute value specifies the postal code of the object represented by
the directory entry. If this attribute value is present it will be part of the object’s postal address.

b. Thisattribute is defined in X.520.

143. postOfficeBox

a. The postOfficeBox attribute value is the identifier of the Post Office Box at which the
object, represented by the directory entry, receives physical postal delivery. If present, the
attribute value is part of the object's postal address.

b. Thisattribute is defined in X.520.

144. preferredDdiveryMethod

a. The preferredDeliveryMethod attribute value indicates the priority order regarding
the method to be used for communicating with the object represented by the directory entry. The
possible methods that may be indicated in a value of this attribute are:

any-delivery-method,
mhs-delivery,
physical-delivery,
telex-delivery,
teletex-delivery,
g3-facsmile-delivery,
g4-facsimile-delivery,
iab-terminal-delivery,
videotex-delivery,
telephone-delivery

b. This attribute is defined in X.520.
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145. presentationAddress

a. The presentationAddress attribute val ue specifies a presentation address associated
with an application entity object, represented by the directory entry.

b. Thisattribute is defined in X.520.

146. primarySpel lingACP127

a. The primarySpellingACP127 attribute value of an Alternate Spelling PLA directory
entry is the object’s correct PLA spelling.

b. Thisattribute is defined in this ACP.

147. proprietaryMailboxes

a. The proprietaryMailboxes attribute value identifies a mail box identifier that can be
used to address mail within the local proprietary domain, such as cc:mail.

b. This attribute is defined in this ACP.

148. protocollnformation

a. The protocol Information attribute value indicates the associated protocol information
for each network address in the presentationAddress attribute.

b. This attribute is defined in X.520.
149. publish

a. The publish attribute value indicates whether this PLA should be published in the
Message Address Directory or the ACP 117. Access controls may be set based on this attribute.

b. This attribute is defined in this ACP.
150. rak

a. Thevaue of the rank attribute type contains the military or civilian rank of an
individual such as Major or civilian grade.

b. This attribute is defined in this ACP.

151. recapDueDate

a. The recapDueDate attribute value indicates when alist is expected to be recapped or
validated.

b. Thisattribute is defined in this ACP.
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152. reqgisteredAddress

a. The registeredAddress attribute value is a mnemonic for an address associated with
an object at a particular city location. The mnemonic is registered in the country in which the
city islocated and is used in the provision of the Public Telegram Service (according to CCITT
Recommendation F.1).

b. This attribute is defined in X.520.

153. releaseAuthorityName

a. ThereleaseAuthorityName attribute value is a relative distinguished name of a
release authority for an organization.

b. This attribute is defined in this ACP.
154. remarks

a  The remarks attribute value is textual information associated with a PLA’s directory
entry. These remarks may be instructions rather than a description of the entity.

b. This attribute is defined in this ACP.
155. rfc822Mailbox

a. Therfc822Mailbox attribute value is an electronic mailbox identifier following the
syntax in RFC 822. An example for a user on a military network is "user@host.Servicemil”.

b. Thisattribute is defined in the COSINE/Internet schema, RFC 1274.

156. 1l

a. Therl (Routing Indicator) attribute value is the information mapped to in ACP
127/JANAP 128 from auser’s PLA name. Users are named by their PLA names and delivered
to by their routing indicator values, analogous to Directory Names and O/R Addresses for X.400
users.

b. This attribute is defined in this ACP.

157. rlClassification

a. TherlClassification attribute value indicates the highest classification of data allowed
to be processed by a specified device.

b. Thisattribute is defined in this ACP.
158. rlinfo

a. Therlinfo attribute value is RI values with the associated properties of each RI.
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b. This attribute is defined in this ACP.

159. roleOccupant

a. The roleOccupant attribute value is the distinguished name of a directory entry that
represents the person or organizational unit who fulfills an organizational role.

b. Thisattribute is defined in X.520.
160. roomNumber

a  TheroomNumber attribute value identifies a room number.

b. Thisattribute is defined in the COSINE/Internet schema, RFC 1274.
161. searchGuide

a. The searchGuide attribute value specifies suggested search criteria which may be
included in some entries expected to be convenient base-objects for search operations, e.g.,
Country or Organization.

b. Search criteria consist of an optional identifier for the type of object sought and
combinations of attribute types and logical operators to be used in the construction of afilter. It
is possible to specify for each search criteria item the matching level, e.g., approximate match.

c. The searchGuide attribute value may have multiple values to reflect the various types
of requests, e.g., search for a Residential Person or an Organizational Person, which may be
fulfilled from the directory entry where the Search Guide is read.

d. Thisattribute is defined in X.520.

162. secondPartyAddressees

a. The secondPartyAddressees attribute value is alist of second party action PLAS.
b. Thisattribute is defined in this ACP.
163. section

a. The section attribute value is set to TRUE if the receiving PLA requires message
sectioning to be performed. Thisis required to transition users with slow-speed terminals.

b. Thisattribute is defined in this ACP.

164. secureFacsimileNumber

a  The secureFacsimileNumber attribute value is a facsmile number that is used for
secure communication with the object represented by the directory entry.
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b. Thisattribute is a subtype of aCPTelephoneFaxNumber. An example of a
secureFacsimileNumber value is “DSN, 555-333".

c. Thisattribute is defined in this ACP.

165. secureT e ephoneNumber

a. The secureTelephoneNumber attribute value is a telephone number of a secure
device, suchas STU Il or STU lll, that is used for secure communication with the object
represented by the directory entry.

b. Thisattribute is a subtype of aCPTelephoneFaxNumber. An example of a
secureTelephoneNumber value is “PSTN, +1 555 222, STU 1117

c. Thisattribute is defined in this ACP.
166. seeAlso

a.  The seeAlso attribute value contains distinguished names of other directory entries
which may be other aspects (in some sense) of the same real world object. For example, an
Organizational Person Ed. B directory entry may include the distinguished names of the
Organizational Role Ed. B directory entries which designate the organizational person asarole
occupant. See paragraph 310 in Chapter 3 of this ACP.

b. Thisattribute is defined in X.520.

167. sepUKMs

a. The sepUKMs attribute value is used in the construction of selected CCEB symmetric
confidentiality algorithms for the month of September.

b. This attribute is defined in this ACP.
168. seriaNumber

a. The seria Number attribute value specifies an identifier, the serial number, of a
device.

b. This attribute is defined in X.520.

169. serviceNumber

a. The serviceNumber attribute value is the staff identifier number used by government
and defense agencies for purposes such as payroll references, medical records, human resources,
and duty rosters.

b. This attribute is defined in this ACP.
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170. serviceOrAgency

a. The serviceOrAgency attribute value is an identifier of the Service or agency to
which the PLA belongs.

b. This attribute is defined in this ACP.
171. sHD

a. The sHD (specialHandlingDesignator) attribute value is a string containing the
specia handling designator which an entity, address, or routing indicator can support.

b. Thisattribute is defined in this ACP.
172. shortTitle

a. The shortTitle attribute value is a PLA name used for Signa Intelligence (SIGINT)
related communications.

b. This attribute is defined in this ACP.
173. sigad

a. Thesigad (SIGINT Address) attribute value is a PLA name used for sensitive
SIGINT related communications.

b. Thisattribute is defined in this ACP.

174.  spot
a. The spot attribute value identifies a special project address list or collective.
b. Thisattribute is defined in this ACP.

175. sateOrProvinceName

a. The stateOrProvinceName attribute value indicates a state or province. When used as
a component of a directory name, it identifies a geographical subdivision in which the object,
represented by the directory entry, is physically located or with which the object is associated in
some other important way.

b. This attribute is defined in X.520.
176. streetAddress

a. The streetAddress attribute value specifies a site for the local distribution and
physical delivery in a postal address, i.e., the street name, place, avenue, and house number.
When used as a component of a directory name, it identifies the street address at which the
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object, represented by the directory entry, is located or with which the object is associated in
some other important way.

b. This attribute is defined in X.520.

177. supportedAlgorithms

a. The supportedAlgorithms attribute value is used to list the algorithms supported by
the user.

b. Thisattribute is defined in X.509.

178. supportedApplicationContext

a. The supportedApplicationContext attribute value is the object identifier(s) of an
application context(s) that the object (an OSI application entity) supports.

b. Thisattribute is defined in X.520.
179. surname

a. The surname attribute value is the linguistic construct which normally is inherited by
an individual from the individual’ s parent or assumed by marriage, and by which the individual
is commonly known.

b. Thisattribute is defined in X.520.
180. tARE

a ThetARE (Telegraph Automatic Relay Equipment) attribute value is a flag that
specifies delivery responsibility for a message that is received by an intermediary. Theflagis set
in the directory entry for the intended recipient.

b. Thisattribute is defined in this ACP.
181. tCC

a. ThetCC (Transmission Control Code) attribute value specifies a message handling
instruction used in the routing indicator.

b. Thisattribute is defined in this ACP.
182. tCCG

a. ThetCCG (Transmission Control Code Group) attribute value specifies a group of
message handling instructions used in the routing indicator.

b. Thisattribute is defined in this ACP.
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183. telephoneNumber

a. The telephoneNumber attribute value specifies a number for a telephone (and
optionally its parameters) associated with the object represented by the directory entry.

b. An attribute value for telephoneNumber is a string that complies with the
internationally agreed format for showing international telephone numbers, CCITT
Recommendations E.123 (e.g., “+44 582 10101").

c. Anextension should be indicated by writing the nationally used word or abbreviation
for “extension” immediately after the telephone number, followed by the extension number
itself. For example: “+22 607 123 4567 ext. 876.”

d. Thisattribute is defined in X.520.

184. teletexTerminalldentifier

a. TheteletexTerminalldentifier attribute value is the Teletex terminal identifier (and,
optionally, parameters) for ateletex terminal associated with the object represented by the
directory entry.

b. An attribute value for teletexTerminalldentifier is a string which complies with
CCITT recommendation F.200 and an optional set whose components are determined according
to CCITT recommendation T.62.

c. Thisattribute is defined in X.520.
185. telexNumber

a. ThetedlexNumber attribute value is the telex number, country code, and answerback
code of atelex terminal associated with the object represented by the directory entry.

b. This attribute is defined in X.520.
186. title

a. Thetitle attribute value is the designated position or function of the object,
represented by the directory entry, within an organization, e.g., Company Clerk.

b. This attribute is defined in X.520.
187. transferStation

a. ThetransferStation attribute value indicates whether a message for the entity should
be sent to a communications processing and routing system, called atransfer station. For
example, a Naval Communications Processing and Routing System (NAVCOMPARYS) isa
transfer station. If this attribute is TRUE, traffic should be routed to a transfer station.

b. Thisattribute is defined in this ACP.
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188. tRC

a ThetRC (Transmission Release Code) attribute value is the classification of data used
in the routing indicator. Possible values include:

A Austrdia
B British Commonwealth less Canada, Australia, and New Zealand
Canada

uS

X Cc O

Belgium, Denmark, France, Germany, Greece, Italy, Netherlands, Norway,
Portugal, Turkey, NATO

Z New Zedand
b. This attribute is defined in this ACP.

189. uniqueldentifier

The uniqueldentifier attribute is defined in X.520, but is not used to meet Allied
Directory requirements.

190. uniqueMember

The uniqueMember attribute is defined in X.520, but is not used to meet Allied Directory
requirements.

191. usdConversion

a. The usdConversion attribute value is an organizational address that is used when
other types of address are not appropriate.

b. This attribute is defined in this ACP.
192. userCertificate

a. The userCertificate attribute contains the public keys of a user, together with some
other information, rendered unforgeable by encipherment with the private key of the certification
of the certification authority that issued it.

b. Thisattribute is defined in X.509.
193. userPassword

a. A userPassword attribute value is the password used for ssimple authentication of the
object represented by the directory entry.
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b. Thisattribute is defined in X.509.
194. x121Address

a. The X.121 Address attribute value is an address, as defined by ITU-T
Recommendation X.121, that is associated with the object represented by the directory entry.

b. This attribute is defined in X.520.
195. Useful

The following paragraphs define attributes that may be useful, but are not part of the
Common Content.

a  hoursOfOperation

(2) A value of the hoursOf Operation attribute contains the scheduled hours of
operation of an organizationa unit.

(2) This attribute is defined in this ACP.

b. jpegPhoto

(1) A vaue of the jpegPhoto attribute is a JPEG image in the JPEG File Interchange
Format (JFIF).

(2) This attribute is defined in the inetOrgPerson Internet-Draft..

c. militaryPostalAddress

(1) A value of the militaryPostal Address attribute is an address assigned by a military
authority and used by military postal services.

(2) This attribute is defined in this ACP.
d. visitorAddress

(2) A vaue of the visitorAddress attribute describes an address for visitors who want
to access asite. It may also be used if the postal address is different from the physical address.

(2) This attribute is defined in this ACP.
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SECTION X

DIRECTORY SYSTEM SCHEMA

196. Genera

a. This subsection lists the information required for the Directory to know how to
operate correctly. It specifies the type of information that is required in the Directory System
Schema. The Directory System Schema consists of:

definition of subentry object classes
definition of Directory operational attributes

b. The Directory System Schema s distributed. Each administrative authority
establishes the part of the system schema that will apply for those portions of the DIB
administered by the authority. Each DSA participating in a directory system requires a full
knowledge of the system schema established by its administrative authority. The Directory
System Schemais not regulated by DIT structure or content rules and is normally viewed and
controlled by the Directory Administrator or the DSA itself.

197. Standard Subentry Object Classes

The following subentry object classes are defined by X.501 and shall be supported by the
ACP 133 Directory.

a. The subentry object class supports the Administrative and Operational Information
Model of the Directory. The subentry object class is used to define the name and subtree for an
access control, collective attribute, or subschema subentry of an administrative point.

b. The accessControl Subentry object class contains precisely one prescriptive Access
Control Information attribute which contains access control information applicable to directory
entries within that subentry’ s scope.

c. The collectiveAttributeSubentry shall contain at least one collective attribute which is
available for interrogation and filtering at every entry within the scope of the subentry’s Subtree
Specification attribute.

d. The subschema object classis used to contain the operational attributes that represent
the policy parameters used to express subschema policies (schema publication). The attributes
include the rules and constraints concerning DIT structure, DIT content, object classes and
attribute types, syntaxes, and matching rules which characterize the DIB.

198. Standard Operational Attributes

Operational attributes defined by X.500 and cited in this paragraph shall be supported by
the ACP 133 Directory. The definition of an operational attribute includes a specification of the
way in which the Directory uses and manages the attribute in the course of its operation. There
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are two varieties of operational attribute: Directory operational attributes and DSA Specific
Entry (DSE) operational attributes. Directory operational attributes occur in the Directory
information model and are used to represent control information or other information provided
by the Directory. DSE operational attributes are further categorized into two: DSA-shared
operational attribute and DSA-specific operationa attribute. They occur only in the DSA
information model and are not visible at all in the Directory Information model.

a. Directory Operational Attributes

(1) The subtreeSpecification attribute shall be supported by the ACP 133 Directory.
It supports the administrative and operational information model and is used to specify the scope
of asubentry or area of replication. It isalso used to regulate the subentries permitted to be
subordinate to an administrative entry such as access control or collective attribute subentries.

(2) The administrativeRole attribute shall be supported by the ACP 133 Directory. It
supports the administrative model and is used to indicate the role or roles of an administrative
entry. The attribute may be stored in one or more of the following administrative points:

Autonomous Administrative Point

Access Control Administrative Point

Access Control Inner Administrative Point
Subschema Administrative Point

Collective Attribute Administrative Point
Collective Attribute Inner Administrative Point

(3) The attributes below, which may be contained in an entry or subentry, support
general administrative and operational requirements. These attributes shall be supported by the
ACP 133 Directory. All DSAs which conform to this ACP shall automatically provide date/time
of creation/modification and creatorsymodifiers name on directory add and modify operations.
Replication requires the use of createTimestamp and modifyTimestamp. The creatorsName and
modifiersName are desirable for audit purposes.

createTimestamp
modifyTimestamp
creatorsName

modifiersName

(4) The collectiveExclusions attribute allows particular collective attributes to be
excluded from an entry and shall be supported.
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(5) The following attributes are used by the Security Model of the Directory and shall
be supported:

accessControl Scheme,

prescriptiveACl (Basic or Simplified Access Control),
entryACl (Basic Access Contral),

subentryACI (Basic or Simplified Access Control)

(6) The accessControl Scheme indicates which access control model, such as, Basic
Access Control or Simplified Access Control, isin effect for an administrative area. It is placed
in the Administrative Entry for the corresponding Administrative Point. The prescriptiveACl
attribute is contained in an access control subentry. The entryACI, which may be used in Basic
Access Control, is an operational attribute of an entry or subentry and contains access control
information applicable to that entry. The subentryACI attribute is used in an administrative entry
to provide access control information for subentries of the administrative point.

b. DSA Specific Entry (DSE) Operational Attributes

(1) Each directory entry in the DSA also contains additional attributes beyond what
are visible to Directory administrator. The following attributes are operational attributes
contained in DSEs. These attributes are used by the DSA Information Model and shall be
supported by the ACP 133 Directory:

dseType

myA ccessPoint

superiork nowledge

specificknowledge

nonSpecifick nowledge

supplierKnowledge

consumerK nowledge

secondary Shadows

(2) The dseType indicates the role or roles of a DSE, such as entry, subentry, or

administrative point. The myAccessPoint attribute is an operational attribute used to represent
its own access point and is contained in the root DSE. The information may be used by the DOP
when establishing or modifying an operational binding. The superior, specific, and non-specific

knowledge attributes are used by the DSA to find access points of DSAs for a naming context.
The supplierK nowledge and consumerKnowledge attributes are used by the DSA to know the
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access points and shadowing agreement identifiers of areplicated area. They are managed by the
DSA itself. The secondaryShadows attribute is managed by the DSA itself and contains access
points of consumer DSAs which are engaged in secondary shadowing.

(3) A DSE may have only the user attributes, the operational attributes or both
depending on its role within the total DIB. Therefore, to identify an entry with its role and DIB
location and its effect in the scheme of the total (and possibly distributed and replicated) DIB, a
number of DSE entry types have been defined. Table B-50 defines the standard DSE types and
their purpose. The DSE types shall be supported by this ACP for al DSAs in accordance with
their definition.

Table B-55
DSE Types and Their Purpose

DSE Type Purpose

root Is the root of the DSA Information Tree.

glue Represents knowledge of a name only. Used to connect the fragments of
aDIT in shadowed copies, for example.

cp Is the context prefix of a naming context, the root of a subtree.

entry Holds an object entry, user information.

aias Holds an alias entry.

subr Holds areference to a DSA holding a portion of the DIT subordinate to
that in this DSA. Contains the context prefix of the subordinate.

nssr Holds a non-specific subordinate reference to a DSA that holds some
subordinate that is not named.

supr Holds a superior reference, a DSA which holds a naming context superior
in the DIT to all the naming contexts held by this DSA.

Xr Holds a cross reference to another DSA, used for optimization. Points
directly to a remote naming context.

admpoint Is an administrative point, the root vertex of an administrative area, a
subtree of the DIT whose entries are all administered by the same
Administrative Authority.

subentry A subentry that is located under an administrative point and contains
policy for access control, schema, and collective attributes.

shadow Holds a shadow copy of an entry or part of an entry. Set by the shadow
consumer.

immSupr Holds a reference to a naming context immediately superior to the
referencing one.

rhob Holds information about a superior administrative point or subentry
passed by a Relevant Hierarchical Operational Binding between DSAS.

sa Subordinate reference DSE points to an alias entry.
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199. Rulesfor DIT Schema Management

The following attributes specify the subschema policy and are contained in the
subschema subentry and shall be supported:

dITContentRules
dITStructureRules
matchingRules
attributeTypes
objectClasses
nameForms
matchingRuleUse
structural ObjectClass

governingStructureRule
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SECTION XI

NATIONAL DIRECTORY INFORMATION TREES

200. AusrdianDIT

Figure B-3 shows the military portion of the Australian DIT from the top through the first
level within the military subtree and the first level of the Army subtree. The remaining subtrees
and levels of the military subtree will be shown in the future.

Level 0 Root
Level 1 C=AU
to EDI users
as alias
Level 2 O=DoD
| |
OU=Exec
OU=FE ’
Level 3 (Higher Exec &
(Forces Exec) Minister)
Level 3
| | | | | I | | | |
OU=PLAs OU=0PS OU=Navy OU=Army OU=RAAF Ou=s-I OU=B-M OU=A-L OU=DSTO OU=EDI
Level 4 [ I I |
OU=0rganization OU=Tactical OU=Personnel OU=Location OU=Applications
Figure B-3

Australian Top-Level DIT
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Figure B-4 shows the military portion of the Canadian DIT from the top through the
beginning of the two military subtrees. The remaining levels of the military subtrees will be

shown in the future.

Root

OU=CSE-CST

OU=ND-DN

Figure B-4
Canadian Top-Level DIT
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Figure B-5 shows the military portion of the New Zealand's DIT from the top through the
beginning of the (two) military subtrees. The remaining levels of the military subtrees will be

shown in the future.

Root

O=NZGovt

OU=NZMOD

OU=NZDEF

Figure B-5
New Zealand Top-Level DIT
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203. United Kingdom DIT

Figure B-6 shows the military portion of the United Kingdom’'s DIT from the top through
the first level within the military subtree. The remaining levels of the military subtree will be
shown in the future.

Root

O=HMG Defence

OU=Army OU=RAF OU=MOD (PE) OU=MET aliasOU=various
OU=RN OuU=MOD OU=DERA OU=Registration CN=Role Name
Figure B-6

UK Top-Level DIT
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204. United StatesDIT

a. Top-Level

Figure B-7 shows the military portion of the United States' DIT from the top through
the first level within the military subtree. Inthe U.S. DIT, the military is represented by an
Organizational Unit Ed. B directory (OU=DaD) entry under the Organization Ed. B directory
entry that represents the U.S. government. The DoD level isfollowed by alevel that contains an
Organizational Unit Ed. B directory entry for each Service, agency, and command.

Root
C=Us
O=u.s.
government
OU=dod
I I I I I I I
OU=osd OU=jcs OU=army OU=navy OU=AF OU=usmc OU=DFAS
I I I I I [ I
OU=defense . OU=Defense OU=Defense o _ _
nuclear agency Ou=dia Logistics Agency Mapping Agency Ou=disa OU=nsa OU=JSF
I [ I I [ I
OU=GENSER Oou=slI _ Ou= - o
PLAS PLAS OU=acom centcom OU=eucom OU=pacom
I I I I I I
Ou= ou= Ou= Oou= Ou= Oou=
spacecom =socom southcom stratcom transcom component

Figure B-7
U.S. Top-Level DIT

b. Service/Agency/Command Subtrees

Under each Service/agency/command directory entry there are at least two subtrees,
one for locations, one for organizations, and up to three for special uses appropriate for the
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Service/agency/command: ships, address lists, and tactical users. Thislevel is shown in Figure
B-8.

any Service/agency/

command entry in the

U.S. military subtree,
e.g., OU=army

OU=locations OU=organizations OU=ships OU=address lists OU=tactical

(organizationalUnit) (organizationalUnit) (organizationalUnit) (organizationalUnit) (organizationalUnit)

| means optional

Figure B-8
U.S. DIT Subtrees for Each Service/Agency/Command

(1) Generaly, organizational persons will be listed in the locations subtree, shown in
Figure B-9, and organizational roles, release authorities, and address lists will be listed in the
organizations subtree, shown in Figure B-10. An exception is the role of certification authority
which will appear in both locations and organizations subtrees. Aliases for organizational roles
may be listed in the locations subtree, and aliases for organizational persons may be listed in the
organizational subtree. Devices and application entities may be located in any location or
organizational subtree, as appropriate. In the locations subtree, note the optional level of
organizationa unit. Thisis used to segment the DIB across multiple DSAs at asite. The
organizational subtree also provides for subdivision into localities, if desired.

(2) Figure B-11 and Figure B-12 give examples of the directory entries that could be
present in an instance of the locations and organizations subtrees under the Army. Figure B-13
gives examples of the directory entries that could be present in an instance of the locations and
organizations subtrees for a combined task force under the Pacific Command (PACOM).
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(3) From Figure B-11 and Figure B-12, example Distinguished Names for an
individual, a release authority for an organization, and a position in an organization are,

respectively:
{ C=US, O=u.s. government, OU=dod, OU=army, OU=locations, L=Fort
Huachuca AZ, OU=USAISC, CN=Jones, JamesR. },
{ C=US, O=u.s. government, OU=dod, OU=army, OU=0organizations,
OU=DISC4, OU=USAISEC, OU=ASOP-0OI, RAN=Jones, JamesR. }, and
{ C=US, O=u.s. government, OU=dod, OU=army, OU=0rganizations,
OU=DISC4, OU=USAISEC, OU=ASOP-OI, CN=security officer }
any Service/Agency/Command entry in
the U.S. militarysubtree
OU=locations o e e m e mmm e m - - o
(organizationalUnit) : Note: Thisatermative AN
I : isalowed only when \u
| 5 there are multiple '
1 DSAsat alocality. '
L= : L= :
(locality) : (locality) :
| : :
| ! :
CN= CN= CN= CN= 1| ou= ou= !
(Orgpae':'SZOég;O”m (device) (applicationEntity) (aliasCommonName*) ! (organizationalUnit) (organizationalUnit) '
' 1
CN=  +O0uU= , / |
(organizational I R R i :
Person) __,,——""-“_ 1
P 1
' o eN= CN= CN= CN= E
! (or%aer:lszoe:]t;onal (Orgslglslg\r?)onm (device) (applicationEntity) (aIiangr(r;]Zgon !
AN ’
- Y YYY Y W W W A W  _ -
*alias of an organizationa role
Figure B-9

U.S. DIT Locations Subtree
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any Service/Agency/Command entry in
the U.S. military subtree

OU=organizations
(organizationalUnit)

ou=
(organizationalUnit)

I" ou= AN ," ou= “\I
N . . . ra A}
. organizationalUnit B 3N - - ( (organizationalUnit] .7 ’
optional N I
P
-, P
- ou= h - L=
! V' localit
DN (organizationalUnit) o (locality)
CN= CN= CN= CN= ou=
(aliasCommonName* ) —_— . addressList
(device) (applicationEntity) ( ) (organizationalUnit)
CN= RAN=
(organizational (release
Role) AuthorityPerson)
CN= CN= CN= CN=
device (application addressList (organizational
(device) Entity) ( ist) Role)
CN= RAN=
. A aliasCommonName* (release
*alias of an organizational person ( ) AuthorityPerson)

Figure B-10
U.S. DIT Organizations Subtree
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U.S. military subtree

OU=army

(organizationalUnit)

OU=locations

(organizationalUnit)

L=washington DC L=Fort Detrick MD L=Fort Huachuca AZ
(Iocality) (locality) (locality)
OU=USAISC

(organizationalUnit)

cnz(\(])cr)n:rs]i,zietlirgr?; R cn=printerl cn=securityofficer-3
g (device) (aliasCommonName*)
Person)
*alias of an organizational role
Figure B-11

Example Army Locations Directory Entries
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U.S. military subtree
OU=army

(organizationalUnit)

OU=organizations
(organizationalUnit)

OU=DISC 4
(organizationalUnit)
OU=USAISEC OU=USAISC
organizationalUnit (organizationalUnit}
OU=ASOP-OI L=Fort Huachuca AZ
N . (locality)
(organizationalUnit)
| | OU=ASOP OU=DCSOPS
CN=Jones, James R CN=MTAname CN=ML1 CN-=security officer (alias
(aliasCommonName?*| (applicationEntity) (mL) (orgagizlat)ional (organizationalUnit) organizationalUnit)
ole |
. RAN=Jones, James R. | |
C'E‘d=pf_'m;5r1 (releaseAuthority Cl(\l=M|'_rAr'!ame CN=fax2 CN=ML2
evice Person) application :
Entity) (device) (mL)
i N CN=Jones, James R. RAN=Jones, James R. CN=security officer
dlias of an organizationa Person (aliasCommonName*) (release Authority (organizational
Person) Role)

Figure B-12
Example Army Organizations Directory Entries
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C=US
(country)

O=u.s.government
(organization)
OU=dod
(organizationalUnit)

OU=pacom
(organizationalUnit)

OU=eucom
(organizationalUnit)

OU=centcom
(organizationalUnit)

OU=spacecom
(organizationalUnit)

OU=socom
(organizationalUnit)

|
OU=locations
(organizationalUnit)
| |

L=Arlington VA L=Camp Pendleton CA
(locality) (locality)

|
CN=Black, Lyle A.

| | |
CN=Brown, John CN= White, Susan

OU=organizations
(organizationalUnit)

OU=JTFdemo

(organizationalUnit)

OU=JTF OU=MARFOR

(organizational (organizational (organizational
Person) Person) Person) (organizationalUnit) (organizationalUnit)
CN=33 | I | |
(aliasCommonName*)
CN=J1 CN=J3 CN=G3
(organizational (organizational (organizational
Role) Role) Role)
| | |
CN=Grey, Jason M. CN=Greene, Leslie CN=Blanc, Robert | | |
(organizational (organizational (organizational
Person) Person) Person) CN=J4 RAN=CJTF CN=G4
(organizational (releaseAuthority (organizational
CN=G6 Role) Person) Role)
(aliasCommonName*)
CN=Black, Lyle A. —
. L (aliasCommonName 2) CN=G6 RAN=COMMARFOR
Lalias of an organizational role (organizational (releaseAuthority
2alias of an organizational person Role) Person)

Figure B-13
Example PACOM Combined Task Force Directory Entries

SECTION XlI

ACP 133 DATA TYPES

205. Example Content Rules

The following ASN.1 module specifies examples of content rules that realize the
combinations given in Table B-54.
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ACP133ExampleContentRules { joint-iso-ccitt(2) country(16) us(840) organization(1)
gov(101) dod(2) ds(2) module(0) contentRules(4) editionB(3) }

DEFINITIONS ::=
BEGIN

IMPORTS

CONTENT-RULE
FROM InformationFramework {joint-iso-ccitt ds(5) module(1)
informationFramework(1) 2 }

businessCategory, dnQualifier
FROM SelectedAttributeTypes { joint-iso-ccitt ds(5) module(1)
selectedAttributeTypes(5) 2 }

applicationEntity, cRLDistributionPoint, device, dSA, groupOfNames, locality,
organization, organizationalPerson, organizationalRole, organizationalUnit
FROM SelectedObjectClasses { selectedObjectClasses 2 }
-- Note that the object identifier value of the SelectedObjectClasses
-- module is not changed by X.521 (1993) Amendment 1

supportedAlgorithms
FROM CertificateExtensions { joint-iso-ccitt ds(5) module(1)
certificateExtensions(26) 0 }

pkiCA
FROM AuthenticationFramework {joint-iso-ccitt ds(5) module(1)
authenticationFramework(7) 4 }

mhs-distribution-list, mhs-message-store, mhs-message-transfer-agent, mhs-user-agent,
mhs-user
FROM MHSDirectoryObjectsAndAttributes { joint-iso-ccitt mhs motis(6) arch(5)
modules(0) directory(1) version-1994(0) }

buildingName, rfc822Mailbox
FROM { ccitt data(9) pss(2342) ucl(192003000) pilot(100) pilotAttributeType(1) 3}

aCPLegacyFormat, addressList, aliasCommonName, aliasOrganizationalUnit,
aliasPointer, alternateRecipient, associatedAL, associatedOrganization, associatedPLA,
deployed, distributionCodeDescription, distributionCodesHandled, effectiveDate,
expirationDate, garrison, guard, listPointer, messagingGateway, mLAgent, nationality,
aCPNetworkEdB, aCPNetworkInstructionsEdB, otherContactinformation, plasServed,
plaUser, positionNumber, rank, releaseAuthorityPersonA, remarks, routingIndicator,
securePkiUser, serviceNumber, sigintPLA, spotPLA, tCCG, ukms

FROM ACP133CommonContent { joint-iso-ccitt(2) country(16) us(840) organization(1)

gov(101) dod(2) ds(2) module(0) commonContent(2) editionB (3) }

; --end of IMPORTS
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-- a. -- aCPApplicationEntityRuleEdA CONTENT-RULE

=

STRUCTURAL OBJECT-CLASS
AUXILIARY OBJECT-CLASSES

MAY CONTAIN

applicationEntity
{ pkiCA |
securePkiUser }
{ aliasPointer |
effectiveDate |
dnQualifier |
expirationDate

}

-- b. -- aCPCRLDistributionPointRule CONTENT-RULE

n={

STRUCTURAL OBJECT-CLASS
MAY CONTAIN

cRLDistributionPoint

{ aliasPointer |
effectiveDate |
expirationDate }

-- c. -- aCPDeviceRuleEdA CONTENT-RULE

STRUCTURAL OBJECT-CLASS
AUXILIARY OBJECT-CLASSES
MAY CONTAIN

device

{ securePkiUser }
{ aliasPointer |
effectiveDate |
expirationDate }

--d. -- aCPDSARuleEdA CONTENT-RULE

STRUCTURAL OBJECT-CLASS
AUXILIARY OBJECT-CLASSES
MAY CONTAIN

dSA

{ securePkiUser }
{ aliasPointer |
effectiveDate |
expirationDate }

-- e. -- aCPGroupOfNamesRule CONTENT-RULE

STRUCTURAL OBJECT-CLASS
MAY CONTAIN

groupOfNames
{ aliasPointer |
effectiveDate |
expirationDate }
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-- f. -- aCPLocalityRule CONTENT-RULE

=
STRUCTURAL OBJECT-CLASS
MAY CONTAIN

locality

{ aliasPointer |
effectiveDate |
expirationDate }

-- g. -- aCPMhs-distribution-listRule CONTENT-RULE

=
STRUCTURAL OBJECT-CLASS
MAY CONTAIN

mhs-distribution-list
{ aliasPointer |
effectiveDate |
expirationDate }

-- h. -- aCPMhs-message-storeRuleEdA CONTENT-RULE

STRUCTURAL OBJECT-CLASS
AUXILIARY OBJECT-CLASSES
MAY CONTAIN

mhs-message-store
{ securePkiUser }

{ aliasPointer |
effectiveDate |
expirationDate }

--i. -- aCPMhs-message-transfer-agentRuleEdA CONTENT-RULE

STRUCTURAL OBJECT-CLASS
AUXILIARY OBJECT-CLASSES
MAY CONTAIN

mhs-message-transfer-agent
{ securePkiUser }

{ aliasPointer |

effectiveDate |
expirationDate }

-- j. -- aCPMhs-user-agentRule CONTENT-RULE

STRUCTURAL OBJECT-CLASS

MAY CONTAIN

mhs-user-agent
{ aliasPointer |
effectiveDate |
expirationDate }
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-- k. -- aCPOrganizationalPersonRuleEdB CONTENT-RULE

n={

STRUCTURAL OBJECT-CLASS organizationalPerson

AUXILIARY OBJECT-CLASSES { distributionCodesHandled |
mhs-user |
otherContactinformation |
securePkiUser |
ukms }

MAY CONTAIN { aCPLegacyFormat |
aliasPointer |
alternateRecipient |
businessCategory |
deployed |
dnQualifier |
effectiveDate |
expirationDate |
garrison |
guard |
listPointer |
nationality |
positionNumber |
rank |
rfc822Mailbox |
serviceNumber }

-- . -- aCPOrganizationalRoleRuleEdB CONTENT-RULE

=

STRUCTURAL OBJECT-CLASS organizationalRole

AUXILIARY OBJECT-CLASSES  { pkiCA |
distributionCodesHandled |
mhs-user |
otherContactinformation |
securePkiUser |
ukms }

MAY CONTAIN { aCPLegacyFormat |
aliasPointer |
alternateRecipient |
businessCategory |
deployed |
dnQualifier |
effectiveDate |
expirationDate |
garrison |
guard |
listPointer |
nationality |
rfc822Mailbox }
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--m. -- aCPOrganizationalUnitRuleEdB CONTENT-RULE
n={

STRUCTURAL OBJECT-CLASS organizationalUnit

AUXILIARY OBJECT-CLASSES  { pkiCA |
distributionCodesHandled |
mhs-user |
otherContactinformation |
plaUser |
securePkiUser |
ukms }

MAY CONTAIN { aCPLegacyFormat |
aliasPointer |
alternateRecipient |
associatedPLA |
deployed |
dnQualifier |
effectiveDate |
expirationDate |
garrison |
guard |
listPointer |
nationality |
rfc822Mailbox }

-- n. -- aCPOrganizationRuleEdB CONTENT-RULE
=

STRUCTURAL OBJECT-CLASS organization

AUXILIARY OBJECT-CLASSES  { pkiCA |
otherContactinformation }

MAY CONTAIN { aCPLegacyFormat |
aliasPointer |
dnQualifier |
effectiveDate |
expirationDate }

}
-- 0. -- aCPRoutingIndicatorRuleEdB CONTENT-RULE
=
STRUCTURAL OBJECT-CLASS routingIndicator
MAY CONTAIN {tCCG |
remarks }
}
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-- p. -- addressListRuleEdA CONTENT-RULE
n={

STRUCTURAL OBJECT-CLASS addressList

AUXILIARY OBJECT-CLASSES { distributionCodesHandled |
mhs-user |
plaUser |
securePkiUser |
ukms }

MAY CONTAIN { aliasPointer |
alternateRecipient |
effectiveDate |
expirationDate |

guard |
listPointer |
rfc822Mailbox }
}
-- 9. -- aliasCommonNameRule CONTENT-RULE
- STRUCTURAL OBJECT-CLASS aliasCommonName
MAY CONTAIN { effectiveDate |
expirationDate }
}
-- 1. -- aliasOrganizationalUnitRule CONTENT-RULE
n={
STRUCTURAL OBJECT-CLASS aliasOrganizationalUnit
MAY CONTAIN { effectiveDate |
expirationDate }
}

-- s. -- distributionCodeDescriptionRule CONTENT-RULE
STRUCTURAL OBJECT-CLASS distributionCodeDescription
MAY CONTAIN { aliasPointer |

effectiveDate |
expirationDate }
}
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-- t. -- messagingGatewayRuleEdA CONTENT-RULE
n={

STRUCTURAL OBJECT-CLASS messagingGateway

AUXILIARY OBJECT-CLASSES { securePkiUser |
ukms}

MAY CONTAIN { aliasPointer |
effectiveDate |
expirationDate |

guard |
plasServed |
rfc822Mailbox }
}
-- U. -- mLAgentRule CONTENT-RULE
=
STRUCTURAL OBJECT-CLASS mLAgent
MAY CONTAIN { aliasPointer |
effectiveDate |
expirationDate }
}
-- V. -- networkEdBRule CONTENT-RULE
=
STRUCTURAL OBJECT-CLASS aCPNetworkEdB
MAY CONTAIN { effectiveDate |
expirationDate }
}

--w. -- networklInstructionsEdBRule CONTENT-RULE

STRUCTURAL OBJECT-CLASS aCPNetworklInstructionsEdB
MAY CONTAIN { effectiveDate |
expirationDate }

}
-- X. -- rAPersonRuleEdA CONTENT-RULE
=
STRUCTURAL OBJECT-CLASS releaseAuthorityPersonA
MAY CONTAIN { effectiveDate |
expirationDate }
}

B-126



ANNEX B to ACP 133 Edition B

--y. -- sigintPLARule CONTENT-RULE

=

STRUCTURAL OBJECT-CLASS  sigintPLA

MAY CONTAIN { associatedOrganization }
}

-- Z. -- sSpotPLARule CONTENT-RULE

=

STRUCTURAL OBJECT-CLASS spotPLA

MAY CONTAIN { associatedAL }
}

END -- of ACP133ExampleContentRules module

206. Common Content ASN.1 Definitions

The following ASN.1 module specifies object classes, attributes, name forms, and other
data types for the Allied Directory schema. This module imports only the data types used by the
included definitions. That is, data types, that are part of the Common Content but are defined
elsewhere and are not used in this module, e.g., the knowledgel nformation attribute, are not
imported. Note that some definitions are included that are not used within this module, e.g., the
aliasPointer attribute, but are used by the example content rules and are required in the Common
Content.

207. Common Content Module

ACP133CommonContent { joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101)
dod(2) ds(2) module(0) commonContent(2) editionB (3) }

DEFINITIONS ::=
BEGIN

IMPORTS

alias, ATTRIBUTE, auxiliary, DistinguishedName, distinguishedNameMatch, Name,
NAME-FORM, OBJECT-CLASS, objectldentifierMatch, top
FROM InformationFramework { joint-iso-ccitt ds(5) module(1)
informationFramework(1) 2 }

selectedAttributeTypes, selectedObjectClasses, upperBounds
FROM UsefulDefinitions { joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2 }

attributeCertificate, SIGNED, userCertificate, pkiUser

FROM AuthenticationFramework { joint-iso-ccitt ds(5) module(1)
authenticationFramework(7) 4 }
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supportedAlgorithms
FROM CertificateExtensions { joint-iso-ccitt ds(5) module(1)
certificateExtensions(26) 0 }

bitStringMatch, booleanMatch, businessCategory, caselgnoreListMatch,
caselgnoreListSubstringsMatch, caselgnoreMatch, caselgnoreSubstringsMatch,
commonName, countryName, description, DirectoryString, distinguishedName,
dnQualifier, generalizedTimeMatch, integerMatch, localityName, member, name,
octetStringMatch, organizationalUnitName, organizationName, owner, seeAlso,
stateOrProvinceName, telephoneNumber, telephoneNumberMatch,
telephoneNumberSubstringsMatch,

FROM SelectedAttributeTypes { selectedAttributeTypes 2 }

applicationEntity, organizationalPerson, strongAuthenticationUser
FROM SelectedObjectClasses { selectedObjectClasses 2 }

ub-common-name
FROM UpperBounds upperBounds

mhs-distribution-list, mhs-dl-archive-service, mhs-dl-policy, mhs-dl-related-lists, mhs-dl-
submit-permissions, mhs-dl-subscription-service, mhs-maximum-content-length, mhs-
message-store, mhs-message-transfer-agent, mhs-or-addresses, mhs-user-agent
FROM MHSDirectoryObjectsAndAttributes { joint-iso-ccitt mhs motis(6) arch(5)
modules(0) directory(1) version-1994(0) }

ORName
FROM MTSADstractService { joint-iso-ccitt mhs-motis(6) mts(3) modules(0)
mts-abstract-service(1) }
Kmid, MLReceiptPolicy, PairwiseTag
FROM CommonSecurityProtocol { joint-iso-ccitt 16 840 1 101 2 1 id-modules(0)
id-csp(16) }

host, roomNumber
FROM { ccitt data(9) pss(2342) ucl(192003000) pilot(100) pilotAttributeType(1) 3}

; --end of IMPORTS
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--a. structural object classes

-- (1) -- aCPNetworkEdB

=
SUBCLASS OF
MUST CONTAIN
MAY CONTAIN

{top}
{ commonName}

{ description |

aCPNetworkSchemaEdB |
operationName |
seeAlso }

ID id-oc-aCPNetworkEdB

ANNEX B to ACP 133 Edition B

-- (2) -- aCPNetworkInstructionsEdB OBJECT-CLASS

SUBCLASS OF
MUST CONTAIN
MAY CONTAIN

{top}
{ commonName}

{ accessCodes |

aCPNetwAccessSchemaEdB |
description |
networkDN }

ID id-oc-aCPNetworkInstructionsEdB

-- (3) -- addressList OBJECT-CLASS

SUBCLASS OF
MUST CONTAIN

MAY CONTAIN

{top}

{ commonName |
mhs-dl-submit-permissions}
{ businessCategory |
copyMember |

description |

member |
mhs-dl-archive-service |
mhs-dl-policy |
mhs-dl-related-lists |
mhs-dl-subscription-service |
aLExemptedAddressProcessor |
alid |

aLReceiptPolicy |

aLType |
organizationalUnitName |
organizationName |

owner |

remarks |

seeAlso }

id-oc-addressList
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-- (4) -- aliasCommonName OBJECT-CLASS

SUBCLASS OF ({alias}
MUST CONTAIN { commonName }
ID id-oc-aliasCommonName

-- (5) -- aliasOrganizationalUnit OBJECT-CLASS
=
SUBCLASS OF { alias }
MUST CONTAIN { organizationalUnitName }
ID id-oc-aliasOrganizationalUnit

-- (6) -- altSpellingACP127 OBJECT-CLASS

SUBCLASS OF {plaACP127}

MUST CONTAIN { plaReplace |
primarySpellingACP127 }

ID id-oc-altSpellingACP127

-- (7) - cadACP127.0BJECT-CLASS.

SUBCLASS OF { plaACP127}

MUST CONTAIN { cognizantAuthority}

MAY CONTAIN {associatedAL |
entryClassification |
recapDueDate |
rlinfo }

ID id-oc-cadACP127

-- (8) -- distributionCodeDescription OBJECT-CLASS
=
SUBCLASS OF {top}
MUST CONTAIN { commonName }
MAY CONTAIN { description }
ID id-oc-distributionCodeDescription
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-- (9) -- dSSCSPLA OBJECT-CLASS
n={

SUBCLASS OF { plaACP127}

MUST CONTAIN {rl}

MAY CONTAIN { adminConversion |
associatedOrganization |
localityName |
sigad |
usdConversion }

ID id-oc-dSSCSPLA

-- (10) -- messagingGateway OBJECT-CLASS
n={
SUBCLASS OF { mhs-message-transfer-agent }
MAY CONTAIN { administrator |
aigsExpanded |
gatewayType |
ghpType |
host |
mailDomains |
mhs-acceptable-eits |
mhs-deliverable-content-types |
mhs-exclusively-acceptable-eits |
mhs-message-store-dn |
mhs-or-addresses |
mhs-or-addresses-with-capabilities |
mhs-unacceptable-eits |

onSupported |
plaNameACP127 |
rlinfo }
ID id-oc-messagingGateway
}
-- (11) -- mLA OBJECT-CLASS
=
SUBCLASS OF { applicationEntity |
strongAuthenticationUser }
MAY CONTAIN { supportedAlgorithms}
ID id-oc-mLA
}
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-- (12) -- mLAgent OBJECT-CLASS

n={

SUBCLASS OF { applicationEntity |
pkiUser }

MAY CONTAIN { supportedAlgorithms}

ID id-oc-mLAgent

}
-- (13) -- network OBJECT-CLASS
=

SUBCLASS OF {top}

MUST CONTAIN { commonName }

MAY CONTAIN { description |

networkSchema |
operationName |
seeAlso }

ID id-oc-network

}
-- (14) -- networklInstructions OBJECT-CLASS

SUBCLASS OF {top}

MUST CONTAIN { commonName }

MAY CONTAIN {accessCodes |
accessSchema |
description |
networkDN }

ID id-oc-networkinstructions

}
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=

-- (15) -- orgACP127 OBJECT-CLASS

SUBCLASS OF { plaACP127}
MAY CONTAIN { accountingCode |

associatedOrganization |
countryName |
dualRoute |
entryClassification |
localityName |
longTitle |

minimize |
minimizeOverride |
nameClassification |
rl|

rlinfo |

section |
stateOrProvinceName |
tARE }
id-oc-orgACP127

-- (16) -- plaCollectiveACP127 OBJECT-CLASS

SUBCLASS OF {plaACP127}
MUST CONTAIN { cognizantAuthority }
MAY CONTAIN { actionAddressees |

allowableOriginators |
associatedAL |
description |
entryClassification |
infoAddressees |
lastRecapDate |
recapDueDate }
id-oc-plaCollectiveACP127

SUBCLASS OF { secure-user}
MUST CONTAIN { releaseAuthorityName }

ID

id-oc-releaseAuthorityPerson
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-- (18) -- releaseAuthorityPersonA OBJECT-CLASS
=

SUBCLASS OF {securePkiUser }

MUST CONTAIN { releaseAuthorityName }

ID id-oc-releaseAuthorityPersonA

-- (19) -- routingIndicator OBJECT-CLASS

SUBCLASS OF { plaData}

MUST CONTAIN {rl}

MAY CONTAIN {Imf |
mhs-maximum-content-length |
nationality |
publish |
riClassification |
SHD |
tCC |
transferStation |
tRC }

ID id-oc-routingIndicator

-- (20) -- sigintPLA OBJECT-CLASS

SUBCLASS OF { plaData}

MUST CONTAIN { sigad }

MAY CONTAIN {localityName |
nationality |
publish |
remarks |
rl|
shortTitle }

ID id-oc-sigintPLA
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-- (21) -- sIPLA OBJECT-CLASS

=

SUBCLASS OF {plaData}
MUST CONTAIN { longTitle }

MAY CONTAIN {localityName |
nationality |
publish |
remarks |
rl|
shortTitle |
sigad }

ID id-oc-sIPLA

}
-- (22) - spotPLA OBJECT-CLASS

SUBCLASS OF { plaData}

MUST CONTAIN { spot}

MAY CONTAIN { actionAddressees |
additionalAddressees |
additionalSecondPartyAddressees |
mhs-dl-submit-permissions |
remarks |
secondPartyAddressees }

ID id-oc-spotPLA

}
-- (23) -- taskForceACP127 OBJECT-CLASS
=

SUBCLASS OF { plaACP127}

MUST CONTAIN { cognizantAuthority |
lastRecapDate |
recapDueDate}

MAY CONTAIN { associatedAL |
entryClassification |
plaAddressees }

ID id-oc-taskForceACP127

}
-- (24) -- tenantACP127 OBJECT-CLASS

SUBCLASS OF { plaACP127}

MUST CONTAIN { hostOrgACP127 }

MAY CONTAIN { entryClassification |
tARE }

ID id-oc-tenantACP127

}
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-- (1) -- distributionCodesHandled OBJECT-CLASS

=
SUBCLASS OF
KIND

MAY CONTAIN

ID

{top}

auxiliary

{ distributionCodeAction |
distributionCodelnfo }

id-oc-distributionCodesHandled

-- (2) -- otherContactinformation OBJECT-CLASS

=
SUBCLASS OF
KIND

MAY CONTAIN

{top}
auxiliary

{ aCPMobileTelephoneNumber |

aCPPagerTelephoneNumber |
aCPPreferredDelivery |
mailDomains |
militaryFacsimileNumber |
militaryTelephoneNumber |
proprietaryMailboxes |
roomNumber |
secureFacsimileNumber |
secureTelephoneNumber }
id-oc-otherContactinformation

- (3) -- plaACP127 OBJECT-CLASS

SUBCLASS OF
KIND

MUST CONTAIN
MAY CONTAIN

{top }

auxiliary

{ plaNameACP127 }
{ community |
effectiveDate |
expirationDate |
nationality |
publish |

remarks |
serviceOrAgency }
id-oc-plaACP127
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-- (4) -- plaData OBJECT-CLASS

n={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { community |
description |
effectiveDate |
expirationDate }

ID id-oc-plaData

- (5) -- plaUser OBJECT-CLASS

SUBCLASS OF {top}

KIND auxiliary

MUST CONTAIN { plaNameACP127 }
MAY CONTAIN {rlinfo }

ID id-oc-plaUser

-- (6) -- secure-user OBJECT-CLASS

SUBCLASS OF { strongAuthenticationUser }

KIND auxiliary

MAY CONTAIN { attributeCertificate |
supportedAlgorithms }

ID id-oc-secure-user

-- (7) -- securePkiUser OBJECT-CLASS

SUBCLASS OF {pkiUser}

KIND auxiliary

MAY CONTAIN { attributeCertificate |
supportedAlgorithms }

ID id-oc-securePkiUser

B-137



ANNEX B to ACP 133 Edition B

-- (8) -- ukms OBJECT-CLASS

n={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {janUKMs |
febUKMs |
marUKMs |
aprUKMs |
mayUKMs |
junUKMs |
julUKMs |
augUKMs |
sepUKMs |
octUKMs |
novUKMs |
decUKMs }
ID id-oc-ukms
}
-- C. attribute types
-- (1) -- accessCodes ATTRIBUTE
=1
WITH SYNTAX  PrintableString
ID id-at-accessCodes
}
-- (2) -- accessSchema ATTRIBUTE
=
WITH SYNTAX  GraphicString
ID id-at-accessSchema
}
-- (3) -- accountingCode ATTRIBUTE
=
WITH SYNTAX PrintableString (SIZE (1..7))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-accountingCode
}
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-- (4) -- aCPLegacyFormat ATTRIBUTE
=]
WITH SYNTAX  ACPLegacyFormat
SINGLE VALUE TRUE

ID id-at-aCPLegacyFormat
-- (5) -- aCPMobileTelephoneNumber ATTRIBUTE
SUBTYPE OF telephoneNumber
ID id-at-aCPMobileTelephoneNumber
}
-- (6) -- aCPNetwAccessSchemaEdB ATTRIBUTE
WITH SYNTAX JPEG --values of the string are JPEG- formatted
-- (JFIF) photographs
ID id-at-aCPNetwAccessSchemaEdB
}
-- (7) -- aCPNetworkSchemaEdB ATTRIBUTE
=
WITH SYNTAX JPEG --values of the string are JPEG- formatted
-- (JFIF) photographs
ID id-at-aCPNetworkSchemaEdB
}
-- (8) -- aCPPagerTelephoneNumber ATTRIBUTE
SUBTYPE OF telephoneNumber
ID id-at-aCPPagerTelephoneNumber
}
-- (9) -- aCPPreferredDelivery ATTRIBUTE
WITH SYNTAX ENUMERATED { SMTP(0), ACP127(1), MHS(2) }
SINGLE VALUE TRUE
ID id-at-aCPPreferredDelivery
}
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-- (10) -- aCPTelephoneFaxNumber ATTRIBUTE
=
WITH SYNTAX ACPTelephoneFaxNumberSyntax
EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

ID id-at-aCPTelephoneFaxNumber
}
-- (11) -- actionAddressees ATTRIBUTE
=
WITH SYNTAX Addressees
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-actionAddressees
}
-- (12) -- additionalAddressees ATTRIBUTE
~ WITH SYNTAX Addressees
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-additionalAddressees
}
-- (13) -- additionalSecondPartyAddressees ATTRIBUTE
) WITH SYNTAX Addressees
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-additionalSecondPartyAddressees
}
-- (14) -- adminConversion ATTRIBUTE
WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRING MATCHING RULE  caselgnoreSubstringsMatch
ID id-at-adminConversion
}
-- (15) -- administrator ATTRIBUTE
SUBTYPE OF  distinguishedName
ID id-at-administrator
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-- (16) -- aigsExpanded ATTRIBUTE

=
SUBTYPE OF  distinguishedName
ID id-at-aigsExpanded
}
-- (17) -- aLExemptedAddressProcessor ATTRIBUTE
=
WITH SYNTAX ORName
SINGLE VALUE TRUE
ID id-at-aLExemptedAddressProcessor
}
-- (18) -- aliasPointer ATTRIBUTE
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
ID id-at-aliasPointer
}
-- (19) -- alid ATTRIBUTE
=
WITH SYNTAX Kmid
EQUALITY MATCHING RULE octetStringMatch
ID id-at-alid
}
-- (20) -- allowableOriginators ATTRIBUTE
WITH SYNTAX Addressees
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-allowableOriginators
}
-- (21) -- aLReceiptPolicy ATTRIBUTE
n={

WITH SYNTAX  MLReceiptPolicy
SINGLE VALUE TRUE
ID id-at-aLReceiptPolicy
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-- (22) -- alternateRecipient ATTRIBUTE

=
WITH SYNTAX

DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

ID

id-at-alternateRecipient

- (23) -- aLType ATTRIBUTE

 WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE
ID

INTEGER { AIG(0), TYPE(1), CAD(2), TASKFORCE(3),
DAG(4) }

integerMatch

TRUE

id-at-aL Type

-- (24) - aprUKMs ATTRIBUTE

" WITH SYNTAX  MonthlyUKMs

SINGLE VALUE TRUE

ID id-at-aprUKMs

-- (25) -- associatedAL ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING RULE
ID

DistinguishedName
distinguishedNameMatch
id-at-associatedAL

-- (26) -- associatedOrganization ATTRIBUTE

=
WITH SYNTAX
EQUALITY MATCHING RULE
ID

DistinguishedName
distinguishedNameMatch
id-at-associatedOrganization

-- (27) -- associatedPLA ATTRIBUTE

=
WITH SYNTAX
EQUALITY MATCHING RULE
ID

DistinguishedName
distinguishedNameMatch
id-at-associatedPLA
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-- (28) -- augUKMs ATTRIBUTE
=
WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-augUKMs

-- (29) -- cognizantAuthority ATTRIBUTE
WITH SYNTAX PrintableString (SIZE (1..55))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
SINGLE VALUE TRUE
ID id-at-cognizantAuthority

-- (30) -- community ATTRIBUTE

" WITH SYNTAX ENUMERATED { GENSER(0), SI(1), Both(2) }
SINGLE VALUE TRUE

ID id-at-community
}
-- (31) -- copyMember ATTRIBUTE
SUBTYPE OF member
ID id-at-copyMember
}
-- (32) -- decUKMs ATTRIBUTE
=

WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-decUKMs

-- (33) -- deployed ATTRIBUTE

 WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
ID id-at-deployed
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-- (34) -- distributionCodeAction ATTRIBUTE

=

WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

DistributionCode
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-distributionCodeAction

-- (35) -- distributionCodelnfo ATTRIBUTE

=

WITH SYNTAX

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

DistributionCode
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-distributionCodelnfo

-- (36) -- dualRoute ATTRIBUTE
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE

ID

id-at-dualRoute

-- (37) -- effectiveDate ATTRIBUTE

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

GeneralizedTime
generalizedTimeMatch
TRUE
id-at-effectiveDate

-- (38) -- entryClassification ATTRIBUTE

WITH SYNTAX Classification
ID

id-at-entryClassification

-- (39) -- expirationDate ATTRIBUTE

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

GeneralizedTime
generalizedTimeMatch
TRUE
id-at-expirationDate
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-- (40) -- febUKMs ATTRIBUTE
=
WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-febUKMs

-- (41) -- garrison ATTRIBUTE
 WITH SYNTAX DistinguishedName
EQUALITY MATCHINGRULE distinguishedNameMatch
ID id-at-garrison

-- (42) -- gatewayType ATTRIBUTE
n={
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-gatewayType

-- (43) -- ghpType ATTRIBUTE
=
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-ghpType

-- (44) -- guard ATTRIBUTE
=
SUBTYPE OF  distinguishedName
ID id-at-guard

-- (45) -- hostOrgACP127 ATTRIBUTE
=
WITH SYNTAX PrintableString (SIZE (1..55))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnhoreSubstringsMatch
SINGLE VALUE TRUE
ID id-at-hostOrgACP127
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-- (46) -- infoAddressees ATTRIBUTE
=
WITH SYNTAX Addressees
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-infoAddressees

-- (47) -- janUKMs ATTRIBUTE
=
WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-janUKMs

-- (48) -- julUKMs ATTRIBUTE
n={
WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-julUKMs

-- (49) -- junUKMs ATTRIBUTE

WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE

ID id-at-junUKMs
}
-- (50) -- lastRecapDate ATTRIBUTE
=
WITH SYNT AX GeneralizedTime
EQUALITY MATCHING RULE generalizedTimeMatch
SINGLE VALUE TRUE
ID id-at-lastRecapDate
}
-- (51) -- listPointer ATTRIBUTE
=
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
ID id-at-listPointer
}
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- (52) -- Imf ATTRIBUTE

=
WITH SYNTAX PrintableString (SIZE (1))
EQUALITY MATCHING RULE caselgnoreMatch
SINGLE VALUE TRUE
ID id-at-Imf
}
-- (63) -- longTitle ATTRIBUTE
=
WITH SYNTAX PrintableString (SIZE (1...255))

EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

SINGLE VALUE TRUE
ID id-at-longTitle
}
-- (54) -- mailDomains ATTRIBUTE
n={
WITH SYNTAX DirectoryString

EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-mailDomains

-- (55) -- marUKMs ATTRIBUTE

WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-marUKMs

-- (56) -- mayUKMs ATTRIBUTE

WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-mayUKMs

-- (57) -- militaryFacsimileNumber ATTRIBUTE

SUBTYPE OF aCPTelephoneFaxNumber
ID id-at-militaryFacsimileNumber
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-- (58) -- militaryTelephoneNumber ATTRIBUTE

=
SUBTYPE OF
ID

aCPTelephoneFaxNumber
id-at-militaryTelephoneNumber

-- (59) -- minimize ATTRIBUTE

=
WITH SYNTAX

BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE
ID

}

TRUE
id-at-minimize

-- (60) -- minimizeOverride ATTRIBUTE

n={
WITH SYNTAX

BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE
ID

}

TRUE
id-at-minimizeOverride

-- (61) -- nameClassification ATTRIBUTE

WITH SYNTAX
ID

Classification
id-at-namecClassification

-- (62) -- nationality ATTRIBUTE

=
SUBTYPE OF
WITH SYNTAX
SINGLE VALUE
ID

name
PrintableString (SIZE (2)) -- 1ISO 3166 codes only
TRUE

id-at-nationality

- (63) -- networkDN ATTRIBUTE

 WITH SYNTAX

DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

ID

id-at-networkDN
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-- (64) -- networkSchema ATTRIBUTE
=
WITH SYNTAX  GraphicString
ID id-at-networkSchema

-- (65) -- novUKMs ATTRIBUTE
n={
WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-novUKMs

-- (66) - 0CtUKMs ATTRIBUTE

WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-octUKMs

-- (67) -- onSupported ATTRIBUTE
=
WITH SYNTAX BIT STRING { acp127-nn(0), acp127-pn(1), acp127-tn(2) }
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
ID id-at-onSupported

-- (68) -- operationName ATTRIBUTE
=
WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-operationName

-- (69) -- plaAddressees ATTRIBUTE
 WITH SYNTAX Addressees
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-plaAddressees
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-- (70) -- plaNameACP127 ATTRIBUTE
=
SUBTYPE OFname
WITH SYNTAX  PrintableString (SIZE (1..55))
SINGLE VALUE TRUE
ID id-at-plaNameACP127

-- (71) -- plaReplace ATTRIBUTE
=
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
ID id-at-plaReplace

-- (72) -- plasServed ATTRIBUTE
~ SUBTYPE OF name
ID id-at-plasServed

}

-- (73) -- positionNumber ATTRIBUTE

WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-positionNumber
}
-- (74) -- primarySpellingACP127 ATTRIBUTE
=
WITH SYNTAX PrintableString (SIZE (1..55))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
SINGLE VALUE TRUE
ID id-at-primarySpellingACP127
}
-- (75) -- proprietaryMailboxes ATTRIBUTE
WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-proprietaryMailboxes
}
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-- (76) -- publish ATTRIBUTE
© WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
ID id-at-publish

-- (77) --rank ATTRIBUTE
" WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-rank

-- (78) -- recapDueDate ATTRIBUTE

WITH SYNTAX GeneralizedTime
EQUALITY MATCHING RULE generalizedTimeMatch
SINGLE VALUE TRUE

ID id-at-recapDueDate

-- (79) -- releaseAuthorityName ATTRIBUTE
=
WITH SYNTAX DirectoryString (SIZE (1..ub-common-name))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnhoreSubstringsMatch
ID id-at-releaseAuthorityName

-- (80) -- remarks ATTRIBUTE

WITH SYNTAX Remarks
EQUALITY MATCHING RULE caselgnoreListMatch
ID id-at-remarks
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--(81) --rl ATTRIBUTE
=
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-rl
}
-- (82) -- rIClassification ATTRIBUTE
=
WITH SYNTAX Classification
ID id-at-rIClassification
}
-- (83) --rlinfo ATTRIBUTE
n={
WITH SYNTAX RIParameters
ID id-at-rlinfo
}
-- (84) -- secondPartyAddressees ATTRIBUTE
=
WITH SYNTAX Addressees

EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-secondPartyAddressees

-- (85) -- section ATTRIBUTE
=
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
ID id-at-section

-- (86) -- secureFacsimileNumber ATTRIBUTE

SUBTYPE OF aCPTelephoneFaxNumber
ID id-at-secureFacsimileNumber
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-- (87) -- secureTelephoneNumber ATTRIBUTE

=
SUBTYPE OF aCPTelephoneFaxNumber
ID id-at-secureTelephoneNumber
}
-- (88) -- sepUKMs ATTRIBUTE
=

WITH SYNTAX  MonthlyUKMs
SINGLE VALUE TRUE
ID id-at-sepUKMs

-- (89) -- serviceNumber ATTRIBUTE

WITH SYNTAX DirectoryString

EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-serviceNumber

-- (90) -- serviceOrAgency ATTRIBUTE
=1
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
SINGLE VALUE TRUE
ID id-at-serviceOrAgency

--(91) -- sHD ATTRIBUTE
=1
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-sHD

- (92) -- shortTitle ATTRIBUTE

WITH SYNTAX PrintableString (SIZE (1..55))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
SINGLE VALUE TRUE

ID id-at-shortTitle
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- (93) -- sigad ATTRIBUTE

© WITH SYNTAX PrintableString (SIZE (5..8))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

SINGLE VALUE TRUE
ID id-at-sigad
}
-- (94) -- spot ATTRIBUTE
WITH SYNTAX PrintableString (SIZE (1..55))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
SINGLE VALUE TRUE
ID id-at-spot
}
-- (95) -- tARE ATTRIBUTE
=
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
ID id-at-tARE
}
-- (96) -- tCC ATTRIBUTE
 WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caselgnoreMatch
SINGLE VALUE TRUE
ID id-at-tCC
}
--(97) --tCCG ATTRIBUTE
n={
WITH SYNTAX PrintableString

EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRING MATCHING RULE  caselgnoreSubstringsMatch
ID id-at-tCCG
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-- (98) -- transferStation ATTRIBUTE
n={
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
ID id-at-transferStation

--(99) -- tRC ATTRIBUTE
=
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caselgnoreMatch
SINGLE VALUE TRUE
ID id-at-tRC

-- (100) -- usdConversion ATTRIBUTE

=

WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRING MATCHING RULE  caselghoreSubstringsMatch
ID id-at-usdConversion

--d. collective attributes

-- (1) -- collective-mhs-or-addresses ATTRIBUTE
n={
SUBTYPE OF mhs-or-addresses
ID id-at-collective-mhs-or-addresses

-- (2) -- collectiveMilitaryFacsimileNumber ATTRIBUTE
=
SUBTYPE OF militaryFacsimileNumber
ID id-at-collectiveMilitaryFacsimileNumber

-- (3) -- collectiveMilitaryTelephoneNumber ATTRIBUTE

" SUBTYPEOF  militaryTelephoneNumber
ID id-at-collectiveMilitaryTelephoneNumber
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-- (4) -- collectiveNationality ATTRIBUTE

=
SUBTYPE OF  nationality
ID id-at-collectiveNationality
}
-- (5) -- collectiveSecureFacsimileNumber ATTRIBUTE
=
SUBTYPE OF  secureFacsimileNumber
ID id-at-collectiveSecureFacsimileNumber
}
-- (6) -- collectiveSecureTelephoneNumber ATTRIBUTE
n={
SUBTYPE OF secureTelephoneNumber
ID id-at-collectiveSecureTelephoneNumber
}
-- e. name forms
-- (1) -- aCPNetworkEdBNameForm NAME-FORM
=
NAMES aCPNetworkEdB
WITH ATTRIBUTES { commonName }
ID id-nf-aCPNetworkEdBNameForm
}
-- (2) -- aCPNetworkIinstrEdBNameForm NAME-FORM
=
NAMES aCPNetworklInstructionsEdB
WITH ATTRIBUTES { commonName }
ID id-nf-aCPNetworkInstrEdBNameForm
}
-- (3) -- addressListNameForm NAME-FORM
=
NAMES addressList
WITH ATTRIBUTES { commonName }
ID id-nf-addressList
}
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-- (4) -- aENameForm NAME-FORM
n={
NAMES applicationEntity
WITH ATTRIBUTES {commonName}
AND OPTIONALLY {dnQualifier}
ID id-nf-applicationEntityNameForm

-- (5) -- aliasCNNameForm NAME-FORM
=
NAMES { aliasCommonName }
WITH ATTRIBUTES { commonName }
ID id-nf-aliasCNNameForm

-- (6) -- aliasOUNameForm NAME-FORM
=
NAMES { aliasOrganizationalUnit }
WITH ATTRIBUTES { organizationalUnitName }
ID id-nf-aliasOUNameForm

-- (7) -- alternateSpellingPLANameForm NAME-FORM

NAMES altSpellingACP127
WITH ATTRIBUTES { plaNameACP127 }
ID id-nf-alternateSpellingPLANameForm

-- (8) -- cadPLANameForm NAME-FORM
=
NAMES cadACP127
WITH ATTRIBUTES {plaNameACP127}
ID id-nf-cadPLANameForm

-- (9) -- distributionCodeDescriptionNameForm NAME-FORM

NAMES { distributionCodeDescription }
WITH ATTRIBUTES { commonName }
ID id-nf-distributionCodeDescription
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-- (10) -- dSSCSPLANameForm NAME-FORM
=
NAMES dSSCSPLA
WITH ATTRIBUTES { plaNameACP127 }
ID id-nf-dSSCSPLANameForm

-- (11) -- messagingGatewayNameForm NAME-FORM

NAMES messagingGateway

WITH ATTRIBUTES { commonName }
ID id-nf-messagingGateway

-- (12) -- mhs-dLNameForm NAME-FORM
n={
NAMES mhs-distribution-list
WITH ATTRIBUTES { commonName }
ID id-nf-mhs-dLNameForm

-- (13) -- mLANameForm NAME-FORM
=
NAMES mLA
WITH ATTRIBUTES { commonName }
ID id-nf-mL ANameForm

-- (14) -- mLAgentNameForm NAME-FORM
n={
NAMES mLAgent
WITH ATTRIBUTES { commonName }
ID id-nf-mLAgentNameForm

-- (15) -- mSNameForm NAME-FORM
=
NAMES mhs-message-store
WITH ATTRIBUTES { commonName }
ID id-nf-mS

B-158



ANNEX B to ACP 133 Edition B

-- (16) -- mTANameForm NAME-FORM

=
NAMES mhs-message-transfer-agent
WITH ATTRIBUTES { commonName }
ID id-nf-mTA
}
-- (17) -- mUANameForm NAME-FORM
- NAMES mhs-user-agent
WITH ATTRIBUTES { commonName }
ID id-nf-mUA
}
-- (18) -- networkNameForm NAME-FORM
n={
NAMES network
WITH ATTRIBUTES { commonName }
ID id-nf-networkNameForm
}
-- (19) -- networkinstructionsNameForm NAME-FORM
=
NAMES networklinstructions
WITH ATTRIBUTES { commonName }
ID id-nf-networklInstructionsNameForm
}
-- (20) -- organizationalPLANameForm NAME-FORM
=
NAMES orgACP127
WITH ATTRIBUTES { plaNameACP127 }
ID id-nf-organizationalPLANameForm
}
-- (21) -- organizationNameForm NAME-FORM
=
NAMES organization
WITH ATTRIBUTES {organizationName}
AND OPTIONALLY {dnQualifier}
ID id-nf-qualifiedOrgNameForm
}
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-- (22) -- orgRNameForm NAME-FORM
n={
NAMES organizationalRole
WITH ATTRIBUTES {commonName}
AND OPTIONALLY {dnQualifier}
ID id-nf-qualifiedOrgRNameForm

-- (23) -- orgUNameForm NAME-FORM
=
NAMES organizationalUnit
WITH ATTRIBUTES {organizationalUnitName}
AND OPTIONALLY {dnQualifier}
ID id-nf-qualifiedOrgUNameForm

-- (24) -- plaCollectiveNameForm NAME-FORM
"~ NAMES plaCollectiveACP127
WITH ATTRIBUTES { plaNameACP127 }
ID id-nf-plaCollectiveNameForm

-- (25) -- qualifiedOrgPersonNameForm NAME-FORM

NAMES organizationalPerson

WITH ATTRIBUTES {commonName}

AND OPTIONALLY {dnQualifier | organizationalUnitName}
ID id-nf-qualifiedOrgPersonNameForm

-- (26) -- releaseAuthorityPersonNameForm NAME-FORM

) NAMES releaseAuthorityPerson
WITH ATTRIBUTES { releaseAuthorityName }
ID id-nf-releaseAuthorityPersonNameForm

-- (27) -- releaseAuthorityPersonANameForm NAME-FORM

NAMES releaseAuthorityPersonA
WITH ATTRIBUTES { releaseAuthorityName }
ID id-nf-releaseAuthorityPersonANameForm
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-- (28) -- routingIndicatorNameForm NAME-FORM
=
NAMES routingIndicator
WITH ATTRIBUTES {rl}
ID id-nf-routingindicatorNameForm

-- (29) -- sigintPLANameForm NAME-FORM

NAMES sigintPLA
WITH ATTRIBUTES { sigad }
ID id-nf-sigintPLANameForm

-- (30) -- sIPLANameForm NAME-FORM
n={
NAMES sIPLA
WITH ATTRIBUTES { longTitle }
ID id-nf-sIPLANameForm

-- (31) -- spotPLANameForm NAME-FORM
=
NAMES SpotPLA
WITH ATTRIBUTES { spot }
ID id-nf-spotPLANameForm

-- (32) -- taskForcePLANameForm NAME-FORM
=
NAMES taskForceACP127
WITH ATTRIBUTES {plaNameACP127}
ID id-nf-taskForcePLANameForm

-- (33) -- tenantPLANameForm NAME-FORM
=
NAMES tenantACP127
WITH ATTRIBUTES { plaNameACP127 }
ID id-nf-tenantPLANameForm
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-- superseded name form
-- unigueOrgPersonNameForm NAME-FORM

-- NAMES organizationalPerson

-- WITH ATTRIBUTES {commonName }

-- AND OPTIONALLY { organizationalUnitName |

- uniqueldentifier }

- ID id-nf-uniqueOrgPersonNameForm

)

--f. miscellaneous data types

ACPLegacyFormat ::= INTEGER {
JANAP128(0),
ACP126(1),
DOI103(2),
DOI103Special(3),
ACP127(4),
ACP127Converted(5),
Reservedl1(6), -- hold for ACP127Standard if
--needed
ACP127State(7),
ACP127Modified(8),
SOCOMMSpecial(9),
SOCOMMNarrative(10),
Reserved2(11), --hold for SOCOMMNarrativeTTY if
-- needed
SOCOMMNarrativeSpecial(12),
SOCOMMData(13),
SOCOMMiInternal(14),
SOCOMMEXxternal(15) }
-- Note: Values 32 through 48 are not defined
-- by this ACP and may be used nationally or
-- bilaterally.

ACPTelephoneFaxNumberSyntax ::= PrintableString -- constructed as defined in
-- paragraph 27 in this annex

Addressees ::= SEQUENCE OF PrintableString (SIZE (1..55))

Classification ::= ENUMERATED { unmarked(0), unclassified(1), restricted(2),
confidential(3), secret(4), top-secret(5) }

DistributionCode ::= PrintableString
JPEG ::= OCTET STRING -- a JPEG image
MonthlyUKMs ::= SIGNED { SEQUENCE OF UKMEntry }

Remarks ::= SEQUENCE OF PrintableString
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RIParameters ::= SET {

rl [O] PrintableString,

riType [1] ENUMERATED { normal(0), off-line(1), partTimeTerminal(2) },
minimize [2] BOOLEAN, -- not used any more --

sHD [3] PrintableString,

classification [4] Classification

}

UKMEntry ::= SEQUENCE {
tag PairwiseTag,
ukm OCTET STRING

--g. object identifiers
D ::= OBJECT IDENTIFIER
ds ID ::= { joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) dod(2) ds(2) }
--categories of information objects--

id-module  ID ::={id-ds 0}

id-attributeType ID ::= {id-ds 1}
id-objectClass ID ::={id-ds 3}
id-nameForm ID ::={id-ds 4}
id-gatewayType ID ::={id-ds 5}

-- synonyms --

id-at ID ::={id-ds attributeType(1) }
id-gt ID ::={id-ds gatewayType(5) }
id-nf ID ::={id-ds nameForm(4) }
id-oc ID ::={id-ds objectClass(3) }

-- Attributes registered in SDN.700 , which is the definitive assignment, and
-- repeated here

id-at-alid -- [id-mlid] -- ID::={216840110121514}
id-at-janUKMs 1D ::={216840110121520}
id-at-febUKMs ID::={216840110121521}
id-at-marUKMs ID::={216840110121522}
id-at-aprUKMs ID::={216840110121523}
id-at-mayUKMs ID::={216840110121524}
id-at-junUKMs ID::={216840110121525}
id-at-julUKMs  ID::={216840110121526}
id-at-augUKMs ID::={216840110121527}
id-at-sepUKMs ID::={216840110121528}
id-at-octUKMs ID::={216840110121529}
id-at-novUKMs ID::={216840110121530}

lte Wt Yot Wanan |
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id-at-decUKMs ID::={216840110121531}
id-at-aLExemptedAddressProcessor ID::={216840110121547}
-- [id-mIExemptedAddressProcessor]

-- Attributes registered in RFC 1274 --

-- buildingName ID ::= {09 2342 192003000 100 148} --
--hostID ::= {09 2342 192003000 10019} --

-- rfc822Mailbox ID ::= {09 2342 192003000 10013} --
--roomNumber ID::= {09 2342 192003000 10016} --

-- ACP 133 attributes --

id-at-alternateRecipient ID ::= {id-at 3}
id-at-associatedOrganization ID::= {id-at4}
id-at-associatedPLA ID::= {id-at6}
id-at-releaseAuthorityName  ID ::= {id-at 45}
id-at-actionAddressees ID ::= {id-at 46}
id-at-additionalAddressees ID::= {id-at 47}
id-at-additionalSecondPartyAddressees ID ::= {id-at 48}
id-at-aliasPointer ID::= {id-at49}
id-at-allowableOriginators ID ::= {id-at 50}
id-at-cognizantAuthority ID::= {id-at 51}
id-at-community ID ::= {id-at 52}
id-at-accountingCode ID::= {id-at 53}
id-at-dualRoute ID ::= {id-at 54}
id-at-effectiveDate ID ::= {id-at55}
id-at-entryClassification ID::= {id-at 56}
id-at-expirationDate ID ::= {id-at 57}
id-at-hostOrgACP127 ID::= {id-at 58}
id-at-infoAddressees ID::= {id-at 59}
id-at-lastRecapDate ID ::= {id-at 60 }
id-at-listPointer ID ::= {id-at 61}

id-at-Imf ID::= {id-at 62}

id-at-longTitle ID::= {id-at 63}
id-at-minimize ID ::= {id-at 64}
id-at-minimizeOverride ID ::= {id-at 65}
id-at-nameClassification ID::= {id-at 67}
id-at-nationality ID ::= {id-at 68}
id-at-collectiveNationality ID ::= {id-at 68 collective(1) }
id-at-transferStation ID ::= {id-at 69 }
id-at-plaNameACP127 ID::= {id-at 70}
id-at-plaAddressees ID::= {id-at 71}
id-at-plaReplace ID ::= {id-at 72}
id-at-primarySpellingACP127 ID ::= {id-at 73}
id-at-publish ID ::= {id-at 74}
id-at-recapDueDate ID ::= {id-at 75}
id-at-remarks ID::= {id-at 76}

id-at-rl ID::= {id-at 77}
id-at-rIClassification ID::= {id-at 78}
id-at-rlinfo  ID::= {id-at 79}
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id-at-secondPartyAddressees ID ::= {id-at 80}
id-at-section ID::= {id-at 81}
id-at-serviceOrAgency ID::= {id-at 82}
id-at-sHD ID ::= {id-at 83}

id-at-shortTitle ID::= {id-at 84}

id-at-sigad ID::= {id-at 85}

id-at-spot ID ::= {id-at 86}

id-attARE  ID ::= {id-at 87}
id-at-aCPMobileTelephoneNumber ID::= {id-at 94}
id-at-aCPPagerTelephoneNumber ID ::= {id-at 95}
id-at-tCC ID::= {id-at 96}

id-at-tRC ID::= {id-at 97}
id-at-distributionCodeAction ID::= {id-at 104}
id-at-distributionCodelnfo ID ::= {id-at 105}
id-at-accessCodes ID::= {id-at 106}
id-at-accessSchema  ID ::= {id-at 107}
id-at-aCPPreferredDelivery ID ::= {id-at 108 }
id-at-aCPTelephoneFaxNumber ID ::= {id-at 109 }
id-at-administrator ID::= {id-at 110}
id-at-aigsExpanded ID ::= {id-at 111}
id-at-aLType ID::= {id-at 112}

id-at-associatedAL ID::= {id-at 113}
id-at-copyMember ID::= {id-at 114}
id-at-gatewayType ID::= {id-at 115}

id-at-ghpType ID::= {id-at 116}

id-at-guard ID ::= {id-at 117}

id-at-mailDomains ID ::= {id-at 118}

id-at-militaryFacsimileNumber ID ::= {id-at 119}
id-at-collectiveMilitaryFacsimileNumber ID::= {id-at 119 collective(1) }
id-at-militaryTelephoneNumber ID ::= {id-at 120}
id-at-collectiveMilitaryTelephoneNumber ID ::= {id-at 120 collective(1) }
id-at-networkDN ID ::= {id-at 121}

id-at-networkSchema ID ::= {id-at 122}

id-at-onSupported ID::= {id-at 123}

id-at-operationName  ID::= {id-at 124}

id-at-positionNumber ID ::= {id-at 125}

id-at-proprietaryMailboxes ID ::= {id-at 126}
id-at-secureFacsimileNumber ID::= {id-at 127}
id-at-collectiveSecureFacsimileNumber ID::= {id-at 127 collective(1) }
id-at-secureTelephoneNumber ID ::= {id-at 128 }
id-at-collectiveSecureTelephoneNumber ID ::= {id-at 128 collective(1) }
id-at-serviceNumberID ::= {id-at 129}

id-at-rank ID ::= {id-at 133}

id-at-misc-collectives ID::= {id-at 134}
id-at-collective-mhs-or-addresses ID ::= {id-at 134 collective-mhs-or-addresses(1) }
id-at-aLReceiptPolicy ID::= {id-at135}

id-at-plasServed ID ::= {id-at 138}

id-at-deployed ID ::={id-at 139}

id-at-garrison|ID ::={ id-at 140}

id-at-aCPLegacyFormat ID ::= {id-at 142}

id-at-adminConversion ID ::= {id-at 143}
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id-at-tCCG ID = {id-at 144}
id-at-usdConversionlID ::= {id-at 145}
id-at-aCPNetwAccessSchemaEdB ID ::= {id-at 146 }
id-at-aCPNetworkSchemaEdB ID ::= {id-at 147}

-- ACP 133 Name Forms --

id-nf-alternateSpellingPLANameFormID ::= {id-nf 4}
id-nf-cadPLANameForm ID::= {id-nf6}
id-nf-mLANameForm ID::= {id-nf9}
id-nf-organizationalPLANameForm  ID ::= {id-nf 12}
id-nf-plaCollectiveNameForm ID ::= {id-nf 13}
id-nf-routingIndicatorNameForm ID ::= {id-nf 15}
id-nf-sigintPLANameForm ID ::= {id-nf 16}
id-nf-sIPLANameForm ID::= {id-nf17}
id-nf-spotPLANameForm ID ::= {id-nf 18}
id-nf-taskForcePLANameForm ID ::= {id-nf 19}

id-nf-tenantPLANameForm ID ::= {id-nf 20}
id-nf-aliasCNNameForm  ID ::= {id-nf 21}
id-nf-aliasOUNameForm  ID::= {id-nf22}

id-nf-distributionCodeDescription ID ::= {id-nf 23}
id-nf-mS ID::= {id-nf24}

id-nf-mTAID ::= {id-nf 25}

id-nf-mUA  ID ::= {id-nf 26}

id-nf-addressList  ID ::= {id-nf 27}

id-nf-messagingGateway ID::= {id-nf 28}
id-nf-mhs-dLNameForm ID::= {id-nf29}
id-nf-networkNameForm ID::= {id-nf 30}

id-nf-networkInstructionsNameForm D ::= {id-nf 31}
id-nf-releaseAuthorityPersonNameForm ID ::= {id-nf 32}

-- id-nf-uniqueOrgPersonNameForm ID ::= {id-nf 33 } (superseded)
id-nf-applicationEntityNameForm ID ::= {id-nf 34}
id-nf-qualifiedOrgNameForm ID::= {id-nf35}
id-nf-qualifiedOrgPersonNameForm ID ::= {id-nf 36}
id-nf-qualifiedOrgRNameForm ID ::= {id-nf 37}
id-nf-qualifiedOrgUNameForm ID ::= {id-nf 38}
id-nf-releaseAuthorityPersonANameForm ID ::= {id-nf 39}
id-nf-mLAgentNameForm ID::= {id-nf40}
id-nf-dSSCSPLANameFormID ::= {id-nf41}
id-nf-aCPNetworkEdBNameForm ID ::= {id-nf42}
id-nf-aCPNetworkinstrEdBNameFormID ::= {id-nf 43}

-- Object classes registered in SDN.700 , which is the definitive assignment,
-- and repeated here

id-oc-secure-user ID::= {216840110121413}
id-oc-ukms ID::= {216840110121416}
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id-oc-plaData  ID ::= {id-oc 26}
id-oc-cadACP127 ID::= {id-oc 28}

id-oc-mLA ID::= {id-oc 31}

id-oc-orgACP127 ID::= {id-oc 34}
id-oc-plaCollectiveACP127 ID ::= {id-oc 35}
id-oc-routingindicator D ::= {id-oc 37}
id-oc-sigintPLA ID ::= {id-oc 38}

id-oc-sIPLA ID::= {id-oc 39}

id-oc-spotPLA ID::= {id-oc 40}
id-oc-taskForceACP127 ID::= {id-oc 41}
id-oc-tenantACP127 ID ::= {id-oc 42}
id-oc-plaACP127 ID::= {id-oc 47}
id-oc-aliasCommonName ID::= {id-oc 52}
id-oc-aliasOrganizationalUnit ID ::= {id-oc 53}
id-oc-distributionCodesHandled ID::= {id-oc 54}
id-oc-distributionCodeDescription  ID::= {id-oc 55}
id-oc-plaUser  ID ::= {id-oc 56}
id-oc-addressList ID::= {id-oc 57}
id-oc-altSpellingACP127 ID ::= {id-oc 58}
id-oc-messagingGateway ID ::= {id-oc 59}
id-oc-network ID::= {id-oc 60}
id-oc-networklinstructions ID::= {id-oc 61}
id-oc-otherContactinformation ID ::= {id-oc 62}
id-oc-releaseAuthorityPerson ID ::= {id-oc 63}
id-oc-mLAgent ID::= {id-oc 64}
id-oc-releaseAuthorityPersonAID ::= {id-oc 65}
id-oc-securePkiUserID ::= {id-oc 66 }
id-oc-dSSCSPLAID ::= {id-oc 67}
id-oc-aCPNetworkEdB ID ::= {id-oc 68}
id-oc-aCPNetworkInstructionsEdBID ::= {id-oc 69 }

--gateway types--

acpl20-acpl27 ID::= {id-gt0}
acpl20-janap128 1D ::= {id-gt1}
acpl20-mhs ID::= {id-gt2}
acpl20-mmhs ID::= {id-gt 3}
acpl120-rfc822 ID::= {id-gt4}
boundaryMTA ID::= {id-gt5}
mmhs-mhs ID::= {id-gt6}
mmhs-rfc822 ID ::= {id-gt 7}
mta-acp127 ID::= {id-gt8}

END -- Common Content --
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208. Useful Attributes ASN.1 Definitions

The following ASN.1 module specifies attributes and their object identifiers that are
useful to more than one of the Allies, but are not part of the Allied Directory schema. This
module imports only the data types used by the included definitions. Useful attributes shall not
be replicated unless specific bi-lateral arrangements are made for their support on both the
supplier and consumer systems.

209. Useful Attributes Module

ACP133UsefulAttributes { joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101)
dod(2) ds(2) module(0) usefulAttributes(3) editionA(2) }

DEFINITIONS ::=
BEGIN

IMPORTS

ATTRIBUTE
FROM InformationFramework { joint-iso-ccitt ds(5) modules(1)
informationFramework(1) 2 }

caselgnoreMatch, caselgnoreSubstringsMatch, DirectoryString, postalAddress
FROM SelectedAttributeTypes { joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2 }

id-at, JPEG
FROM ACP133CommonContent { joint-iso-ccitt(2) country(16) us(840) organization(1)
gov(101) dod(2) ds(2) module(0) 2 2}

: --end of IMPORTS

-- a. -- hoursOfOperation ATTRIBUTE
=
WITH SYNTAX DirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-hoursOfOperation

--b. -- jpegPhoto ATTRIBUTE
n={
WITH SYNTAX OCTET STRINGJPEG -- values of the string are
-- JPEG- formatted (JFIF) photographs
ID id-at-jpegPhoto
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-- €. -- militaryPostalAddress ATTRIBUTE

=
SUBTYPE OF postalAddress
ID id-at-militaryPostalAddress
}
-- d. -- visitorAddress ATTRIBUTE
=
SUBTYPE OF postalAddress
ID id-at-visitorAddress
}
-- e. -- collectiveMilitaryPostalAddress ATTRIBUTE
n={
SUBTYPE OF militaryPostalAddress
ID id-at-collectiveMilitaryPostalAddress
}
-- f. -- collectiveVisitorAddress ATTRIBUTE
SUBTYPE OF visitorAddress
ID id-at-collectiveVisitorAddress
}

id-at-hoursOfOperation ID ::= {id-at 130}

id-at-jpegPhoto ID ::= {09 2342 19200300 100 1 60 }
id-at-militaryPostalAddressID ::= {id-at 131}
id-at-collectiveMilitaryPostalAddress ID ::= {id-at 131 collective(1) }
id-at-visitorAddress ID ::= {id-at 132}
id-at-collectiveVisitorAddress ID::= {id-at 132 collective(1) }

END -- Useful Attributes --
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ANNEX C

DIRECTORY PROHLES

1. Generd

This annex describes the | SPs that have been developed for the directory standards. This
annex has been included in ACP 133 as background information on the functiond profiles that provide
the basisfor the ACP 133 Profilesin Annex D. All profile requirements for the Allied Directory System
are contained in Annex D.

a. Functiond profiles are used to define the detailed capabilities of directory products. They
are developed from the Directory Standards, in particular, the Protocol Implementation Conformance
Statement (PICS) proformas, and refine these specifications by making choices where dternatives are
defined and by setting specific vaues for parameters of directory protocol operation or directory
information definition. For example, a profile could be written for aDUA product that limitsthe
operations used to Bind, Unbind, and Read and restricts the attributes that are read to a certain set.

b. Thedirectory functiond profilesfal into two mgor categories: Application Profilesand
Interchange Format and Representation Profiles. These categories are defined in ISO/IEC Technical
Report (TR) 10000 which defines and classifies functiond profilesfor OSl. For the Directory,
protocols and operations are the subjects of Application Profiles, and generic and application-specific
schema are the subjects of Interchange Format and Representation Profiles. Within these two
categories, the capabilities of the standard directory have been divided into severa subject areas for
profiling. Each subject area or class may be broken down further into functiona profiles. Figure C-1
shows the directory functiond profiles and the labdl gpplied to each one through the identification
scheme (taxonomy) contained in TR 10000.
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Figure C-1

Taxonomy of Directory Functiond Profiles
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C. Theclassesof directory profiles are:
ADY1 - DUA Badc Functiondity
ADY?2 - DSA Basic Functiondity
ADY4 - Security Capabilities
ADY5 - Shadowing Capabilities
ADY6 - Directory Administration and Management
ADY7 - DOP Capabilities
FDY1 - Schema
FDY 2 - MHS Use of the Directory
FDY 3 - FTAM Use of the Directory
FDY4 - TP Use of the Directory
FDY5 - VT Use of the Directory
FDY6 - EDI Use of the Directory

2. Directory Application Profiles

a ADY1-DUA Basc Functiondity

The ADY 1 class of profiles defines the basic behavior of a DUA in its communication with
aDSA. It doesnot define the DUA' s interaction with the user. There are two functiona profilesin this
class

ADY 11 - DUA Support of Directory Access Protocol
ADY12 - DUA Support of Digtributed Operations

(2) The ADY 11 profile defines the behavior of a DUA regarding the operation of the DAP
when interacting with asingle DSA to perform asingle user request. 1t coversthe DUA performing the
initiator role of DAP, invoking an operation on aDSA, and receiving aresult or error response (see
Figure C-2). ADY 11 specifies congraints on the use of aDSA by a DUA to interwork with the
Directory services.
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Directory DUA iy DSA
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ogram / Response

ADY11 DAP

Association

Figure C-2
ADY 11 Applicability

(2) The ADY 12 profile defines the behavior of a DUA, regarding the operation of DAP,
when performing multiple interactions with multiple DSAs to perform asingle user request. That is
ADY 12 profiles the behavior of a DUA when Referrals or Search Continuation References are used by
the Directory. A DUA creates an association to a DSA of its choice, and requests an operation. The
DSA may return areferra instead of aresult, or the result may contain continuation references. The
latter occur in the case of Ligt or Search operations in which the DSA is unwilling or unable to complete
the search, but is able to advise which other DSAs may be ableto assst. The DUA then associates
with the recommended DSA to continue the operation. See Figure C-3.
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Figure C-3
Applicability of ADY 12

b. ADY2- DSA Basc Functionality

The ADY 2 dlass of profiles defines the basic behavior of aDSA in its communication with
DUAs and other DSAs. There are two functiond profilesin this class.

ADY 21 - DSA Support of Directory Access
ADY 22 - DSA Support of Distributed Operations

(1) The ADY 21 profile defines the behavior of a DSA regarding the operation of the DAP
for communicating with aDUA. 1t coversthe DSA performing the responder role of DAP, receiving
the invocation of an operation from a DSA, and responding with aresult or error response (see Figure
C-4). ADY 21 defines capabilities and congtraints on support for DAP by DSAs so that DUAs are
able to interwork with the Directory.
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Director
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Figure C-4

ADY 21 Applicability

(2) The ADY 22 profile defines the behavior of a DSA regarding the operation of the DSP
when communicating with another DSA, and it defines the coordination of aDSA communication
across severa associations to perform a particular distributed operation (see Figure C-5). It coversthe
DSA performing the invoker role of DSP, the performer role, or both; DSAs as users (over DAP or
DSP) of Referras and Continuation references;, and DSAs as users of Hierarchica Operational
Bindings (HOBs) and of Shadow Operationd Bindingsin so far asthey affect distributed operations
usng DSP. ADY 22 ensuresthat DSAs will be able to interwork within the Directory in two respects:

Correct protocol behavior

Correct behavior in respect of the role that each DSA has to play in respect of
Digributed Operations
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c. ADY4 - Security Capabilities

The ADY4 class of profiles defines the behavior of directory components in supporting
various security festures and degrees of security. There are five functiond profilesin this class:

ADY41 - DUA Authentication as DAP Initiator
ADY 42 - DSA Authentication as DAP Responder
ADY43 - DSA to DSA Authentication

ADY44 - DSA Simple Access Control

ADY 45 - DSA Basic Access Control

(1) The ADY 41 profile specifies the manner in which a DUA behaves when authenticating
aDSA and authenticating itsdlf to aDSA using smple protected authentication or strong authentication
asaDAP Initiator. It augmentsthe ADY 11 requirements with DUA-specific use of authentication
beyond smple unprotected binds and use of digitaly signed operations (see Figure C-6). ADY 41
includes use of different levels of authentication, and of different security infrastructures, e.g., support of
hierarchical/non-hierarchical CA gructures. In addition, ADY 41 covers actions by the DUA on
handling (i.e., vaidating or not) credentids returned by the DSA, the use of two-way strong
authentication, and digitally signed operations.
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Figure C-6
ADY41 Applicability

(2) The ADY 42 profile specifies the manner in which a DSA behaves when authenticeting a
DUA and authenticating itsdf to a DUA using Smple protected authentication or strong authentication as
aDAP Responder. It augmentsthe ADY 21 requirements with DUA-specific use of authentication
beyond smple unprotected binds and use of digitaly signed operations (see Figure C-7). ADY 42
includes use of different levels of authentication, and of different security infrastructures, e.g., support of
hierarchical/non-hierarchica CA dructures. In addition, ADY 42 covers actions by the DSA on
handling (i.e., validating or not) credentids sent by the DUA, the use of two-way strong authentication,
procedures for distributed authentication, and digitally sgned operations.
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Figure C-7
ADY42 Applicability

(3) The ADY43 profileistitled DSA to DSA Authentication. However, thisis different
from thetitle given in TR 10000 (DSA Authentication for DSP) and reflects a broadening of scope
gnce the Directory profiles taxonomy was formulated. ADY 43 covers the use of authentication beyond
sample unprotected password for the purpose of mutud authentication of DSAsin establishment of
DSP, DISP, and DOP associations. It includes use of 2 x one-way strong authentication, two-way
strong authentication and the use of security-related protocol dements. ADY 43 dso coversdigitdly
sgned DSP and DISP operations. ADY 43 profiles the behavior of aDSA in combining signed
uncorrelated list and search information as returned by DSP return results and the use of the originator
element to convey information about the originator of the DAP operation that is the cause of the DSP
operations. See Figure C-8.
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ADY 43 Applicability

(4) Although ADY 44 is defined in TR 10000 to be a separate profile from ADY 45,
ADY 44 has been absorbed into ADY 45, because of the large amount of commondlity. The ADY 44
profile specifies the manner in which DSAs perform Smplified Access Control (SAC) by supporting
Access Control Specific Adminigtrative Aress, Protected Item categories, User Classes, and
GrantAndDenids facilities as defined in subentries. ADY 44 defines capabilities and congtraints of
DSAs supporting SAC. SAC is performed by DSAs to determineif areguestor is alowed accessto
the requested information stored in the DSA. The DSA compares a presented DAP or DSP request
for information to the stored information’s AClItem, and then performs an access control decision to
determine whether permission to access the information should be granted or denied to the requestor
(see Figure C-9). SAC isrdevant both when the DSA is acting as responder to DAP requests from a
DUA and as responder to DSP operations from apeer DSA. In SAC, access control decisons are
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made on the basis of AClItem vaues of prescriptiveACl and subentryACI operationa attributes, which
must be located a a single Adminigrative Point or itsimmediate subentries.

DSA

DUA Information Request Access

> Control
or )

' Decision
M Requested Information P Function

ADY44 or ADY 45
Figure C-9
ADY44 or ADY 45 Applicability

(5) The ADY 45 profile specifies the manner in which DSAs BAC by supporting Access
Control Specific Adminigtrative Areas and Inner Administrative Areas, Protected Item categories, User
Classes, and GrantAndDenids facilities as defined in subentries and/or entries. ADY 45 defines
capabilities and congraints of DSAs supporting BAC. BAC is performed by DSAsto determineif a
requestor is alowed access to the requested information stored in the DSA. The DSA compares a
presented DAP or DSP request for information to the stored information’s AClltem, and then performs
an access control decision to determine whether permission to access the information should be granted
or denied to the requestor (see Figure C-9). BAC isrdevant both when the DSA is acting as
responder to DAP requests from a DUA and as responder to DSP operations from apeer DSA. In
BAC, access control decisions are made on the basis of AClItem vaues of prescriptiveACl,
subentryACl, and entryACl operationa attributes. PrescriptiveACl and subentryACl are associated
with the adminigtrative point of an Access Control Specific Areaor an Access Control Inner Area.
EntryACI is associated with a particular entry.
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d. ADYS5 - Shadowing Capahilities

The ADY5 class of profiles covers the protocol and functiona aspects related to Directory
shadowing. Operationa and procedurd aspects of shadowing are covered in ADY 22 and ADY 62.
There are three functiond profilesin this class.

ADY51 - Shadowing Using ROSE
ADY52 - Shadowing Usng RTSE
ADY 53 - Shadowing Subset

(1) The ADY51 profile defines a set of capabilities and congtraints on support of DISP by
DSAs when operating DISP over the Remote Operations Service Element (ROSE). ADY 51 specifies
alevd of DISP cgpahility such that DSAs shdl be capable of establishing and maintaining DISP
associations over ROSE together in a consgstent manner. ADY 51 covers primary and secondary
shadowing and the consumer and supplier DSA roles.

(2) The ADY 52 profile defines a set of capahilities and constraints on support of DISP by
DSAs when operating DISP over the Rdigble Transfer Service Element (RTSE). Both the consumer
and supplier roles and the *push’ and *pull’ modeds are covered. In addition, error handling and
recovery capabilities are aso profiled.

(3) The ADY53 profile defines an incremental set of Directory shadowing capabilities that
can be provided by a DSA implementation. These functiond capabilities are related specificdly to the
level of refinement supported for the definition of a unit of replication. The capability to support
overlapped units of replications is adso incorporated. Both the DSA shadow supplier and consumer
roles are covered.

e. ADYG6 - Directory Administration and M anagement

The ADY6 class of profilesis amed a regulating the policies and procedures that
adminigrations shdl define in order to make the Directory work smoothly inits environment. Thisis
achieved by describing the various subjects for coordination within and between adminisrative areas
and methods for the coordination based on derived policies. There are three functiond profilesin this
class

ADY61 - Adminidrative Areas
ADY 62 - Egtablishment and Utilization of Shadowing Agreements
ADY 63 - Schema Administration and Publication

(2) The ADY 61 profile describes how administrative areas must be set up and subdivided
into managegble portions, and ways in which the operation of the Directory and of the adminigtrative
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areas are optimized through coordination of knowledge distribution, authentication and access control
policies, digribution of naming contexts, etc. The use of quaity requirements and resulting policies shall
be the basis for the coordination procedures.

(2) The ADY 62 profile describes how the initid phase of establishing a shadowing
agreement shdl be conducted for smooth introduction and utilization of the shadowing itsdf, and in
addition, how the organizationa management of such agreements shal be conducted, up to and
induding their dissolution.

(3) The ADY 63 profile specifies how an adminidrative area shal administrate and publish
its schema so that other adminigrative areas can be informed about the schema rulesin use by the
publishing area.

f. ADY7 - DOP Capabilities

The ADY7 class of profiles specifies the capabilities of aDSA for the using DOP facility to
manage operationd bindings. There are three functiond profilesin this class

ADY 71 - Shadowing Operationa Binding
ADY 72 - Hierarchicd Operationd Binding
ADY 73 - Non-specific Hierarchical Operationd Binding

(1) The ADY 71 profile specifies how DOP is used by DSAs to establish, modify, and
terminate shadow operationd bindings in order to manage the standardized aspects of shadowing
agreements.

(2) The ADY 72 profile specifies how DOP is used by DSAs to establish, modify and
terminate HOBs in order to manage the relationship and promulgate reevant information between two
magter DSAs. The DSAs hold naming contexts where one isimmediately subordinate to the other and
the superior DSA holds a subordinate reference to the subordinate DSA.

(3) The ADY 73 profile specifies how DOP is used by DSAs to establish, modify and
terminate Non-specific HOBs in order to manage the relationship and promulgate relevant information
between two master DSAS. The DSAs hold naming contexts where one isimmediately subordinate to
the other and the superior DSA holds a non-specific subordinate reference to the subordinate DSA.

3. Directory Information Format and Representation Profiles

a FDY1 - Schema

The FDY 1 class of profiles specifies the Directory informetion that is common to a variety
of gpplications. The Directory information covered includes both user information (placed in the
Directory by, or on behdf of, users) and adminigrative and operationd information (held and managed
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by the Directory to meet various administrative and operationd requirements). There are two functiona
profilesin thisclass

FDY 11- Common Directory Use
FDY 12 - Directory System Schema

(1) The FDY 11 profile covers user information to be stored within the Directory that is
common to avariety of applications. FDY 11 defines the minimum capabilities that a DUA and aDSA
ghall support in order to share abasic common view of the Directory user information. It doesthis by
specifying aminimum set of object classes, atribute types, name forms, structure rules and matching
rules to be supported.

(2) The FDY 12 covers adminidrative and operationd information a DSA shdl hold to
operate properly. It includes support of schemafor the administrative and operationa information
model, schema for access control, and schemafor collective attributes. FDY 12 defines the minimum
capabilities that a DUA and a DSA shdl support in order to share abasic common view of the
Directory adminigrative and operationd information. It does this by specifying aminimum set of
requirements concerning the specific tree structure for operationd information and the operationd
content of the entries and subentries.

b. Application-Specific Directory Functiona Profiles

(1) There arefive goplicaionstha have functiona profiles defined for Directory information
and schema aspects that are required by the application:

FDY 2 - MHS Use of the Directory
FDY3- FTAM Use of the Directory
FDY 4 - TP Use of the Directory
FDY5 - VT Use of the Directory
FDY6 - EDI Use of the Directory

(2) Of these profiles, FDY 2, MHS Use of the Directory, is gpplicable to components of the
Allied Directory System. However, acomplete FDY 2 does not exist yet. In the future, FDY 6, EDI
Use of the Directory may be required.

(3) The FDY 2 profile defines Directory user information concerning MHS that is needed in
addition to the common information defined in FDY 11. FDY 2 defines the minimum capabilities that
DSAs must have to support an MHS application’s view of Directory information. It does this by
gpecifying a minimum set of sructure and naming eements for the DIT which a DSA must be capable of
holding and accessing, and other minimum schema requirements.
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4. Directory ISPs

Standard functiond profiles are published in atype of document ISP. One or more functiona
profiles can be published in one ISP. As can be seen in Figure C-10, the directory Application Profiles
are contained in one | SP that has a separate part corresponding to each functiond profile. The generic
directory Information Format and Representation Profiles are aso contained in amulti-part 1SP.
However, each of the application-specific directory functiona profilesis contained in a separate | SP.
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Organization of Directory Functiona Profiles Into International Standardized Profiles
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SECTION |

INTRODUCTION

1. Generd

a. Thisannex profiles the X.500 directory to satisfy the functiondity required in the Allied
Directory. In genera, responses to requirements for implementations are made in aPICS. In afew
cases where tables do not exist in the PICS, responses are made in an ISP. Where PICS and 1SPs do
not exist (for the 1997 edition of the Directory, for example) PICS responses should be made in this
profile.

b. Annex D isdivided into four sections. Section Il specifies additions to the requirements of
the Directory 1SPs. The ACP 133 profiles are defined by showing the differences and additions to the
cited ISP tables. That is, the tables shown are adapted extracts (including notes) from the ISP tables.
Text in the 1SPs should be consulted for additiona guidance.

c. For aparticular ISP, the globd table of conformance may show a predicate. For example,
in TableD-1, item 9, the ACP 133 requires that a DSA be able to be used as a repository for strong
authentication information. A predicate of p_strong rep is set. In subsequent tables, support of
attributes in the | SP that are conditiond on p_strong_rep is mandatory.

d. Where parameters are mandated and default values are permitted, implementations shall
aso support non-default values.

e. Section Il specifies system schema requirements for ADUASs based on the FDY 12 ISP,
which does not include DUA requirements because of the large variety of DUAS.

f.  Section IV includes protocol and schema requirements beyond those in the current |SPs
and PICS. A column, "PICS Response’, isincluded in the tables in this section. These tables include
items from X.402, RFC 1274, ACP 133-specified schemaitems, and selected items from the 1997
Directory standards. The completed tables should be submitted with the gpplicable PICS.

SECTION 11

ACP 133 ADDITIONS TO CURRENT ISPSAND PICS

2. Schema

a  Common Content

(1) DSAsand DUAs shdl conform to ISO/IEC ISP 15126-1 (FDY 11). The prcfile
requirements for asingle DSA for common directory use are given in Annex A and those for aDUA in
Annex B of that document. The additiona requirements in the tables in this paragraph shdl aso be met.
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Column D represents the X.500 and X.400 standard requirement; column P represents the requirement
of the ISP, column ACP represents the requirement of this profile. If the D & P requirements are the
same, the columns are combined.

(2) Table D-1 isan adaptation of thetablein clause A.1.2 in FDY 11.

TableD-1
I dentification of the Implementation and/or System - Single DSA
Item Question D P | ACP Predicate
133

8 | Canthe DSA be configured as afird- o | yed | yes | p firdleved
level DSA no

9 | CantheDSA beused asarepositoryfor | o | yed | yes | p_strong rep
strong authentication information? no

12 | Doesthe DSA support theContent Rule | o | yed | yes
mechanism defined in ITU-T X.501 | no
ISO/IEC 9594-2, 12.77?

13 | Doesthe DSA support the Structure o | yed | yes
Rule mechaniam defined in ITU-T X.501 no
| ISO/IEC 9594-2, 12.6?

14 | Doesthe DSA return Collective o | yed | yes | p_collective Attr
Attributesin respect to Read and Search no
operations?

15 | Doesthe DSA fully support Collective o | yed | yes | p_collective Attr
Attributesin Search filter? no

16 | Doesthe DSA fully support Collective o | yed | yes | p_collective Attr
Attributes in Compare operations? no

17 | Doesthe DSA return Attribute Subtypes | o | yed | yes | p_Attr_subtyping
in respect to Read and Search no
operations?

18 | Doesthe DSA fully support Attribute o | yed | yes | p Attr_subtyping
Subtypesin Search filter? no

19 | Doesthe DSA fully support Attribute o | yed | yes | p Attr_subtyping
Subtypesin Compare operations? no

(3) Table D-2 isan adaptation of thetablein clause B.1.2 in FDY 11.
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TableD-2
Identification of the Implementation and/or System - DUA
Item Question D P | ACP Predicate
133
7 Doesthe DUA support 0 yesn | yes | p_strong
srongAuthenticetion? 0
10 Doesthe DUA support Attribute 0 yesn | yes | p_Attr_subtyping
Subtypes in respect to Read and Search 0
operations?

(4) Table D-3 showsthe collective attribute types, defined in X.520, that shal be
supported. Thisis an adaptation of Table A.6.4.2.3in FDY 11.

Table D-3
X.520 Collective Attribute Types

Ref. Collective Attribute Type D&P| ACP Notes
no. 133
1 | collectiveLocdityName o] m
2 | collectiveStateOrProvinceName o] m
3 | collectiveStreetAddress 0 m
4 | collectiveOrganizationName o] m
5 | callectiveOrganizationdUnitName o] m
6 | collectivePostal Address o] m
7 | collectivePostal Code 0 m
8 | collectivePostOfficeBox 0 m
9 | collectivePhyscaDdiveryOfficeName 0 m
10 | collectiveTdephoneNumber o] m
11 | collectiveTdexNumber 0 m
12 | collectiveTdetexTermindldentifier o] m
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Table D-3
X.520 Caollective Attribute Types
Ref. Collective Attribute Type D& P| ACP Notes
no. 133
13 | collectiveFacsmileTdephoneNumber 0 m
14 | collectivel nternationall SDNNumber 0 m

(5) Table D-4 isan adaptation of thetablein clause A.6.5.2in FDY 11.

TableD-4

Standard Matching Rules

Ref.
no.

Matching Rule

D

-

ACP
133

Notes

2

caselgnoreOrderingMatch

17

octetStringOrderingMaich

25

uTCTimeOrderingMatch

27

generdizedTimeOrderingMatch

35

accessPointMatch

36

masterAndShadowA ccessPointM atch

37

supplierAndConsumerMatch

38

supplierOrConsumerlnformationMatch

Olo|jo|j©o|O|O O |O

olo|o|o|o|o|o|o
31331333313

b. Allied Directory Sysem Schema

(1) DSAsand DUAs shdl conform to ISO/IEC ISP 15126-2 (FDY 12). The profile
requirements for asingle DSA are given in Annex A of that document. The additiona requirementsin
the tablesin this paragraph shall dso be met. Column D represents the X.500 standard requirement;
column P represents the requirement of the ISP, column ACP represents the requirement of this profile.
If the D & P requirements are the same, the columns are combined.

(2) Table D-5 isan adaptation of thetablein clause A.1.2in FDY 12.
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TableD-5
Identification of the Implementation and/or System - Single DSA
Item Question D P | ACP Predicate
133

7 | Doesthe DSA support subschema o | yed | yes | p_subschema
adminigration? no

8 | Doesthe DSA support collective o | yed | yes | p_collectiveAttr
attributes? no

9 | Doesthe DSA support Smplified o | yed | yes | p_AccessControl
Access Control ? no

10 | Doesthe DSA support Basic Access o | yed | yes | p_AccessControl
Control? no

11 | Doesthe DSA support Directory o | yed | yes | p_shadow
information shadow service specified in no
ITU-T X.525 | ISO/IEC 95947

(3) Table D-6 is an adaptation of thetablein clause A.6.4.2.1in FDY12.

Table D-6
Standard Operational Attribute Types- DSA Support
Ref. Attribute Type D &P |ACP Notes
no. 133

15 | structuralObjectClass
16 | governingStructureRule
22 | myAccessPoint

25 | nonSpecificknowledge

olo|o|o
3(3|3|3

3. DUAs

a. DUAsghdl conform to ISO/IEC ISP 15125-1 (ADY 11). The additional requirements for
ACP 133 are summarized in the paragraphs below. The clauses cited refer to ADY 11, Column D
represents the X.500 standard requirement, column P represents the requirements of the ISP, and the
Inter, Inter/Mod, and Adm columns represent the interrogation, interrogation/modification and
adminigtrative DUAS described in paragraph 219 of this ACP.

b. Table D-7 containsthe differences from clauseA.4.3.2.1, Operations.
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TableD-7
Operations
Item Operation D| P ACP 133 Predicate Note
Inter Inter/ Adm
Mod
3 |Read 0| O m m m Read
4 | Compare 0| o m m m Compare
5 | Abandon cn| c3 m m m Abandon Note 1
6 |Lig 0| O m m m Lig
7 | Search 0| O m m m Search
8 | AddEntry 0| O 0 m m AddEntry
9 | RemoveEntry 0| O 0 m m RemoveEntry
10 | ModifyEntry o| O 0 m m ModifyEntry
11 | ModifyDN 0| O 0 m m ModifyDN

c3: If [Async-DUA], then support of thisfeatureiso.

Note 1. The Abandon operation can only be supported if the
asynchronous mode (ROSE class 2) of operation is supported

for the DUA.

c. Table D-8 contains the differences from dlause A.4.3.2.2, Extendons. Thistable definesa
number of extensions which are available in the 1993 edition of the Directory. The supplier of the

implementation shal indicate for which extensons conformance is cdlamed.

Table D-8
Extengons
Item Operation DI P ACP 133 Predicate Note
No.
Inter | Inter/Mod |  Adm
1 | subentries ol o 0 0 m
4 | extraAttributes ol o 0 0 m
5 | modifyRightsRequest | 0| © 0 0 m modrightsreq
10 | useAliasOnUpdate ol o 0 m m
11 | newSuperior ol o 0 0 m newsuperior
d. Table D-9 contains the differences from clause A.4.3.3.15, Service Controls.
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Table D-9
Service Controls
Item Operation D| P ACP 133 Predicate Note
No.
Inter | Inter/Mod | Adm
1 |options ojo| m m m
2 | priority ojo| m m m

e. Table D-10 contains the differences from clause A.4.3.3.16, Entry Information Selection.

TableD-10
Entry Information Sdlection
ltem Operation P ACP 133 Predicate Note
No.
Inter | Inter/Mod | Adm
3 | extraAttributes o o 0 m

f. DUAsghdl conform to ISO/IEC ISP 15125-2 (ADY 12). There are no additional

requirements for ACP 133.

g. DUAsshdl conform to ISO/IEC ISP 15125-5 (ADY41). The additiond requirements for
ACP 133 are summarized in the paragraphs below. The clauses cited refer to ADY41. Column D
represents the X.500 standard requirement, column P represents the requirements of the ISP, and the
Inter, Inter/Mod, and Adm columns represent the types of DUASs described in paragraph 219 of this

ACP.

h. TableD-11 isan adaptation of thetablein clause A.4.2.1in ADY41.
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TableD-11
Generd Capabilities
Item Operation D|P ACP 133 Predicate Note
No. Name
Inter Inter/ Adm
Mod
5 |Doesthe DUA o| o o] 0 m *digitdSig
support sgned
DAP operations
and results?
i. TableD-12 isan adaptation of thetablein clause A.4.2.2in ADY41.
TableD-12
Supported Security Levels
Item Operation D|P ACP 133 Reference Note
No.
Inter Inter/ Adm
Mod
3 |srong cn| c m m m *grongAuth
d: If [digital Sig], then support of this featureism else o.
j. TableD-13 isan adaptation of thetablein clause A.4.3.1.1in ADY 41
TableD-13
Directory Bind Arguments
Item Operation D P ACP 133 Reference | Note
No.
Inter Inter/ Adm
Mod
1.2.1 | cetification-path | co | c.0.1 m m
1.2.3 | name co | col 0 0 Note 1
0.1 At least one or both of the certification-path and name must
aways be present, and if both, then they must “agree’, i.e,
indicate the same name.
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Note 1. The name should be absent; the subject name within the user
catificate contains the same information. Access control
decisions should be based on authenticated information in the

catificate, not on the unauthenticated name in the
StrongCredentids.

k. Table D-14 contains the differences from ADY 41, clause A.4.3.3.22, Security Parameters.

Requirements for use of the 1997 enhancements to security parameters for ACP 133 DUAs are
gpecified in Annex D, Section 1V, paragraph 7.

TableD-14
Security Parameters
Item Operation D|P ACP 133 Predicate Note
No.
Inter | Inter/ | Adm
Mod
1 | certification-path m| m cl cl m Note 1
5 |target ol m 0 0 0 Note 2

cl: If [digitad Sig], then support of thisfeatureism dseo.

Note 1: As specified for the Certificate Management Infrastructure
(CMI).

Note 2: The policy shdl define minimum levels for the target protection
levels

[. Table D-15 isan adaptation of thetablein clause B.3in ADY41.
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Table D-15
Genera Security
Item Operation ACP 133 Predicate | Notes
No. Name
[nter Inter/ Adm
Mod

2 | Doesthe DUA m m m

support

certificates?
3 | Doesthe DUA m m m

support

Cetificate

Revocation List?
4 | Doesthe DUA m m m *arl

support Authority

Revocation List?
5 | Doesthe DUA m m m Note 1

support the

ASN.1

Didinguished

Encoding Rules

(DER)?

Note 1: DUAs shdl conform to the encoding rules as specified in
[ISO/IEC 9594-8: 1993 | ITU-T Rec. X.509 (1993)] Clause
0.
m. Table D-16 isan adaptation of thetablein clause B.5in ADY41.
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ltem
No.

Operation

P

ACP 133

Inter

Inter/
Mod

Adm

Predicate
Name

Note

Doesthe DUA
support Strong
Authentication on
Bind Request?

m

Note 3

1.2

Two-way

C.O0

C.0 m

Doesthe DUA
support Strong
Authentication on
Bind Result?

Note 3

Doesthe DUA
support strong
authentication in
the initiator role?

*gtrong
Auth

Note 3

Doesthe DUA
support strong
authentication in
the responder
role?

*grong
Auth

Note 3

Doesthe DUA
support the
generation of
certification path
for strong
authentication?

certPath

Note 3: A positive response implies support for strong authentication
(See A.4.2.2/3in Annex A of ISP 15125-5)

n. Table D-17 isan adaptation of thetablein dlause B.6in ADY 41. Requirements for use of
the 1997 sgned operation enhancements for DAP in ACP 133 DUAs are specified in Section IV

paragraph 7.
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TableD-17
Signed Operations
Item | Operation ACP 133 Predicate Note
No. Name
Inter Inter/ Adm
Mod
5 |Doesthe DUA 0 0 m *dgnAdd Note 5
support Signed
Add Entry?
6 | Doesthe DUA o] 0 m *dgnRemove | Note5
support Signed
Remove?
7 | Doesthe DUA o] 0 m *3gnModify | Note 5
support Signed
Modify Entry?
8 |Doesthe DUA o] o] m *dgnModDN | Note 5
support Signed
ModifyDN?
Note 5: A postive response implies support for Signed DAP operations
(See A.4.2.1/5in Annex A of ISP 15125-5)
DSAs
a. DAP

(1) DSAs shdl conform to ISO/IEC ISP 15125-3 (ADY 21). The additiona requirements

for ACP 133 are summarized in the paragraphs below. The clauses cited refer to ADY21. Column D
represents the X.500 standard requirement, column P represents the requirements of the ISP, and the
ACP column represents the requirements of this ACP.

(2) Table D-18 contains the differences from clause A.4.2.1,General Capabilities.
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TableD-18
Generd Capabilities

ltem |Operation D P |ACP|Predicate |Note
INo.
3 Isthe DSA capable of 0 0 m

supporting collective atributes?
9 Isthe DSA capable of 0 0 m

supporting hierarchicd atributes

(Subtypes)?

(3) Table D-19 contains the differences from clause A.4.3.2.1, Operations.

Table D-19

Operations
Item |Operation D P ACP|Predicate  |Note
No.
|5 Abandon cn [c3 |m [*Abandon

c3. If [Async-DSA] then support of thisfeatureiso.

(4) DSAs shdl conform to ISO/IEC ISP 15125-6 (ADY42). The additiona requirements
for ACP 133 are summarized in the paragraphs below. The clauses cited refer to ADY42. Column D
represents the X.500 standard requirement, column P represents the requirements of the ISP, and the
ACP column represents the requirements of this ACP.

(5) Table D-20 is an adaptation of the table in clause A.4.2.1in ADY 42,

Table D-20
Generd Capabilities
Iltem | Operation D | P | ACP | Reference Notes
No.
5 Doesthe DSA supportSsgnedDAP [0 | O m *digitd Sig
operations and results?

(6) Table D-21 isan adaptation of thetablein clause A.4.2.2in ADY 42.
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TableD-21
Supported Security Levels
Item | Operation D | P | ACP | Reference Notes
No.
3 srong on{cl [m *grongAuth
cl: If [digita Sig ], then support of thisfestureism else o.
(7) Table D-22 isan adaptation of thetablein clause B.3in ADY42.
Table D-22
Genera Security

Item | Operation D [P | ACP | Reference Notes
No.

2 Doesthe DSA support Certificates? [0 | 0 m

3 Doesthe DSA support Certificate o |o m

Revocation List?

4 Does the DSA support Authority o |o m *arl
Revocation List?

5 Doesthe DSA support the ASN.1 o |o m
Didtinguished Encoding Rules (DER)?

(8) Table D-23 isan adaptation of thetablein clause B.5in ADY42.

Table D-23
Strong Authentication

Item | Operation D | P | ACP | Reference Notes
No.
1 Doesthe DSA support Strong o |o m

Authentication on Bind Request?
1.2 | Two-way co|co |m *arl
2 Does the DSA support Strong o |o m

Authentication on Bind Result?
3 Doesthe DSA support strong o |o m *grongAuth

authentication in the initiator role?
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Table D-23
Strong Authentication
Item | Operation D [P | ACP | Reference Notes
No.
4 Doesthe DSA support strong o |o m *grongAuth

authentication in the responder role?
5 Doesthe DSA support the generation [ 0 | O m
of certification path for strong
authentication”?

(9) Table D-24 is an adaptation of thetablein clause B.6 in ADY 42. Requirements for use
of the 1997 signed operation enhancements for DAP in ACP 133 DSAs are specified in Section IV,

paragraph 8a.

Table D-24
Signed Operations

Iltem | Operation D [P | ACP | Reference Notes

No.

5 Doesthe DSA support SgnedAdd |[o | o m *dgnAdd
Entry?

6 Doesthe DSA support Signed o |o m *3gnRemove
Remove Entry?

7 Doesthe DSA support Signed o |o m *3gnModify
Modify Entry?

8 Doesthe DSA support Signed o |o m *sdgnModDN
ModifyDN?

(10) DSAsgndl conform to ISO/IEC ISP 15125-9 (ADY 45). The additional
requirements for ACP 133 are summarized in the paragraphs below. The clauses cited refer to
ADY45. Column D represents the X.500 standards requirement, column P represents the requirements
of the ISP, and the ACP column represents the requirements of this ACP.

(11) Table D-25 shows the differences from clause A.4.2.3 of ADY 45.
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Table D-25
Supported Access Control Schemes
ltem | Question D P | ACP | Predicate Note
No.
2 Basic Access Control 0 ol|m *BAC-DSA

(12) Table D-26 shows the differences from clause B.3 of ADY45.

Table D-26
Access Support

Iltem | Quedtion D P | ACP | Predicate Note

No.

7 Does the DSA support Import | o o |m *importEntry
for entry access?

8 Doesthe DSA support Export | o o] m * exportEntry
for entry access?

9 Doesthe DSA support 0 o |m *returnDNEnNtry
ReturnDN for entry access?

b. DSP

(1) DSAs shdl conform to ISO/IEC ISP 15125-4 (ADY 22). The additiona requirements
for ACP 133 are summarized in the paragraphs below. The clauses cited refer to ADY22. Column D
represents the X.500 standard requirement, column P represents the requirements of the ISP, and the
ACP column represents the requirements of this ACP.

(2) Table D-27 showsthe differences from clause A.3.1 of ADY 22.

Table D-27
DSA implementation and/or system
Item | Question D P | ACP | Predicate Name or note
No.
6 | AreCross References o] 0 m | p_cross references
supported?
9 | Are Master References - o] m | p_master_reference
supported
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Table D-27
DSA implementation and/or system

ltem
No.

Question

D

P

ACP

Predicate Name or note

12

Are Hierarchica operationa
bindings supported?

m

p_hob

18

Doesthe DSA support being a
non-firg-level DSA?

p_non firg level dsa

19

Doesthe DSA support the
invoker role?

p_invoker

23

Does the DSA support strong
credentidsin the DSA Bind?

p_strong
Note 2

24

Does the DSA support signed
chained operations?

p_signed chained
Note 2

26

Doesthe DSA support
authentication level? (see
[ISO/IEC 9594-4: 1993 |
ITU-T Rec. X.518 (1993)]
clause 10.3 m)

p_auth leve

28

Does the DSA support
excludeShadows (see [ISO/IEC
9594-4; 1993 | ITU-T Rec.
X.518 (1993)] clause 10.3 q)

p_excludeShadows

31

Does the DSA support cregtion
of arequest for cross-references
(see [ISO/IEC 9594-4: 1993 |
ITU-T Rec. X.518 (1993)]
clause 10.3f)

p_obtain xr
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Table D-27
DSA implementation and/or system
Item | Question D P | ACP | Predicate Name or note
No.
32 | Doesthe DSA support the o] 0 p_supply_xr
supply of cross-references on
request (see [ISO/IEC 9594-4.
1993 | ITU-T Rec. X.518
(1993)] clause 10.4 b)
33 | Doesthe DSA support the 0 0 p_return to_dua
request to return the operation to
the DUA (see [ISO/IEC 9594-4:
1993 | ITU-T Rec. X.518
(1993)] clause 10.101)

Note 2. Security levels are profiled in ADY43. They are represented
inthisPRL by the predicates p_smple_protected (A.3.1.22),
p_strong (A.3.1.23), and p_signed chained (A.3.1.24).

(3) DSAs shdl conform to ISO/IEC ISP 15125-7 (ADY 43). This ISP defines strong

authentication for DSP, DISP, and DOP. The additiona requirements for ACP 133 are summarized in
the paragraphs below. The clauses cited refer to ADY 43. Column D represents the X.500 standard
requirement, column P represents the requirements of the ISP, and the ACP column represents the
requirements of this ACP. Requirements for use of the 1997 signed operation enhancements for DSP
and DISP in ACP 133 are specified in Section 1V, paragraphs 8b and 8c.

conformance - DSP.

(4) Table D-28 specifies the differences from clause A.3.1, Globd statement of

Table D-28
Globa Statement of Conformance - DSP
Iltem | Question D | P JACP | Predicate Nameor
No. note
1 Doesthe DSA support DSA Bindsin [0 |0 | m p_dsa bind ini
the initiator role?
2 Doesthe DSA support DSA Bindsin [0 |0 | m p_dsa bind resp
the responder role?
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Table D-28
Globa Statement of Conformance - DSP
Iltem | Question D | P JACP | Predicate Nameor
No. note

5 Doesthe DSA support DSA Binds o |0 |m p_dsa gtrong ini
using strong credentids in the initiator
role?

6 Does the DSA support DSA Binds O [0 |[m p_dsa strong_resp
using strong credentidsin the
responder role?

7 Doesthe DSA support the invoker O |0 |m p_dsp_invoker
rolein DSP operations?
8 Doesthe DSA support signed DSP O |0 |m p_signed dsp
operations in both invoker and
performer roles

10 Doesthe DSA support authentication |0 |0 | m p_dsp_auth_level
leve in ChainingArguments

(5) Table D-29 specifies the differences from clause A.3.4, Globd statement of
conformance - al supported protocols.

Table D-29
Globa Statement of Conformance - DSP, DOP, DISP
Item | Question D P ACP | Predicate Name or
No. note
2 Doesthe DSA support two- o] o] m p_2way strong
way authentication in strong
binds?

3 Does the DSA support two- 0 0 m p 2way sgned
way authentication in Sgned
operations?
8 Doesthe DSA support 0 0 m p_crl v2
Certificate Revocation Ligts
Verson 2?

(6) DSAs shdl conform to ISO/IEC ISP 15125-13 (ADY61). Table D-30 specifiesthe
differences from clause A.3.1, General Capabilities.

D-19 Edition B



ANNEX D to ACP 133 Edition B

Table D-30
Generd Capabilities
Item | Question D P | ACP | Predicate Nameor
No. note
2 Doesthe DSA support o] O |m subschema
subschema adminigrative
areas?
4 Does the DSA support access | cl cd |m ACinner
control inner adminigrative
areas?
5 Doesthe DSA support o] O |m Col AtSpec
collective-attribute specific
adminigrative areas?
6 Doesthe DSA support 0 0 m ColAtlnner
collective-attribute inner
adminigtrative arees?
7 Doesthe DSA support o] O |m MulPurSE
multipurpose subentries?

c.1: If BAC supported m thenii.

(7) DSAs shdl conform to ISO/IEC ISP 15125-9 (ADY45). The additiona requirements
for ACP 133 are summarized in the paragraphs below. The clauses cited refer to ADY45. Column D
represents the X.500 standards requirement, column P represents the requirements of the ISP, and the
ACP column represents the requirements of this ACP.

(8) Table D-31 showsthe differences from clause A.5.2.3 of ADY 45.

TableD-31
Supported Access Control Schemes
Item | Question D P | ACP | Predicate Note
No.
2 | Basic Access Control o [ol| m |*BAC-DSA
(9) Table D-32 showsthe differences from clause B.3 of ADY 45.
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Table D-32
Access Support

ltem | Question D P | ACP | Predicate Note

No.

7 Doesthe DSA support Import | o o |m *importEntry
for entry access?

8 Doesthe DSA support Export | o o] m *exportEntry
for entry access?

9 Doesthe DSA support o] o] m *returnDNEnNtry
ReturnDN for entry access?

c. DI

(1) DSAs shdl conform to ISO/IEC ISP 15125-7 (ADY 43). This ISP defines strong
authentication for DSP, DISP, and DOP. The additiond requirements for ACP 133 are summarized in
the paragraphs below. The clauses cited refer to ADY43. Column D represents the X.500 standard
requirement, column P represents the requirements of the ISP, and the ACP column represents the

requirements of this ACP.

(2) Table D-33 specifies the differences from clause A.3.3, Globd statement of
conformance - DISP.

Table D-33
Globd Statement of Conformance - DISP
ltem | Question D |P ACP | Predicate Name or
No. note

1 | Doesthe DSA support the gpplication- (o | 0 m p_disp_sup ini
context:
shadowSupplierinitiatedAC?

2 | Doesthe DSA support the gpplication- [0 |0 o] p_disp re_sup_ini
context: Note 1
reliableshadowSupplierlnitiatedAC?

3 | Doesthe DSA support the gpplication- o |o m p_disp_cons ini
context:
shadowConsumerinitiatedAC?

context; Note 1
reliableshadowConsumerl nitiatedAC?

4 | Doesthe DSA support the gpplication- o |o o] p_disp rel_cons ini
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Table D-33
Globa Statement of Conformance - DISP
Item | Question D |P ACP | Predicate Name or
No. note
5 | Doesthe DSA support DISP Bindsin o |o m p_disp bind
the initiator role?
6 | Doesthe DSA support DISP Bindsin o |o m p_disp_ Ssmp_unprot_
the responder role? resp
9 | Doesthe DSA support DISP Binds at o |o m p_disp_strong_ini
least using srong credentidsin the
initiator role?
10 | Doesthe DSA support DISP Binds at o |o m p_disp_strong_resp
least using strong credentidsin the
responder role?
11 | Doesthe DSA support signed DISP o |o m p_signed disp
operations in both invoker and performer
roles?

3

Note 1. The use of the RTSE-inclusive application contexts may be

mandated by the tactical community.

Table D-29 dso gpplies.

(4) DSAs shdl conform to ISO/IEC ISP 15125-10 (ADY51). The additional
requirements for ACP 133 are summarized in the paragraphs below. The clauses cited refer to
ADY51. Column D represents the X.500 standard requirement, column P represents the requirements
of the ISP, and the ACP column represents the requirements of this ACP.

(5) Table D-34 specifies the differences from clause A.3 of ADY51.

TableD-34
Globa Statement of Conformance
Ref.NO. | 5yestion D ACP | Predicate | Notes

5 Is security leve "strong” for peer entity | 0.1 m | Strong-

authentication supported? auth
6 Are sgned DISP operations 0 m | Signed-

supported? ops
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TableD-34
Globa Statement of Conformance
Ref.NO. | 5yestion D | P | ACP |Predicate |Notes
7 Istheincrementa update Srategy o| o m | Inc-
supported? updates
8 I's secondary shadowing supported? o o m

0.1: At least one of the security levels for peer entity authentication shall
be supported.

(6) DSAs shdl conform to ISO/IEC ISP 15125-12 (ADY53). The additional
requirements for ACP 133 are summarized in the paragraphs below. The clauses cited refer to
ADY53. Column D represents the X.500 standard requirement, column P represents the requirements
of the ISP, and the ACP column represents the requirements of this ACP.

(7) Table D-35 specifies the differences from clause A.3.1 of ADY53.

Table D-35
DSA Implementation
Ref. | Question Response | ACP
No.
1 Shadow Supplier Role Supported yesno yes
2 Shadow Consumer Role Supported yesno yes
3 Empty Context Prefix in Replicated Area Supported | yesno yes

The following predicates are defined: p_sup=A.3.1/1, p_con =
A.3.12,andp ecp=A.3.1/3

d. DOP

(1) DSAs shdl conform to ISO/IEC ISP 15125-7 (ADY43). This ISP defines strong
authentication for DSP, DISP, and DOP. The additiond requirements for ACP 133 are summarized in
the paragraphs below. The clauses cited refer to ADY43. Column D represents the X.500 standard
requirement, column P represents the requirements of the ISP, and the ACP column represents the
requirements of this ACP.

(2) Table D-36 specifies the differences from clause A.3.2, Globd statement of
conformance - DOP.
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Table D-36
Globa Statement of Conformance - DOP
ltem | Question D P ACP | Predicate Name or
No. note
1 Doesthe DSA support Operationa 0 0 m p_sob
Binding type:
shadowOQOperationa Bindingl D
2 Does the DSA support Operationa 0 0 m p_shob
Binding type:
SpecificHierarchicadBindingl D
4 Doesthe DSA support DOP Bindsin | o o] m p_dop _bind_ini
the initiator role?
5 Doesthe DSA support DOP Bindsin | o 0 m p_dop_bind resp
the responder role?
8 Doesthe DSA support DOP Binds o] 0 m p_dop_strong_ini
using strong credentids in the initiator
role?
9 Does the DSA support DOP Binds 0 0 m p_dop_strong_resp
using strong credentidsin the
responder role?

(3) Table D-29 dso applies.

(4) DSAs shdl conform to ISO/IEC ISP 15125-16 (ADY 71). The ACP requires support
of both the shadowSupplierlnitiatedAC and the ShadowConsumerinitiatedAC.

(5) DSAs shdl conform to ISO/IEC ISP 15125-17 (ADY 72). The additional
requirements for ACP 133 are summarized in the paragraphs below. The clauses cited refer to

ADY72. Column D represents the X.500 standard requirement, column P represents the requirements
of the ISP, and the ACP column represents the requirements of this ACP.

(6) Table D-37 specifies the differences from clause 6 of ADY 72.
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TableD-37
Summary of Support
Ref. | Question P | ACP
No. 133
10 | Support of transfer of adminigirative point and subentry 0 m
information by ROLE A DSAs  Subschema informetion
11 | Support of transfer of adminigtrative point and subentry 0 m
information by ROLE A DSAs Collective attribute
information
18 | Support of DOP hinds using strong authentication 0 m

SECTION I

DUA EXTENSIONS

5. Adminigrative DUAS

a. Because of the variety of DUAS, FDY 12 does not include any tablesfor DUAs. Table
D-38 identifies support required for ACP 133 ADUAS, which are required to maintain operationa
attributes in the directory. Responses should be made in the PICS. Interrogation and
I nterrogation/Modification DUAS have no requirement to view or modify operationd attributes.

Table D-38
Identification of the Implementation and/or System - Adminidirative DUA
Iltem | Question D | ACP | Predicate
133
1 Does the DUA support subschema 0 yes | p_subschema
adminigration?
2 Does the DUA support collective 0 yes | p_collectiveAttr
attributes?
3 Does the DUA support Simplified 0 yes | p_AccessControl
Access Control?
4 Does the DUA support BascAccess | 0 yes | p_AccessControl
Control?
5 Does the DUA support Directory 0 yes | p_shadow
information shadow service specified
inITU-T X.525 | ISO/IEC 95947?
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b. Table D-39 shows the standard object classes that shall be supported by ADUAS.

Table D-39
Standard Operational Object Classes - Administrative DUAS
Item | Object Class D | ACP | Notes
133
1 | subentry m | C4
2 | subschemaSubentry 0 C1
3 | collectiveAttributeSubentry 0 C2
4 | accessControl Subentry o] C3
Conditionds:

Cl: if p_subschemathenmeseo.
C2: if p_collectiveAttr then m else o.
C3: if p_AccessControl then m eseo.

C4. if p_subschemaor p_collectiveAttr or p_AccessControl then m
eseo.

c. Table D-40 shows the attribute types, defined in X.500 (1993), that shall be supported by
ADUAs.

Table D-40
Standard Operationa Attribute Types - Adminigtrative DUAS
Item | Attribute Type D | ACP | Notes
133
1 | createTimeStamp m m
2 | modifyTimeStamp 0 m
3 | creatorsName 0] m
4 | modifiersName 0 m
5 | adminigrativeRole 0 C4
6 | subtreeSpecification 0 m
7 | collectiveExclusons 0 C2
8 | dITStructureRules 0 Cl
9 | dITContentRules 0 C1l
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Table D-40
Standard Operationd Attribute Types - Administrative DUAS
Item | Attribute Type D | ACP | Notes
133
10 | machingRules 0 Cl
11 | atributeTypes 0 C1l
12 | objectClasses 0 Cl
13 | nameForms 0 C1l
14 | matchingRuleUse 0 Cl
15 | structuralObjectClass 0 m
16 | governingStructureRule 0 m
17 | accessControl Scheme 0 C3
18 | prescriptiveACl 0 C3
19 |entryACl 0 C3
20 | subentryACI 0 C3
21 |dseType 0 m
22 | myAccessPoint 0 m
23 | superiorkKnowledge 0 m
24 | specificKnowledge 0 m
25 | nonSpecificKnowledge 0 m
26 | supplierKnowledge 0 C5
27 | consumerKnowledge 0 C5
28 | secondaryShadows 0 C5
Conditionas:
Cl: if p_subschemathenmeseo.
C2: if p_collectiveAttr then m else o.
C3: if p_AccessControl then m dseo.
C4: if p_subschemaor p_collectiveAttr or p_accessControl then m
dseo.
C5: if p_shadow thenmeseo.
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ACP 133 PROTOCOL AND SCHEMA EXTENSIONS

ANNEX D to ACP 133 Edition B

Common Content Extensons

a Object Classes

(1) Table D-41 shows the object classes, defined in X.402, that shall be supported.

Table D-41
X.402 Object Classes
Item | Object Class D |ACP|Notes PICS
133 Response
1 | mhsdigributiorHlist o] m
2 | mhs-message-store o] m
3 | mhs-message-transfer-agent o] m
4 | mhs-user o] m
5 | mhs-user-agent o] m
(2) Table D-42 shows the object classes, defined in this ACP, that shdl be supported.
Table D-42
ACP 133 Object Classes
Item | Object Class ACP | Notes PICS
133 Response

1 | aCPNetworkEdB m

2 | aCPNetworklIngtructionsEdB m

3 |addresList m

4 | diasCommonName m

5 | diasOrganizaionadUnit m

6 | dtSpelingACP127 m

7 | cadACP127 m

8 | distributionCodeDescription m
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Table D-42
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ltem

Object Class

ACP
133

Notes

PICS
Response

distributionCodesHandled

10

dSSCSPLA

11

messagingGateway

12

mLA

Note 1

13

mLAgent

14

network

Note 1

15

networkl nstructions

Note 1

16

orgACP127

17

otherContactlnformation

18

plaACP127

19

plaCollectiveACP127

20

plaData

21

plalUser

22

rel easeAuthorityPerson

Note 1

23

releaseAuthorityPersonA

24

routingl ndicator

25

securePkiUser

26

Secure-user

Note 1

27

SgintPLA

28

SIPLA

29

SpOtPLA

30

taskForceACP127

31

tenantACP127

SISB(3I3I13(3I13I13(3[3I13(3(31313(313|13(3|3|13(3]|3

32

ukms

3

Note 1: These object classes may be removed in alater edition of this

ACP.

(3) Table D-43 shows the object classes, defined in the 1997 edition of the Directory
specifications, that shal be supported.
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Table D-43
1997 Standard Object Classes
Item | Object Class D |ACP|Notes PICS
Response
1 | cetificationAuthority-V2 o |m Note 1
2 | cRLDidributionPoint o |m
3 | userSecuritylnformation o |m

Note 1. Thisobject class may be removed in alaer edition of this
ACP.

(4) Table D-44 shows the object classes, defined in X.509(1997) DAM 1, that shal be
supported.

TableD-44
X.509(1997) DAM 1 Standard Object Classes
Item | Object Class D |ACP|Notes PICS
Response
1 |pkiCA o] m
2 | pkiUser o] m

b. Attribute Types
(1) Table D-45 showsthe attribute types, defined in X.402, that shall be supported.

Table D-45
X.402 Attribute Types
Item | Attribute Type D | ACP | Notes PICS
133 Response
1 | mhs-acceptable-eits o] m
2 | mhs-ddiverable-classes 0 m
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Table D-45
X.402 Attribute Types
Item | Attribute Type D | ACP | Notes PICS
133 Response
3 | mhs-ddiverable-content-types o] m
4 | mhs-dl-archive-service 0 m
5 | mhs-dl-members 0 m
6 | mhs-dl-policy 0 m
7 | mhs-di-related-lists o] m
8 | mhs-dl-submit-permissons o] m
9 | mhs-dl-subscriptionservice 0 m
10 | mhs-exdusvedy-acceptable-eits 0 m
11 | mhs-maximum-content-length o] m
12 | mhs-message-store-dn 0 m
13 | mhs-or-addresses 0 m
14 | mhs-or-addresses-with-capabilities 0 m
15 | mhs-supported-attributes 0 m
16 | mhs-supported-automatic-actions o] m
17 | mhs-supported-content-types 0 m
18 | mhs-supported-matching-rules 0 m
19 | mhs-unacceptable-eits o] m

(2) Table D-46 shows the attribute types, defined in this ACP, that shall be supported.
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Table D-46
ACP 133 Attribute Types
Item [Attribute Type ACP133|Notes PICS
Response

1 | accessCodes m

2 | accessSchema m Note 1
3 | accountingCode m
4 | aCPLegacyFormat m
5 | aCPMobileTdephoneNumber m
6 | aCPNetwAccessSchemaEdB m
7 | aCPNetworkSchemaEdB m
8 | aCPPagerTeephoneNumber m
9 | aCPPreferredDdivery m
10 | aCPTdephoneFacsmileNumber m
11 | actionAddressees m
12 | additional Addressees m
13 | additional SecondPartyAddressees m
14 | adminConversion m
15 | adminigrator m
16 | aigsExpanded m
17 | aLExemptedAddressProcessor m
18 | diasPointer m
19 | did m
20 | dlowableOriginators m
21 | aLReceptPolicy m
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Table D-46

ACP 133 Attribute Types

Item [Attribute Type ACP133|Notes PICS
Response

22 | dternateRecipient m
23 | dType m
24 | aprUKMs m
25 | asociatedAL m
26 | associatedOrganization m
27 | asociatedPLA m
28 | augUKMs m
29 | cognizantAuthority m
30 | community m
31 | copyMember m
32 | decUKMs m
33 | deployed m
34 | distributionCodeAction m
35 | digributionCodelnfo m
36 | duaRoute m
37 | effectiveDae m
38 | entryClassfication m
39 | expirationDate m
40 | febUKMs m
41 | garison m
42 | gatewayType m
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Table D-46
ACP 133 Attribute Types
Item [Attribute Type Notes PICS
Response
43 | ghpType
44 | guard
45 | hostOrgACP127
46 | infoAddressees
47 | janUKMs
48 | juUKMs
49 | jJunUKMs
50 | lastRecapDate
51 | listPointer
52 | Imf
53 | longTitle
54 | malDomains
55 | marlUKMs
56 | mayUKMs
57 | militaryFacamileNumber
58 | militaryTelephoneNumber
59 | nameClassfication
60 | nationdity
61 | networkDN
62 | networkSchema Note 1
63 | novUKMs
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Table D-46
ACP 133 Attribute Types
Item [Attribute Type ACP133|Notes PICS
Response

64 | octUKMs m
65 | onSupported m
66 | operationName m
67 | plaAddressees m
68 | plaNameACP127 m
69 | plaReplace m
70 | positionNumber m
71 | primarySpelingACP127 m
72 | proprietaryMailboxes m
73 | publish m
74 | rank m
75 | recgpDueDate m
76 | reeaseAuthorityName m
77 | remarks m
78 |1l m
79 | riClassfication m
80 | rlinfo m
81 | secondPartyAddressees m
82 | section m
83 | secureFacsmileNumber m
84 | secureTeephoneNumber m
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Table D-46
ACP 133 Attribute Types
Item [Attribute Type ACP133|Notes PICS
Response

85 | sepUKMs m
86 | serviceNumber m
87 | sarviceOrAgency m
88 | sHD m
89 | shortTitle m
90 | sgad m
91 | gpot m
92 | tARE m
93 | tCC m
94 | tCCG m
95 | trandferStation m
9% | tRC m
97 | usdConversion m

Note 1. These dtribute types may be removed in alater edition of this

ACP.

D-36
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Table D-47
RFC 1274 Attribute Types
Item | Attribute Type ACP | Notes PICS
133 Response
1 |hot m

2 | rfc822Mailbox

m | dso known
asmall

3 roomNumber

m

(4) Table D-48 shows the attribute types, defined in the 1997 edition of the Directory

gpecifications, that shal be supported.

Table D-48
1997 Standard Attribute Types
Item Attribute Type D | ACP Notes PICS
133 Response
1 | attributeCertificate 0 m
2 |clearance o] m |usedin
cetificate
extenson
3 | ddtaRevocationList 0 m
4 | supportedAlgorithms 0 m

(5) Table D-49 shows the collective attribute types, defined in this ACP, that shdl be

supported.

Table D-49
ACP 133 Collective Attribute Types

I[tem Collective Attribute Type

D&P

ACP
133

PICS
Response

Notes

collective-mhs-or-addresses

collectiveMilitaryFacamileNumber

collectiveMilitary TelephoneNumber

collectiveNationaity

collectiveSecureFaca mileNumber

OO~ |WIN(F

collectiveSecureT e ephoneNumber
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c. Name Forms
(1) Table D-50 shows the name forms, defined in this ACP, that shall be supported.
Table D-50
ACP 133 Name Forms
Item Name Form D&P| ACP | Notes PICS
133 Response

1 | aCPNetworkEdBNameForm - m

2 | aCPNetworklnstrEdBNameForm - m

3 | addressListNameForm - m

4 | aENameForm - m

5 | aiasCNNameForm - m

6 | diasOUNameForm - m

7 | dternateSpdlingPLANameForm - m

8 | cadPLANameForm - m

9 | distributionCodeDescriptionNameForm - m

10 | dSSCSPLANameForm - m

11 | messagingGatewayNameForm - m

12 | mhs-dLNameForm - m

13 | mLANameForm - m Note 1

14 | mLAgentNamefForm m

15 | mSNameForm - m

16 | mTANameForm - m

17 | mUANameForm - m

18 | networkNameForm - m Note 1

19 | networklnstructionsNameForm - m Note 1
20 | organizationd PLANameForm - m
21 | organizationNameForm - m
22 | orgRNameForm - m
23 | orgUNameForm - m
24 | plaCoallectiveNameForm - m
25 | qualifiedOrgPersonNamefForm - m
26 | releaseAuthorityPersonNameForm - m Note 1
27 | releaseAuthorityPersonANamefForm m
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Table D-50
ACP 133 Name Forms
Item Name Form D&P| ACP | Notes PICS
133 Response
28 | routinglndicatorNameForm - m
29 | sgintPLANameForm - m
30 | ssPLANamefForm - m
31 | spotPLANameForm - m
32 | taskForcePLANameForm - m
33 | tenantPLANameForm - m

Note 1. These name forms may be removed in alater edition of this
ACP.

b. Table D-51 shows the name forms, defined in the 1997 edition of the Directory
specifications, that shal be supported.

Table D-51
1997 Standard Name Forms
Item | Name Form D | ACP| Notes PICS
133 Response
1 |cRLDistPtNameForm 0 m

d. Maiching Rules

Table D-52 shows the matching rules, defined in the 1997 edition of the Directory
specifications, that shal be supported.
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Table D-52
1997 Standard Matching Rules
Item | Matching Rule D | ACP| Notes PICS
133 Response
1 | dgorithmldentifierMatch 0 m
2 | atributeCertificateMatch 0 m | see Note
3 | atributelntegrityMatch 0 0
4 | certificateExactMatch 0 o]
5 | certificatelistExactMatch 0 m
6 | cetificatelitMatch 0 m | see Note
7 | cetificateMatch 0 m | see Note
8 | certificatePairExactMatch 0 0
9 | certificatePairMatch 0 m
10 | readerAndKeylDMatch 0 m *
* Conditiona on support of the encrypted variant of attributes as
described in paragraph 408 of this ACP.
Note: Support for subelements of the matching rule is documented in
the CMI1 CONOPS.
DUA Extensons
a Gened

Table D-53 identifies use of the 1997 enhancements for security.
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1997 Security Enhancements

ltem
No.

Operation

ACP 133

Inter

Inter/
Mod

Adm

Predicate Name

Note

PICS
Response

Doesthe DUA
support Signed
Add Entry

Enhancement?

(0]

SgnAddo7

Doesthe DUA
support Signed
Remove

Enhancement?

sgnRemoved7

Doesthe DUA
support Signed
Modify Entry

Enhancement?

sgnModify97

Doesthe DUA
support Signed
ModifyDN

Enhancement?

signModDN97

Does the DUA
support Signed
Errors

SgnErrors97

Doesthe DUA
support security
parameters
enhancement

securityParams97

replacesADY 41, A.4.3.3.8, item 2.

b. AddEntryResult

Table D-54 defines use of X.511 Signed Add Entry 1997 Enhancements. Note: This
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Table D-54
Signed Add Entry 1997 Enhancements
Prerequiste: SgnAdd97

Iltem | Protocol Element | D |ACP 133 Note PICS
No Response
2 AddEntryResult m m
2.1 Null cl 0
2.2 information c2 m
221 |OPTIONALLY- | c2 m DIRQOP shdl be

PROTECTED Sgned
2.2.2 | CommonResults | c2 m
2.2.2.1 | Security c2 m see Table D-59

Parameters

cl If Not [SignAdd97] then support of thisfeatureism else*0”.
c2 If [sgnAdd97] then support of thisfeatureism else“-".

c. RemoveEntryResult

Table D-55 defines use of X.511 Signed Remove Entry 1997 Enhancements. Note: This
replacesADY 41, A.4.3.3.9, item 2.

Table D-55

Signed Remove Entry1997 Enhancements
Prerequigite: SgnRemoved7

ltem Protocol Element D |ACP Note PICS

No 133 Response

2 RemoveEntryResult |m | m

2.1 Null cl |o

2.2 information c2 |m

221 |OPTIONALLY- |c2 |m DIRQOP shdl be
PROTECTED Sgned

2.2.2 | CommonResults c2 |m

2.2.2.1 | Security Parameters{c2 |[m see Table D-59

cl If Not [sgnRemoved7] then support of thisfeatureism ese*o”.
c2 If [sgnRemove7] then support of thisfestureism ese”-".
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d. ModifyEntryResult

Table D-56 defines use of X.511 Signed Modify Entry 1997 Enhancements. Note: This
replaces ADY 41, A.4.3.3.10, item 2.

Table D-56
Signed Modify Entry 1997 Enhancements
Prerequisite: sgnModify97

Iltem | Protocol Element |D |ACP Note PICS
No 133 Response
2 ModifyEntryResult |m | m
2.1 Null cl |o
2.2 information c2 |m
221 |OPTIONALLY- c2 |m DIRQOP shdl be

PROTECTED Sgned
2.2.2 | CommonResults c2 |m
2.2.2.1 | Security Parameters|c2 | m see Table D-59

cl If Not [sgnModify97] then support of thisfeatureism dse“o”
c2 If [sgnModify97] then support of thisfeatureism else*-”

e. ModifyDNResult

Table D-57 defines use of X.511 Signed Modify DN 1997 Enhancements. Note: This
replacesADY 41, A.4.3.3.11, item 2.

Table D-57
Signed Remove Entry 1997 Enhancements
Prerequisite SgnModDN97

ltem Protocol Element D ACP |Note PICS

No 133 Response

2 ModifyDNResult m m

2.1 Null cl o]

2.2 information c2 m

221 |OPTIONALLY- c2 m DIRQOP shdl be
PROTECTED Sgned
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Table D-57
Signed Remove Entry 1997 Enhancements
Prerequisite: sgnModDN97

ltem Protocol Element D ACP |Note PICS
No 133 Response
2.2.2 | CommonReaUlts c2 m
2.2.2.1 | Security c2 m |seeTableD-59

Parameters

cl: If Not [SgnModDN97] then support of thisfeatureism else“o”.
c2. If [SgnModDN97] then support of thisfeatureism ese“-".

f. Errors

Table D-58 defines use of X.511 Signed Errors 1997 Enhancements. Note: This updates
Clause A.4.3.3.12in ADY 11 for signed errors and replaces A.4.3.3.12 in ADY41. Support for
problem codes shall beasin ADY 11 and ADY41. The following uses predicates defined in ADY 11.

Table D-58
Signed Errors 1997 Enhancements
Prerequisite: SgnErrors97
Item |Protocol Element D | ACP |Note PICS
No. 133 Response
1 |Abandoned cn | c10
1.0 |OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
1.1 |CommonResults cm m
1.1.1 [Security Parameters cm m |see Table D-59
1.2 ([dgorithmidentifier cm m
1.3 |encrypted cm m
2 |AbandonFailed cn | cl10
2.0 |OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
2.1 |problem cm | cm |AsinADY11
2.2 |operation cm | cm |AsinADY11
2.3 |CommonResults cm m
2.4.1 |Security Parameters cm m |see Table D-59
2.5 [dgorithmldentifier cm m
2.6 |encrypted cm m
3 |AttributeError cn | cll
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Table D-58
Signed Errors 1997 Enhancements
Prerequisite: SgnErrors97
Item |Protocol Element D | ACP |Note PICS
No. 133 Response
3.0 |[OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
3.1 |object cm | cm |AsinADY11
3.2 |problems cm | cm |AsinADY11
3.2.1 |problem cm | cm |AsinADY11
3.3 [type cm | cm |AsinADY11
3.4 |vdue co | cm |AsinADY11
3.5 |CommonResults cm m
3.5.1 [Security Parameters cm m |see Table D-59
3.6 [dgorithmldentifier cm m
3.7 |encrypted cm m
4 |NameError cn | c12
4.0 |OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
4.1 |problem cm | cm |AsinADY11
4.2 |matched cm | cm |AsinADY11
4.3 |CommonResults cm m
4.3.1 |Security Parameters cm m |see Table D-59
4.4 (dgorithmldentifier cm m
4.5 |encrypted cm m
5 |Referd cn I [SeeADY12
5.0 |OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
5.1 |candidate cm - [SeeADY12
5.2 |CommonResults cm m
5.2.1 |Security Parameters cm m |see Table D-59
5.3 |dgorithmldentifier cm m
5.4 |encrypted cm m
6 |SecurityError cn | c12
6.0 |[OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
6.1 |[problem cm | cm |AsinADY11
6.2 |CommonResults cm m
6.2.1 |Security Parameters cm m |see Table D-59
6.3 [dgorithmldentifier cm m
6.4 |encrypted cm m
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Table D-58
Signed Errors 1997 Enhancements
Prerequisite: SgnErrors97
Item |Protocol Element D | ACP |Note PICS
No. 133 Response
7 |ServiceError cn | c12
7.0 |OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
7.1 |problem cm | cm |AsinADY11
7.2 |CommonResults cm m
7.2.1 |Security Parameters cm m |see Table D-59
7.3 |dgorithmldentifier cm m
7.4 |encrypted cm m
8 |UpdateError cn | cl4
8.0 |OPTIONALLY- co m |DIRQOP shdl be
PROTECTED Sgned
8.1 |problem cm | cm |AsinADY11
8.2 |CommonResults cm m
8.2.1 |Security Parameters cm m |see Table D-59
8.3 [dgorithmldentifier cm m
8.4 |encrypted cm m
c10: If [Abandon], then support of thisfeatureism else 0.
cll: If [Read or Compare or Search or AddEntry or ModifyEntry], then support of this
featureism eseo.
cl2: If [Read or Compare or List or Search or AddEntry or RemoveEntry or
ModifyEntry or ModifyDN], then support of thisfeatureism dseo.
cl3: If [pageresreq], then support of thisfeatureism else -.
cl4.  If [AddEntry or RemoveEntry or ModifyEntry or ModifyDN], then support of this

festureismdse 0.

0 Security Parameters

Table D-59 defines use of X.511 1997 Security Parameters. Note: This replaces clause
A.433.22in ADY 41.
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Table D-59
Security Parametersincluding 1997 Enhancements
Prerequigite: securityParams97

Item | Protocol Element D P ACP 133 | Note PICS
No. Response

1 | cetification-path m m m see Note 1

2 |[name 0] m m

3 |time 0 m m see Note 2

4 | random o] m m see Note 2

5 |target 0 m 0 see Note 3

6 |response 0 [ 0

7 | operationCode 0 [ m seeNotes4 & 5

8 | dtribute 0 i o]

CetificationPath
9 | errorProtection 0 [ o] see Note 3
10 |errorCode 0 [ m see Notes6 & 7

Note 1. As specified for the Certificate Management Infrastructure (CMI).

Note 2: In request set as specified in X.511 '93 (need not be related in sequence to previous
operations). In resultsor error this shdl be set by the DSA and checked by the DUA to be the
vaue of random in request argument plus 1 as specified in X.511 1997. The receiving DSA
shdl usetime and “random” to ensure that an earlier request is not replayed.

Note 3: The policy shdl define minimum levels for the target and error protection levels.

Note 4: This shall be the same as the code for the operation being carried out.

Note 5: A defect has been raised on the syntax for operationCode.

Note 6: Thisshdl only be present if an error is being returned and shdl be the same as the
returned error code.

Note 7: A defect has been raised adding this errorCode to Security Parameters.

DSA Extensons

a DAP

(1) Table D-60 identifies use of the 1997 enhancements for security.
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Table D-60
1997 Enhancements

Item | Operation D | ACP 133 | Predicste Name | Note |PICS
No. Response
1 | Doesthe DSA 0 m sgnAddo7
support Signed
Add Entry
Enhancement?
2 | Doesthe DSA 0 m sgnRemoved7
support Signed
Remove
Enhancement?
3 |Doesthe DSA 0 m sgnModify97
support Signed
Modify Entry
Enhancement?
4 | Doesthe DSA 0 m signModDN97
support Signed
ModifyDN
Enhancement?
5 |Doesthe DSA m signErrors97
support Signed
Errors
6 |Doesthe DSA m securityParams97
support security
parameters
enhancement

(2) The support for signed AddEntryResult shal be as defined in Table D-54. Note: This
replaces ADY 42 A.4.3.3.8item 2.

(3) The support for sgned RemoveEntryResult shall be as defined in Table D-55. Note:
Thisreplaces ADY 42 A.4.3.3.9item 2.

(4) The support for sgned ModifyEntryResult shal be as defined in Table D-56. Note:
Thisreplaces ADY 42 A.4.3.3.10 item 2.

(5) The support for agned ModifyDNResult shdl be as defined in Table D-57. Note: This
replaces ADY 42 A.4.3.3.10 item 2.
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(6) The support for signed Errors shall be as defined in Table D-58. Note: This updates
ADY?21 Clause A.4.3.3.12 and ADY 42 A.4.3.3.12. Support for problem codes shdl be asin
ADY?21 and ADY 42.

(7) The support of the security parameters field shall be as defined in Table D-59. Note:
Thisreplaces clause A.4.3.3.22in ADY 42.

b. DSP

(1) Table D-61 identifies use of the 1997 enhancements for security.

Table D-61
1997 Enhancements
Item Operation D | ACP 133 | Predicate Name | Note [ PICS
No. Response
1 Doesthe DSA o [m SgnErrors97
support Signed
Errors

(2) The support for signed errors shdl be as defined in Table D-58 with the exception that
item 5 (Referrd) isreplaced with DSAReferrd in Table D-62. Note: Thisreplaces Clause A.4.35in
ADY 22 for signed errors.

Table D-62
Signed Errors 1997 Enhancements
Prerequisite: SgnErrors97

Item |Protocol Element D | ACP |Note PICS

No. 133 Response
5 |DSAReferd cn i |SeeADY12

5.0 |OPTIONALLY- co m |DIRQOP shall be

PROTECTED Sgned

5.1 |continuationPrefix See ADY 12

5.2 |contextPrefix cm - |SeeADY12

5.3 |CommonResults cm m

5.3.1 |Security Parameters cm m |see Table D-59
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Table D-62
Signed Errors 1997 Enhancements
Prerequisite: SgnErrors97
Item [Protocol Element D | ACP |Note PICS
No. 133 Response
5.4 |dgorithmldentifier cm m
5.5 |encrypted cm m

(3) The support of the security parametersfidd shdl be as defined in Table D-59. Note:
Thisreplacesclause A.7.2in ADY 43.

c. DISP

(1) Table D-63 identifies use of the 1997 enhancements for security.

Table D-63
1997 Enhancements
Item | Operation D | ACP 133 | Predicate Name | Note| PICS
No. Response
1 | Doesthe DSA o] m sgnShadRes97
support Signed
shadow result
Enhancement?
2 | Doesthe DSA m SgnErrors97
support Signed
Errors
3 | Doesthe DSA m securityParams97
support security
parameters
enhancement

(2) Table D-64 defines use of Signed Shadow 1997 enhancement. Note: This replaces
ADY43,A.6.1.2.3, item 12.
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Table D-64
Signed Shadow 1997 Enhancements
Prerequisite: SgnShadRes97
Iltem |Protocol Element | D ACP | Note PICS
No. 133 Response
12 | xxx-result m m
12.1 | Null cl 0
12.2 |information c2 m
12.2.1 |OPTIONALLY- | c2 m DIRQOP shall be Signed
PROTECTED
12.2.2 |CommonResults | c2 m
12.2.2.1 | Security c2 m see Table D-59
Parameters

cl If Not [signShadRes97], then support of thisfeatureism else“0”.

c2 If [sgnShadRes97], then support of thisfeatureism else”-".

(3) Table D-65 defines use of X.525 Signed Errors 1997 Enhancements. Note: This

replaces ADY 51, A.4.3.6 for Sgned errors.

Table D-65

Signed Errors 1997 Enhancements
Prerequisite: SgnErrors97

Item [Protocol Element D | ACP |Note PICS
No. 133 Response

1 |shadowError m m [Asin ADY51

2 |OPTIONALLY- co m [DIRQOP shall be

PROTECTED Sgned

3 |problem m [Asin ADY51

4 |lastUpdate 0 m |Asin ADY51

5 |updateWindow 0 m [Asin ADY51

3 |CommonResults cm m

4 |Security Parameters cm m |see Table D-59

5 |dgorithmldentifier cm m

6 |encrypted cm m

(4) The support of the security parameters field shal be as defined in Table D-59. Note:
This replaces use of security parametersin ADY 51, clauses A.4.3.3, A.4.34 and A.4.35.
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9. Schema Extensons

Table D-66 summarizes the requirement to support the Universal Character String
Transformation Format 8 (UTF-8) encoding of the |SO/IEC 10646 Character Set. This string type will
be usable wherever the Directory String type is used, e.g., Distinguished name, pubic key certificates.
(PrintableString and TeletexString are required to be supported by the X.500 standard.) A proposed
amendment to X.519 and X.520 to add a choice of UTF-8 to the definition of DirectoryString is
expected to be approved in 1999.

Table D-66
Directory String Support

Item | Maching Rule D | ACP| Notes PICS
133 Response

1 | Doesthe DSA Support UTF-8 strings? 0 m

10. Corrigendanot included in | SPs

[Ed.: To be supplied.]
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APPENDIX 1 TO ANNEX D

DEFECT REPORT FORM

1. Defect Report Number:
Title Use of Operation and Error Code in Security Parameters

2. Source:

3. Addressed to:

@
(b)

4. Date circulated by WG Secretariat:

5. Deadlinefor Response from Editor:

6. Defect Report Concerning:

ITU-T X.511 (1997) | ISO/IEC 9594-3:1997
7. Qudifier:
Error and Omission

8. Referencesin Document:

Clause 7.10

9. Nature of Defect:

(& The syntax of operationCode in Security Parametersis currently defined as an
Object Identifier. However, Remote Operation Service (ROS) Operation Codes
may be ether Integer or Object Identifier and currently al the X.500 operation
codes are defined as Integers.

(b) Since error codes are not protected a Smilar attack can occur on error responses
to the attack on operation codes. Where both a successful response and error
contains sgned Security Parameters with no extra parameters (e.g. Modify
Response and Abandon Error), the unprotected part of a PDU may be atered to
change an error to success without detection.

D-53 Edition B



ANNEX D to ACP 133 Edition B

10. Solution Proposed by the Source:

In clause 7.10:

(8 Replace syntax for operationCode in SecurityParametersto be:
operationCode [6] Code OPTIONAL
Code should be imported from:
Remote-Operations-Information-Objects {

joint-iso-ccitt remote-operations(4) informationObjects(5) versonl(0) }

and in the paragraph describing oper ationCode delete “ object identifier”. Also, a end
of paragraph change “or results’ to “, results or errors’.

b) Add to the SecurityParameters syntax:
errorCode [9] Code OPTIONAL
and add the following description:

TheerrorCode is used to secure the error code where an error is returned in
response to an operation.
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11. Editor’s Response:
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EXAMPLE SHADOWING AGREEMENT

TableE-1
Example Shadowing Agreement Checklist
Legend:
SD indicates the shadow Supplier DSA administrator must provide
information/initid agreement
CD indicates the shadow Consumer DSA adminigrator must provide
information/initid agreement
MD indicates the Master DSA administrator mugt initid agreement
DM indicates the Directory Services Manager mugt initid agreement

Supplier DSA (SD)

DSA Name

DSA location (including building & room number):

Communications address:.

Primary Point of Contact name:

Commercia telephone number:

Military telephone number:

E-mail address:

Postal address:

Secondary Point of Contact name:

Commercia telephone number:

Military telephone number:

E-mail address;

Postal address:

Tertiary Point of Contact (24 hours, 7 days a week):

Commercia telephone number:

Military telephone number:

Consumer DSA (CD)

DSA Name:

DSA location (indluding building & room number):

Communications address:

Primary Point of Contact name:

Commercia telephone number:

Military telephone number:

E-mail address;

E-1
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TableE-1
Example Shadowing Agreement Checklist

Postal address:

Secondary Point of Contact name:

Commercia telephone number:

Military telephone number:

E-mail address:

Postal address:

Tertiary Point of Contact (24 hours, 7 days a week):

Commercia telephone number:

Military telephone number:

Agreements

1.(SD) (CD) Both DSAs involved in this agreement are ACP 133 compliant DSAs.

2.(SD) (CD) Both DSAs involved in this agreement operate under compatible security
policies.

3. If the consumer DSA isto act as a backup to the supplier DSA, this section must be completed.

(CD) The consumer DSA understands and agrees that if the supplier DSA failsor is
unavailable, that the consumer DSA must support the supplier DSA agent's accesses.

(SD) During a norma 8-hour working period the supplier DSA unit of replication is accessed
approximately times. During the worst case 8-hour period the unit of replication has or may
experience approximately aCCesses.
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TableE-1
Example Shadowing Agreement Checklist

4. X.500 standard shadowing specifications
(SD) (CD) The Unit of Replication is:
Area Specification:
Context Prefix:
Subtree Specification:
Base:
Chop:
Filter (object classes):
Attribute Sdection:
All attributes or
Include attributes:

Exclude attributes.

Include knowledge held of master and/or shadow naming contexts.
Update Mode:

Master:

Secondary Shadows:

5.(SD) The supplier DSA information areato be replicated contains kbytes (includes a
30% growth factor). If the replicated area grows beyond this Size, the supplier DSA agreesto
immediately re-negotiate to amend this agreement.

(CD) The consumer DSA acknowledges the size of the shadow copy to be held.

6.(SD) During anorma 8-hour working period the supplier DSA unit of replication is modified
(entries added, deleted, changed) approximately times.

(CD) The consumer DSA acknowledges the impact of the modifications.

7.(SD) The supplier DSA was, in the last 90 days if possible, on-line and accessible % of
thetime.

(CD) The consumer DSA was, in the last 90 days if possible, on-line and accessible % of
thetime.

(SD) (CD) The supplier DSA and consumer DSA acknowledge the reliability rate.
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TableE-1
Example Shadowing Agreement Checklist

8.(SD) (CD) The supplier and consumer DSAs agree to immediately notify each other in
the event either DSA fails or is otherwise unavailable for service.

9.(SD) (CD) The supplier and consumer DSAs (points of contact) agree this shadowing
agreement shdl go into effect at UTC and remain in effect until
UTC.

10.(SD) (CD) This agreement may be terminated by either the consumer or supplier DSAs
if terms and conditionsin this agreement are modified without re-negotiation.

11.(CD) The consumer DSA agrees to provide 30 days notification, if for any reason the
consumer DSA will be ungble to fulfill this agreement.

(SD) The supplier DSA agrees to provide 30 days notification, if for any reason the supplier
DSA will be ungble to fulfill this agreement.

12.(CD) Further congtraints/conditions of the supplier DSA:

(SD) Further constraints/conditions of the consumer DSA:

13.(SD) _ (CD)____ If updateisto occur upon changes, the maximum period over which changes
are accumulated before the shadowing isdone is

14.(DM)___ The Directory Services Manager agrees that thls agreement is consstent with policy
and that the topology involved is consistent with replication policy regarding the best choice for
minimizing hops and single point of falure avoidance.

15.(MD) If this agreement is for secondary shadowing, the Master DSA administrator agrees
that the agreement is consstent with the information owner's policy.
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TableE-1
Example Shadowing Agreement Checklist

16. Protection provided to shadowed information
Type of Authentication
None
Smple
Strong__
Variable (asper ACl shadowed)
Type of Access Control
Basc
Smplified
Rule-Based
Genera Protection (for read access);
restricted to these users.

(CD) The consumer will gpply ACI that is shadowed with the unit of replication.

17. When a shadowing agreement is terminated, the shadow consumer agrees to remove the
shadowed information from the consumer DSA within time period

18. Auditing that will be done by the consumer on shadowed information and details on access to
and archive of audit data.

Note that indicating that secondary shadowing of the subject
information can be performed does not preclude the necessity
for each secondary shadow being (part of) the subject of a
(secondary) shadowing agreement.
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ANNEX F

EXAMPLE SERVICE LEVEL AGREEMENT

SERVICE LEVEL AGREEMENT

BETWEEN THE

< NAMES OF ORGANIZATIONS>

FOR THE

PROVISION OF DIRECTORY SERVICES
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DEFINITIONS

Services The provison of planning, procurement, implementation, change control, task co-
ordination, project management, configuration management, maintenance, security,
documentation, operator services, quaity control, and financia management of <assets>
within the <organization> area of respongbility.

Customer The organization receiving directory services from the <service provider>. The
Customer will be represented by a nominated person for each Customer site
representing dl usersof services.

SLA Review The SLA Review Meeting is held to discuss and gpprove any changes required to the
Meeting SLA document. Chaired by <as appropriate>.

Project The Project Review Board (PRB) meets to discuss policy and strategic leve project
Review Board issues. Itischared by <as appropriate>.

GLOSSARY

1. ACP Allied Communication Publication

REFERENCES

1. ACP133vason< >
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INTRODUCTION

PURPOSE OF THIS DOCUMENT

1. Thissection gives details of the participating governments. It gives any background to the
requirement for the establishment of eectronic directory services. It mentionsthat the SLA exigs for
the further cooperation relating to the relaing to the establishment, assignment, utilization, practices and
payment for eectronic directory services shared or provided between the participating organizations.

SCOPE
2. The scope coversthe provison of ectronic directory services by giving a brief, high level
description of the services being provided, information regarding the provision of resources and any

rdevant instructions and condraints. Also covered is amendment or cancdllation and its effect on the
SLA.

RESPONSIBILITIES

3. ldentifies those parties/authorities responsible for the implementation of the agreement. It detailsthe
levels a which coordination between the parties can teke place. The specific technical detallsfor the
levels of service, procedures and practices, restoration, leasing and postal and communications
addresses and funding are to be included in Appendices referenced from this section.

IMPLEMENTATION

4. Each party will have responghility for its own directory systems, including the procurement and
maintenance of equipment and services. Working leve details will need to be outlined within
gppendices to the document and should include, where necessary, details of the responsibilities and
tasks one nation may offer another nation in setting up the service. It should designate any project
planning time scaes.

SERVICES TO BE PROVIDED

5. Sevice Profiles - The Provider will meet the Customer-specific requirements detalled in
Appendix A to thisSLA.

6. Management and Reporting Criteria- The Provider will dedl with fault conditions in accordance
with Appendix B.
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7. Management Points of Contact - Points of contact at various levelsin the management chain are
givenin Appendix C.

FUNDING

8. This section makes statements about who has financia responshility for different parts of the
sysem. Asin establishing abilateral agreement between two nations, both nations will benefit from a
mutua exchange of information which may imply that there would be no costs levied for the provison of
the service. Each party would normally bear the costs of its own operations and maintenance. Also
included would be any reimbursements of cogts. An gppendix giving the precise details of costs would
be referenced.

SECURITY
9. Detalsareto be given of the classfication of the directory service and the security mechanismsto

be implemented.

RELEASE OF INFORMATION

10. Therules of rlease of one nation’ sinformation to others, including members of its own Armed
Forces, public and press. The mechanisms to undertake the safeguarding of protectively marked
materid aswell as the handling of unclassfied materid.

WAIVER OF CLAIMS

11. Statements on waiver of cdlams resulting from loss, damage or fallure of equipment.

ARBITRATION AND DISPUTES

12. A statement congtraining the parties to resolve any disagreements between themselves and limiting
the level of escaletion.

ENTRY INTO FORCE, TERMINATION, AND REVIEW
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13. Statements covering the bringing into force of the agreement, its length of vaidity, notice of
termination and the period of review for the agreement are to be given, including any requirement for
review mestings.

AUTHORITY FOR AGREEMENT

Signed for and on behdf of < respongble initiating authority>

Date: Sgnature:

<Rank/Name/Position>
Signed for and on behdf of the <other party>
Date: Signature:

<Rank/Name/Position>
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1. Thetables below define the service profiles available for each of the provided services.

DIRECTORY SERVICE (for example)

SERVICE SERVICE | SERVICE OPTION DESCRIPTION
ATTRIBUTES OPTION
No.
FEATURES la
1b
SECURITY 2a UNCLASSIFIED
2b RESTRICTED
2C SECRET
MANAGEMENT 3a No Control or Monitoring
3b Centrd Control and Monitoring
3c
3d Loca control only
SURVIVABILITY 4a Standard
4b Physica security
4c Blast protected
4d EMP protected
de Route Diversty
INTERFACES 6a
6b
PERFORMANCE 7
PERFORMANCE 7a x%
(Site Service
Availability
measured over 1
year)
7b X%
PERFORMANCE 7d
(Grade of Service)
SYNCHRONIZA-
TION
MAINTENANCE 9a Next working day attention
9 4 hour maximum time to respond 0800-1700 Mon
to Fri
9c 4 hour maximum time to respond at any time
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| od | 4 hour mean time to repair a any time |

CONFIGURATION DETAILS

2. Thissection shdl include directory configuration details covering:

Naming Context

Knowledge information

Shadowing agreements

Secondary Shadowing authorizations
Underlying protocol stack
Replication agreements

3. Protocol Profiles are required for DAP, DISP, DOP, and DSP.

ACCESS CONTROL PROFILES

4. Any nationd directory system contains nationd preferences for Access Control. An agreed Access
Control Infrastructure will need to be developed and the profiles recorded.

5. A key and certificate management regime will be required if the directory syslem may require its
interfaces (DAP, DSP, DISP and DORP, if used), to be fully authenticated.

ADMINISTRATIVE PROFILES

6. Profilesarerequired for ADUAS.

7. Anagreement will need to be made on clock synchronization.

APPENDIX B - MANAGEMENT AND REPORTING CRITERIA

1. Thisappendix details the Customer-specific requirements of service management and reporting.

FAULT REPORTING AND HELP SERVICES

F-10 Edition B



ANNEX F to ACP 133 Edition B

2. When afault condition occurs, the Customer isfirst to check that it has not been caused by the
Customer’s equipment. Once satisfied that thisis not the case, the Customer will submit afault report
to the service provider.

3. A Help desk will be established to provide the first point of customer contact for service queries
and will be able to answer both technical and procedura questions.

SERVICE RESTORATION

4. Following afault, the Provider will ensure that the service is restored within the <defined> time
scaes. A sarvice will not be considered to be restored until positive confirmation has been obtained
from the Customer. During service restoration the Provider will provide the Customer reporting the
fault with progress information.

5. The specified restoration time isto start from the receipt of the fault report by the help desk, unless
the fault isinitidly detected by the Provider, in which case the retoration timeisto start from the time of
detection.

6. The Provider will provide the Customer reporting the fault with the following information during fault
restoration:

Within 30 minutes of the report of afault, provide an estimate of the restoration time.
If it becomes gpparent that the estimated restoration time will not be met, immediately advise the
Customer accordingly, and as soon as possible thereafter advise the Customer of the new

forecast retoration time.

7. If the Provider falsto meet the restoration time for a service, as specified in Appendix A, heisto
take the following actions:

Inform the Customer immediately, agree the update rate with the Customer, and provide a new
estimated restoration time.

Formdly record the failure to meet the restoration time, and provide awritten report to the
Customer.

The Help Desk will, on request from a Customer, provide details of contacts through whom the
requirement for fault restoration can be escaated.

REAL TIME MONITORING
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8. The Provider will monitor and andyze performance criteriain red time to identify shortfals against
Appendix A and manage the system proactively by:

Informing the Customer of faults that Customers may not be aware of but which may affect
Customer services.

Offering advice on dternative services under fault conditions.

INVESTIGATIONS AND REPORTING

9. The Provider will provide the Customer with the following routine reports:

A monthly summary of actud performance againg the requirements contained within this
agreement and actionsin hand to correct any deficiencies.

A quarterly report covering technica, operational <and financia performance>.

An annud report covering audits and any service development plans produced by the
contractors.

10. The Provider will undertake investigations and provide the Customer with specia reports, on
request, under the following circumstances:

Perggtent failure to meet one or more performance targets.

Maor loss of service or catastrophic failure.

SCHEDULED LOSS OF SERVICE

11. The Provider will give the Customer one caendar month written notice of any proposed scheduled
loss of service. Any variaion from thisisto be agreed on an exceptiond bassonly. Thetiming, extent
and duration of any such loss of service isto be negotiated and agreed by the Provider and the
Customer on acase by case basis.

SERVICE PROVISION

12. The Provider will supply aservice in the planning and implementation of minor and mgor projects.
The Provider isto meet, from receipt of the requirement, the specified time scales for the three
categories as shown below:
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Category Time scale

Operationa | <Two days>

Earlier time scde, if achievable, to be agreed within 24 hours of receipt
Priority <Five days>

Earlier time scde, if achievable, to be agreed within 24 hours of receipt

Normal
(basdine)

13. Moves and changes will be delivered as follows:

85 % of scheduled ste housekeeping routines completed within one day of agreed scheduled
time.

85 % of system software controlled moves and changes completed within one working day.
<> % of on ste small physica moves and changes completed within <> working days of receipt

of request.

DOCUMENTATION

14. The Provider will issue to the Customer sufficient copies of documentsto dlow efficient use of the
services provided.

MEETINGS

15. <As Appropriate>

APPENDIX C - MANAGEMENT POINTSOF CONTACT

The tables bdow show the normal levds at which contact is made:

Hour by Hour Management

Service Provider Customer

Help Desks:
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System Supervisor:

Policy and Management Escdlation

Service Provider

Customer

Action Office:

APPENDIX D_- FINANCE

1. Thisgppendix should contain details of the financia arrangements between the parties, including
costsincurred and any accrued credits or liabilities.

2. Each party would normally bear the costs of operation and maintenance of its own directory

infrastructure.
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ANNEX G

ABBREVIATIONS

The following abbreviations and acronyms are used in this ACP:

ACDF

ACI

ACP

ACSE

ADUA

ADY

AlG

AL

AMH

APP

ASCII

ASN.1

AU

AUTODIN

BAC

C

CA

CAD

CCEB

CCITT

Access Control Decision Function

Access Control Information

Allied Communication Publication
Association Control Service Element
Adminigrative Directory User Agent

1993 Directory Application Profile

Address Indicator Group

AddressList

Allied Message Handling

Allied Publications Procedures

American Standard Code for Information Interchange
Abstract Syntax Notation One

Audrdia

Automatic Digital Network

Basic Access Control

Country

Canada; Certification Authority

Collective Address Desgnator

Combined Communications Electronics Board

The Internationa Teegraph and Teephone Consultative Committee
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CMI

CMIP

CN

CONOPS

COSINE

COTS

CPS

CRL

CSP

CTF

CULR

DAG

DAP

DFTS

DIB

DISP

DIT

DL

DMD

DN

DODAAC

DOP

DSA

DSE
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Certificate Management Infrastructure

Common Management Information Protocol
Common Name

Concept of Operations

Organization for Cooperation for OSl Networking in Europe
Commercid Off-the-Shef

Certificate Practice Statement

Certificate Revocation List

Common Security Protocol

Combined Task Force

Common Upper Layer Requirements

DSSCS Address Group

Directory Access Protocol

Defense Fixed Telecommunications Service
Directory Information Base

Directory Information Shadowing Protocol
Directory Information Tree

Didribution List

Directory Management Domain

Didinguished Name

Department of Defense Activity Accounting Code
Directory Operationd Binding Management Protocol
Directory System Agent

DSA-specific entry
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DSN Defense Switched Network

DSP Directory System Protocol

DSSCS Defense Specid Security Communications System
DUA Directory User Agent

EDI Electronic Data Interchange

EIT Encoded Information Type

E-MAIL Electronic Mall

EOS Elements of Service

FDY 1993 Directory Interchange Format and Representation Profile
FLDSA First-level DSA

G3 Group 3 Facamile

4 Group 4 Facsmile

GENSER Generd Service

GHP Gaeway Handling Policy

HOB Hierarchica Operaiond Binding

HQ Headquarters

IAS Internationa Alphabet Number 5

IBAC | dentity-based Access Control

IC Intelligence Community

IEC International Electrotechnical Commission
ILS Integrated Logistics Support

ISDN Integrated Services Digital Network

ISME International Subject Matter Experts

1SO Internationd Organization for Standardization
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ITU-T

JANAP

LCC

LEP

LMF

LOP

MCS

MHS

MIB

MLA

MMHS

MMUA

MS

MTA

MTBF

MTS

MTTR

NASIS

NATO

NAVCOMPARS

NZ
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Internationa Standardized Profile

Internationa Tdecommunication Union-Tdecommunication Standardization

Sector

Joint Army, Navy, Air Force Procedure
Locdity

Loca Control Center

Ligt of Effective Pages

Language and Media Format
Letter of Promulgation
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	INTRODUCTION
	General and Scope
	
	
	
	
	
	
	The function of this document, Allied Communication Publication (ACP) 133, is to define the Directory services, architecture, protocols, schema, policies, and procedures to support Allied communications, including Military Message Handling System (MMHS)
	The Allied Directory Services defined in this document are based on the 1993/1995 edition of the X.500 Directory and selected 1997 enhancements.  It is expected that an evolutionary period will be necessary for existing directory services to become ACP 1
	This ACP applies to communication among the Allied Directory domains and within a domain for combined operations.  It defines a common Directory schema which shall be supported by all Allies for international and combined operations and also records nati
	Local interfaces and requirements, such as the specifics of terminal display and local caching, are part of this publication where required to ensure interoperability.  ACP 133 includes requirements for which directory information must be displayed to th
	This third version of ACP 133 defines the services, schema, and protocols required of X.500 Directory System Agents (DSAs) and Directory User Agents (DUAs) to support electronic mail (e-mail), S/MIME, Message Handling System (MHS), MMHS, ACP 127 interwor







	Background
	
	
	
	
	
	
	This ACP was written and coordinated by the Combined Communications Electronics Board (CCEB) with the Allied Message Handling (AMH) International Subject Matter Experts (ISME) working group.  This group was organized to develop a common messaging strateg
	To ensure interoperability with North Atlantic Treaty Organization (NATO) members, ACP 133 was developed in coordination with the NATO Tri-Service Group of Communications and Electronics (TSGCE).  TSGCE SC/9 is responsible for developing NATO Standardiza







	Evolution
	Overview
	
	
	
	
	
	
	The Allied Directory is the combination of the parts of the national directories and those Combined Task Force (CTF) directories, when they exist, that are to be shared with the Allies.  For example, specific unique directory requirements must be satisfi
	The information accessible using the Allied Directory System is contained in the Allied Directory Information Base (DIB).  The information published in the Allied Directory DIB is provided to support Allied communications, including MMHS services based o
	A Directory Management Domain (DMD) is composed of all of the directory components, policies, and information of an organization for the purposes of management.  In the Allied Directory System there are two types of directory domains, as illustrated in F
	A CTF domain is a subset of the Allied Directory that is provided by two or more Allies and includes unique mission-related information, policy, and components.  The combined domain is owned, operated, and administered by a multi-national military unit.
	The X.500 Directory is composed of one or more DSAs that are the repositories for some portion of the DIB.  The DIB contains user information and operational information for use by the Directory system.  Each user of the Directory, whether a person or an
	DUAs and DSAs communicate with each other by using the Directory Access Protocol (DAP).  DSAs communicate with each other using the Directory System Protocol (DSP), the Directory Information Shadowing Protocol (DISP), or the Directory Operational Binding
	The logical arrangement of the structure of the DIB is called the Directory Information Tree (DIT).  Different parts of the DIT will be managed by different organizations.  To accomplish this, the DIT can be divided into subtrees called administrative ar
	The Allied Directory schema contains the rules governing the contents of the DIB.  The schema includes a set of definitions for Name Forms, DIT Structure Rules, DIT Content Rules, Object Classes, Attribute Types, and Matching Rules.  The Allied Directory
	In addition to the user information which is controlled by the Allied Directory Schema, the Allied Directory System contains directory administrative and operational information.  This system information is governed by the Allied Directory System Schema







	Definitions
	
	
	
	
	
	
	Address List - An Address List is a shorthand method for addressing a predetermined list of recipients.
	Administrative DUA - An Administrative DUA (ADUA) is a DUA which is used by managers and administrators to query and modify user and system information in the Directory in order to manage the service and administer the information in the DIB.
	Allied Directory Service - The Allied Directory Service is a capability provided to allied forces to support a variety of information exchange requirements.  This service is implemented by the interconnection of national and CTF directory system assets w
	Allied Directory System - The Allied Directory System consists of the components, protocols, administrators, and information that provide the Allied Directory Service.
	Border DSA - A Border DSA is a DSA that has been designated by a DMD to provide the primary international interface for a nation’s or a CTF’s Directory System to the rest of the Allied Directory System.
	Combined Task Force - A CTF is a coalition of forces contributed by two or more nations for a specific operation and period of time.
	Common Content - The Common Content is the collection of definitions and rules about the Allied Directory System contents.  It is the Allied Directory System’s Directory Schema.
	Interrogation DUA - An interrogation DUA uses the read, compare, abandon, list and search operations to query user information.
	Interrogation/Modification DUA - An interrogation/modification DUA uses all of the Directory Services to query and modify user information.
	National DSA - A National DSA is an “internal” DSA in a national or CTF DMD that interfaces to the Allied Directory System through a Border DSA.
	Plain Language Address - A Plain Language Address (PLA) is an abbreviated or non-abbreviated activity (organization) title with its associated geographical location.
	Population - Population refers to the directory entries and attributes for which values have been entered in the Allied Directory.
	Schema Support - Support for a schema element means that it can be generated, processed, and displayed in accordance with its definition.








	SYSTEM ARCHITECTURE
	DIRECTORY SYSTEM
	
	General


	USER SERVICES
	
	User Access to the Directory
	
	
	
	
	
	ACP 123 defines message handling services offered to the user in terms of Elements of Service (EoS) according to the definitions in the X.400 Recommendations.  The X.500 Recommendations do not define services offered to the users in this way.  In this do
	Generally, the user services are employed to deal with “directory user information”, that is, the information in the directory about the entities represented by the entries.  Administration is a special case of directory usage where access is also necess
	The Allied Directory System provides all of the standard X.500 directory user services, which correspond to the formal operations specified for access to a directory system However, the Allied Directory System limits the use of some services by some user
	User authentication is also required by the Allied Directory Service, but in a local environment, this will be defined by national policy.  Additional authentication requirements and details are addressed in paragraph 402.
	For every user service, the results or errors from each request shall be displayed, if the user is a human.






	Service Parameters and Constraints
	Common Arguments
	
	
	
	
	
	Each of the directory user services includes arguments specific to the operation being invoked.  In addition, there are Common Arguments that may be used to qualify any operation, including Critical Extensions (see paragraph 205), Service Controls (see p
	The Requestor Distinguished Name component of the common argument shall be supplied to all DSAs when records management or logging is required of DSA services or source Distinguished Name (DN) verification is performed by the DSA.






	Critical Extensions
	
	
	
	
	
	In the critical extensions component of the common argument for an operation, any enhancements that are part of the operation have the corresponding extensions listed.  The requirements for the Allied Directory to support critical extensions are as follo
	The following extensions specified in X.511 ’97 edition shall be supported for Allied Directory administrators:






	Service Controls
	
	
	
	
	
	The Service Controls component of the Common Arguments contains controls that direct or constrain the provision of the directory user services.  For example, the priority of the request can be set, or time and/or size limits can be set on the operation r
	Certain combinations of Priority, Time Limit, and Size Limit may result in conflicts.  For example, a short time limit could conflict with low priority;  a high size limit could conflict with a low time limit, etc.
	The Service Controls component of Common Arguments shall be supported as an essential feature in all Allied Directory DSAs and DUAs.  However, its use is mainly associated with distributed directories, directory management, or controlling response requir






	Distributed Directory Service
	
	
	
	
	
	Distributed operations control may employ the following service control elements:  Prefer Chaining, Chaining Prohibited, Local Scope, and Scope Of Referral.
	Master/copy entry selection may employ the following service control elements:  Dont Use Copy and Copy Shall Do.    Their settings will depend on the user requirement to retrieve master or copy information.
	Request/response characteristics may be controlled using the following service control elements:  Priority, Time Limit, Size Limit, and Attribute Size Limit.  In the Allied Directory System, these facilities shall be configurable in ADUAs.  For other DUA






	Common Results


	DIRECTORY INFORMATION BASE
	
	Allied Directory Schema
	Directory Entries for Messaging Users
	Content Rules
	
	
	
	
	
	Content rules are used for two purposes in defining Allied Directory entry types.
	First, a content rule can be used to define one or more entry types with a base structural object class by adding auxiliary object classes and  adding (or deleting) attributes without creating a new object class.  For example, an MHS Message Store (MS) e
	Secondly, the directory standard requires the use of a content rule to allow the application of  collective attributes to an entry type, since none of the object classes are allowed to contain collective attributes.  For example, ACP 133 uses the standar
	Nations may add nationally-specific attributes to the example rules, given in Annex B;  however, this may affect management and interoperability of the directory information in combined environments.






	Directory Information Tree
	Subtrees
	
	
	
	
	
	The Allied Directory DIT is specified by this ACP, with some levels defined by national policy as shown in Figure 2˚2 and described here.  For each Ally, Country is the initial entry under the root.  The definition of the Country entry and the location o
	Below the Country entry of an Ally, one of the subtrees includes the armed forces of the Ally, e.g., Department of Defense for the U.S.  The armed forces are represented by an organization or organizational unit.  Below the armed forces level each Ally h








	COMPONENTS
	
	General
	
	
	
	
	
	The components of the Allied Directory System are:  DSAs, Border DSAs, and DUAs.  An example of interconnecting these components is illustrated in Figure 2-3.
	This section applies to both national and combined domains described in paragraph 104.  The DSAs within a CTF domain are termed “National” and “Border” in a manner analogous to a national domain.  That is, a National DSA in a CTF domain is only connected






	DSAs
	
	
	
	
	
	DSAs, collectively, hold the Allied DIB and interact with one another to make the entire DIB accessible to the directory users.  The directory system is comprised of DSAs that interact with one another to perform the directory services described above.
	Within each DMD, the distribution of directory information among multiple DSAs is a national/combined task force matter, subject to the quality of service, management, and security provisions of this ACP.
	The Allied Directory System is composed of a two-tier hierarchy of DSAs:  Border DSAs and National DSAs.  Both types of DSAs provide functionality as specified in International Standardized Profiles (ISP) 1993 Directory Application Profile (ADY)21, ADY22
	The contents of National DSAs are a national matter, except that a common definition of National DSA contents is necessary for interoperability of assets from different nations in CTF domains.  Note that the contents of the Border DSAs and National DSAs
	The time limit argument of Chaining Arguments is dependent on synchronization between DSA clocks to an order of magnitude less than the time limit.  If such synchronization cannot be achieved, it is recommended that the chained abandon service be used to






	Border DSAs
	
	
	
	
	
	A Border DSA is a logical DSA that has been designated to provide the primary international interface for a nation’s or CTF’s directory system.  The implementation of an instance of a Border DSA may be a specific or separate component or a logical partit
	A Border DSA shall perform many functions that ordinary DSAs within a nation or CTF need not support.  One of the major functions of a Border DSA is to provide the portion of the national/task force DIB available for access in the Allied Directory System
	The process for resolving directory queries within a particular national directory domain is beyond the scope of ACP 133.  Valid options include utilizing a shadow of the national/task force DIB maintained locally within the Border DSA, chaining the quer






	DUAs
	
	
	
	
	
	The directory access facilities required by the Allies dictate that DUA functionality is provided in a number of forms. DUA functionality will be embedded into commercial products which provide the user desktop services as well as providing specific infr
	DUAs make requests on behalf of the directory user and present results back to the user.  For example, a user can request the Originator/Recipient (O/R) address of a messaging user in another country.  DUAs are interconnected with DSAs (including Border
	The degree to which a DUA is integrated with a UA, e.g., a Military Messaging User Agent (MMUA) or Mail List Agent (MLA) or other application that is a directory user, varies according to the application, its implementation, and the degree of human invol
	ACP 133 defines three types of DUA functionality.  DUAs with different functionality than is defined here may be used as a national option.
	Authentication of DUAs is addressed in paragraph 402.
	A DUA may receive a continuation reference when a DSA responds to an operation by issuing a referral to another DSA.  A DUA might also receive a continuation reference as part of an incomplete List or Search result.








	PROTOCOLS
	
	General
	
	
	
	
	
	To ensure interoperability among DUAs and DSAs from different nations, the X.500 standard protocols are used for Allied Directory communications.  These protocols are:
	Figure 2˚3 shows which protocols apply to each type of interconnection.  Use of these protocols is a requirement within a CTF domain.  Otherwise, use of these protocols within a national domain is outside the scope of this ACP.






	DAP
	
	
	
	
	
	DAP is used to convey requests for directory information to a DSA and to return the results to the DUA.  DAP is used between a DUA and a Border DSA in different domains and between a DUA and a DSA in a CTF domain.  DAP shall be implemented as specified i
	DAP is used to access the Services of the Allied Directory.






	DSP
	
	
	
	
	
	DSP is used to convey an information request to another DSA when the requesting DSA does not have the complete information requested, i.e., to do chaining, and to return the results to the requesting DSA.  DSP is used between Border DSAs in different dom
	DSP consists of the operations, results, and errors defined for DAP plus additional information exchanged among the DSAs to notify each other of the progress and results of the operation.
	When requested information is not present in the home DSA, chaining is preferred over referral for access to international information.  To access information that is specific to country B, a DUA within country A would access the directory through its ho
	DSAs shall support in DSP the same critical extensions supported for DAP as shown in Table 2-2.






	DISP
	
	
	
	
	
	DISP is used to replicate information in the Allied Directory by conveying shadow copies of directory information from one DSA to another as described in paragraph 316.  DISP is used between Border DSAs in different domains and between a DSA/Border DSA a
	The operations defined for performing the replication of the Directory Information are:
	All DSAs that implement shadowing shall implement all of the DISP operations.
	Which DSA initiates each of the DISP operations depends on which DSA is the consumer and supplier, as arranged in the shadowing agreement.






	DOP
	
	
	
	
	
	DOP is used to activate, deactivate, and modify shadowing agreements that have been arranged between DSAs and to exchange knowledge and access control, collective attributes, and other administrative information contained in subentries.  DOP is used betw
	The operations defined for DOP are:
	All DSAs that implement shadowing or exchanging knowledge or other administrative information shall implement all of the DOP operations.
	The DSA that initiates the association is the initiator of the DOP operations performed in the association.






	Underlying Protocols


	SECURITY OF DIRECTORY
	
	Security Mechanisms


	MANAGEMENT OF DIRECTORY
	
	Management Architecture
	
	
	
	
	
	Figure 2˚4 illustrates a model for systems management interfaces for the Directory.  The interfaces that do not indicate a protocol, such as, between a DSA and a management agent, are not standardized.
	All aspects of management leading to processing, recording, communication and logging of information shall be configurable.






	Management Protocols
	Year 2000 and Date/Time Format
	
	
	
	
	Background
	UTCTime
	GeneralizedTime
	Interworking
	Certificate Validity
	Audit Trails and Engineering Logs







	DIRECTORY INFORMATION
	POLICIES AND PROCEDURES
	SCHEMA DEFINITION
	
	
	Schema
	
	
	
	Common Content
	Directory System Information
	Support by DUAs and DSAs
	Management Information




	Time Definitions
	Directory Names
	
	
	
	
	Each nation or international organization is responsible for assuring the uniqueness of names in its subtree.
	The DIT should be organized to keep the number of levels as few as possible and to have no more than ten levels.
	An individual may have multiple identities.  For example, one person may have one identity as an individual and another as a security officer or other role.  The person's name would be included in the entry for the role as role occupant.  Alternatively,
	Additional values besides the distinguished value may be included in naming attributes.  An additional name allows for different values to produce a successful result when searching for an item in the Directory.  For example, the commonName attribute cou
	Each entry in the Allied Directory has a unique and globally unambiguous name, the DN, which is composed of the values of the attributes indicated for naming in the DIT.  For example, a person’s name could be { C=US, O=U.S. Government, OU=DoD, OU=Navy, O
	The values of attributes composing directory names (i.e., DNs) should be kept as short as possible while remaining meaningful and unique.
	In order to avoid reassigning users' directory names each time they are promoted, a rank indication shall not be included in the common name distinguished value of the relative RDN attributes of persons.  The rank attribute is used for this purpose.
	When creating a directory name, any appropriate combination of upper and lower case characters may be used in character string values, as directory operations are case insensitive in matching character strings for selecting an entry.
	For naming an organizational person, this ACP permits the RDN to have multiple components, that is, have a distinguished value in more than one attribute.  For example, the RDN could be a distinguished value of commonName plus a distinguished value of or
	Using a DN qualifier as a second component of an RDN to identify an entity in the directory uniquely is permitted for some types of directory entries.  For example, the RDN of an Organization entry could be a distinguished value of organizationName plus
	Although the localityName and stateOrProvinceName attributes are optional in the locality object class in X.521, one or the other of them shall be present in Locality entries in the Allied Directory because they are the naming attributes for localities.
	The RDN shall not include the full stop character (period), even when an abbreviation is included in the value.
	The distinguished value of common name of an organizational person shall be in the order:  last name, first name, middle initial (s), generation qualifier.  Other values of common name may be ordered differently.
	A directory object may have one or more alias entries that point to the object entry.  For example, an EDI party name may be an alias that maps to the Directory name of an organization.  Another example is the temporary maintenance of an alias for an ind
	When aliases are used, there is a need to keep them synchronized with the DNs they point to.  Standardized management tools will be needed to perform this alias/distinguished name synchronization.





	Organizational Roles
	Certification Authority Function
	Security Officer Function
	Release Authority Function
	
	
	
	
	Two different approaches (shown in Figure 3˚1) have been agreed among the Allies for representing Release Authorities in the Allied Directory System, depending on the semantics of Release Authorities in the specifying nation.  One approach is to represen
	The value “release authority” shall be the distinguished value in the commonName (naming) attribute in a Release Authority Role Ed. B directory entry.





	ACP 127 Users
	
	
	
	
	In support of the ACP 127 Interworking application, two different approaches, illustrated in Figure 3˚2, have been developed for representing ACP 127 users, i.e., PLAs, in the Allied Directory System, depending on the national view concerning integration
	One method is to place PLA-related information in Organizational Unit Ed. A directory entries in the same subtrees as the information for the other applications (i.e., “share” the entries).  In this case, the plaUser auxiliary object class shall be used
	The other approach is to have separate subtrees in the DIT for PLA-related directory entries (e.g., Organizational PLA entries) and for directory entries supporting the other applications.  For example, see the U.S. Top-level DIT in Annex€B.  Using this
	Note that PLA is called Signal Address (SA) or Signal Message Address (SMA) by some nations and international or multinational organizations.  Registered PLA is equivalent to SA or SMA.  In this ACP, the attribute “longTitle” is defined for storing the s
	The purpose of the plasServed attribute is to provide the list of PLAs accessible through a gateway.  It is necessary for this information to be provided by the Directory so that the X.400 address to route a message to that PLA can be created.  This is o





	Interconnected Telecommunication Networks
	
	
	
	
	There is a requirement in any military voice switching network to integrate several different tactical and strategic systems.  The resulting network provides support to strategic, operational, and tactical level users.  The strategic switching network pr
	In some cases, there may be more than one route from one network to another, which may involve transiting through an intermediate network.  Consequently, a number of different access codes would need to be dialed to achieve connectivity.  Additionally, a
	In order to manage the various access codes efficiently, Access Switch managers are responsible for those access codes that provide connectivity to adjacent network access switches.  Hence, a set of subtrees within the DIT can be constructed that depict
	For completeness, Figure 3˚5 depicts the total access code requirement for Figure 3˚3.  Although, in principle, the entries refer to “Access to” adjacent networks, the administrator may wish to include “Access to” non-adjacent networks (as denoted by a ‘
	A user accessing the Allied Directory needs to be able to find the telephone number of the called party (the default being the operator), the access to the network that the called party resides upon, and any special instructions required to complete the
	In support of providing information on telecommunications networks, two types of  directory entries are defined:
	Network Ed. B entries contain information about the different supported networks.  They have subordinated entries that define the access instructions of how to reach other networks.
	A Network Instructions Ed. B directory entry contains the instructions about how to reach other networks or localities from the entry above in the DIT (see Figure€3˚4).  When the access to another network is different from different locations, a Locality
	Note that the new "Ed. B" entry types replace the Network and Network Instructions entry types.  Also, the new entry types are based on new object classes:  aCPNetworkEdB and aCPNetworkInstructionsEdB, which replace the network and networkInstructions ob
	A number of attributes are used in association with the aCPNetworkEdB/aCPNetworkInstructionsEdB structural object classes as follows.





	Use of the seeAlso Attribute
	
	
	
	Application Entity Ed. A
	Device Ed. A
	DSA Ed. A
	MHS Distribution List
	MHS Message Store Ed. A
	MHS Message Transfer Agent Ed. A
	MHS User Agent
	Organization Ed. B
	Organizational Person Ed. B
	Organizational Role Ed. B
	Organizational Unit Ed. B
	Address List Ed. A
	Application Process
	Group of Names
	Locality
	Messaging Gateway Ed. A
	MLA Ed. A
	Release Authority Role Ed. B







	ENTRY AND ATTRIBUTE POPULATION AND USAGE
	
	
	Population Requirements and Guidelines for Various Types of Communications
	
	
	
	
	This section is intended for administrators who are planning for or are populating the directory entries in the Allied Directory System.  Population refers to the directory entries and attributes for which values should be made available in the Allied Di
	Table 3˚1 indicates the directory entries required.  Table 3˚2 indicates the required auxiliary object classes for directory entries.  Tables 3˚3 through 3˚21 indicate the associated attributes for which values are necessary to support each application.
	For e˚mail communication (non-X.400), the directory entries and attributes shall contain the common name and e˚mail (RFC 822) address.
	For S/MIME communication, the directory entries and attributes shall contain the common name, e-mail (RFC 822) address, and user certificate.
	For commercial Message Handling System (i.e., civilian X.400) communication, the directory entries and attributes shall contain the information necessary for performing the core functions of a messaging system.  These functions include, but are not restr
	For MMHS and e˚mail services with confidentiality and digital signature features, the directory entries and attributes shall contain the information necessary for performing the core functions of a secure messaging system.  These functions include:  addr
	For interworking between the ACP 127 and MMHS systems, the directory entries and attributes shall contain the information necessary to identify and characterize ACP 127 users and to utilize the gateway(s) between the two systems.
	In order to support traditional communication services, such as, telephone, facsimile, and postal mail, the directory entries and their associated attributes shall contain the information necessary for human users to look up someone else’s information by
	Table 3˚1 indicates, for each application, the directory entries that are necessary for Allied communication whether specified by the standards or in the Abstract Syntax Notation One (ASN.1) definitions in this ACP.  If the directory entry is required, t
	In addition, entries for Country, Organization, Organizational Unit, and Locality may need to be populated in order to provide structure for a nation’s DIT.
	Table 3˚2 indicates the auxiliary object classes, which are optional in the Common Content (i.e., a class that is added to an entry type using a content rule;  see Annex€B), that some applications require for a certain entry type.  If the auxiliary objec
	Tables 3˚3 through 3˚21 indicate, for each application, the directory entry’s attributes that are necessary for Allied communication including those mandated by the standards or in the ASN.1 definitions in this ACP.  If the attribute is required for any
	Specific exceptions to populating the attributes are highlighted in the following paragraphs.
	Table 3˚5 includes information used to send messages to a CA represented by a Certification Authority Ed. B entry.  This table indicates for each application, the population requirements for the attributes in the pkiCA auxiliary object class, in addition
	In Table 3˚9, each of the columns represents a level of service that can be implemented in a gateway being used for interworking between MMHS domains and other messaging domains (i.e., e˚mail, commercial MHS, MMHS, and ACP 127).
	A PLA Collective directory entry shall be used when a pointer is necessary to check on the validity of a PLA, e.g., for Type Organization Collectives.
	Table 3˚19 includes information used to send messages to a Release Authority, which is represented by a Release Authority Role Ed. B entry.








	REGISTRATION
	
	
	Registration Requirements
	Technical Object Identifier
	
	
	
	
	Object identifiers provide a unique reference to the definition of technical objects.  This includes technical objects which are specific to the directory such as object class and attribute definitions, as well as technical objects which have wider relev
	Object identifiers for standard technical definitions are allocated in the standard where they are defined (e.g., X.500 allocates object identifiers for directory object classes and attributes defined in that standard).
	Object identifiers for new schema definitions for object classes, attributes, name forms, etc., for the Allied Directory are defined in this ACP (see Annex€B) under the object identifier:
	National or other new schema definitions outside the scope of this ACP are allocated object identifiers under the appropriate national or international object identifier registration scheme.





	Distinguished Name
	
	
	
	
	A DN is a sequence of naming attributes which uniquely identify an object which may be represented by an entry in the directory.  Objects that may be identified using a distinguished name include organizational units, people, roles, address lists, device
	The naming attributes which form a DN are organized in a hierarchy reflecting the DIT with a name lower in the tree identified relative to its parent entry by adding RDN attributes to the parent's DN.
	Before an entry is created for an object in the directory (or a certificate created for that object) it must be allocated a DN which is unique.  The allocation of a distinguished name in the Allied Directory is the responsibility of the Registration Auth
	The DNs used at the top levels of Allied directory domains are given in Annex€B.
	The registered DNs relevant to the Allied Directory may be disseminated through the directory.





	General Registration Requirements
	
	
	
	
	The directory can be used to store addressing and other related information.  As with DNs these addresses need to be unique within the global context and hence must be allocated under a registration scheme.  Examples of information requiring registration
	The specific registration requirements for the registration of information such as addresses is dependent on the type of communication or application service to which the information applies, and is hence outside the scope of this ACP.  However, objects
	Common Allied registration guidelines are recommended.  This should cover procedures for coordination, dissemination, and ratification of registration information, such as:








	SHADOWING
	
	
	Shadowing Policy
	
	
	
	
	A Shadowing Agreement Checklist is initiated by the administrator of the supplier DSA, who administers the information requiring shadowing.  The Shadowing Agreement Checklist is filled out and provided to the consumer DSA administrator for completion and
	Directory information that is provided to the Allied Directory System from national directories may be shadowed, and individual entries within this information may be incomplete.  Thus, users may not find what they are looking for and require access to t








	DIRECTORY SYSTEM PERFORMANCE
	
	
	General
	
	
	
	Ease of Use
	Robustness
	Availability
	Service restoration
	Speed of Response




	Human Interfaces
	
	
	
	
	In terms of specifics, the human interface and its response requirements set the directory performance requirements and thus impose the directory system design.
	The directory user interface performance requirement is as follows:





	First-level DSAs
	
	
	
	
	For any Allied scenario, each FLDSA in the system should route DAP or DSP requests to its adjacent DSA in less than 500 milliseconds.
	For any Allied scenario, each FLDSA in the system should be able to replicate into its country and direct organizational level entries (to a maximum of 12 entries, e.g., eight Country plus four organization entries) in less than two seconds.
	For any Allied scenario, each FLDSA in the system which detects failure in protocol operations (DAP, DSP, DISP), should signal its attached ADUA or management center within one second.
	For any Allied scenario, where any FLDSA fails and goes off line, a standby should be operational within 30 seconds and any reconfiguring of replication agreements achieved in one minute.
	Each FLDSA in the system should be provided with sufficient processing and storage resource to assemble fragmented Search and List results of 200 entries in less than one second.
	Each FLDSA in the system should be synchronized to a responsible time source with a maximum deviation of five seconds from other FLDSAs.





	System Function Access
	
	
	
	Military Messaging
	Other Applications




	Performance Characteristics
	
	
	
	DUA Selection of Priority
	DSA Priority Processing
	DAP Service Parameters
	DSA Performance Reporting
	DSA Association Limits
	DSA Bind Time Limits
	Bogus Searches
	Access Control Processing
	Chained Operations
	Performance Optimization Tools
	Alias/List Utilities For DIT Integrity
	Replication Triggers And Consistency
	Performance Logs And Reports




	DUA Caching Guidelines
	
	
	
	
	Store cached information in nonvolatile memory.
	Treat cached entries and cached certificates separately for the purpose of determining the useful life of the cached information.  Extend the useful cache period for the certificate, since it is a relatively static entity with its own expiration time and
	Set the time-to-live for cached information according to the type of information stored in the cache (individual or organizational), the function of the command or persons operating the system, the maximum authorized message precedence, the security clas
	Set the time-to-live for cached entries of individual users to expire within a 15 day time period.  Set the time-to-live for cached entries of organizational users to have a maximum expiration period of four days.
	Where an organizational user and individual user share the same DUA, the expiration for the limit on the time-to-live conforms to that for the organizational user.  The local management center approves time-to-live values in excess of these recommendatio
	Capture and record, with the cached entry, the date and time that the entry was last obtained in order to determine the expiration time of the entry.
	Upon receipt of a CRL, all components containing cached certificates compare the cached certificates against the list of revoked certificates and purge those cached certificates matching the certificates listed in the CRL.
	Cache expiration intervals are approved in advance by the local management center.  This is to avoid saturation of the directory for inappropriate short intervals.  The Local Center also requests that the cache maximum time limits be raised for condition
	Purge a cached certificate upon the expiration date contained within the certificate.
	Cache knowledge information of DIB distribution in DSAs, unless it violates local security guidelines.  This information may be used by DUAs to gain direct access to desired information.








	CHAINING
	
	
	Chaining Policy
	
	
	
	
	All Border DSAs and DSAs in combined task forces shall be capable of supporting both chaining and referrals.
	Either chaining or referral may be used as long as performance and security requirements are met.
	In the service controls, Prefer Chaining shall be the favored option.  However, use of Chaining Prohibited is permitted.








	DIRECTORY SECURITY POLICES AND PROCEDURES
	SECURITY
	
	
	
	Security Services
	
	
	
	The security services defined within this section have been developed as countermeasures against the perceived vulnerabilities of the X.500 model.  This analysis was based on X.509,  Annex B.  The security services defined below are considered against th
	Not all security services will be applied to the information within the directory.  For example, confidentiality of information within the directory is only considered viable when a small amount of information is at a higher classification level than the
	Many applications and services will have requirements for security.  Such requirements are derived from the need to protect the information from a range of potential threats.  In order to protect against threats, security services shall be provided.  The




	Authentication
	
	
	
	Peer entity authentication is performed between DUAs and DSAs and between DSAs to provide corroboration that a user or entity in a certain instance of communication is the one claimed.  ACP 133 shall support mutual authentication through the use of stron
	The CMI is an integrated relationship of CAs and all the components necessary that operate under the authority of either a superior CA or, in conjunction with bilateral agreements, with other CAs.
	The CMI includes the process for developing Certificate Policies.  A Certificate Policy is a named set of rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements.  Fo
	Each CA shall have a statement of the practices, the CPS, which it employs in managing certificates.
	Each nation’s CPS shall identify the procedure used to create, maintain, and revoke credentials.
	Two-way mutual peer-to-peer strong authentication shall be supported.  Strong authentication shall be used in the Allied Directory System where warranted.  ACP 133 shall support attributes for Version 3 X.509 certificates and Version 2 CRLs.
	Assurance is incumbent on the availability of public keys in a way that guarantees that the public key really belongs to a particular identity.  Validation of signatures is based on the assumption that the authenticating entity has the correct public key
	Within the ACP 133 Directory system, all DSAs shall be able to process bind requests that are simply authenticated and those that are strongly authenticated, utilizing an agreed upon digital signature algorithm.  DSAs shall support access control policy
	In the Allied Directory, the following additional security constraints shall be met.




	Access Control - General
	
	
	
	The X.500 Directory standard defines three access control schemes:  Simplified Access Control, Basic Access Control (BAC), and RBAC.  However, how that information is stored within a country's directory is a national issue.  The ACP 133 shall mandate tha
	The access control mechanisms shall include both RBAC as well as BAC.  RBAC restricts access to objects within the directory by use of predefined labels to enforce access rights to information stored within the Directory.  User or end-entity authorizatio
	Within the Allied Directory Service there is a requirement to hold information at different levels of protective marking, and therefore, it is necessary to have a method by which the confidentiality of the information can be maintained without disclosure




	Basic Access Control
	
	
	
	BAC is based on a relatively simple concept:  either a list of users and the permissions to which they are entitled, or a list of protected items and the permissions necessary to access them, is held within the directory.  This information is contained w
	Each ACI item consists of four parts.




	Rule-based Access Control
	
	
	
	Within ACP 133 and the civil standards arena, a requirement for additional information to be included in determining whether access can be granted or denied to an object has been identified.  This is defined as RBAC, and requires administratively imposed
	RBAC uses security labels that can be attached (by securely binding the label to the information using a digital signature) to attribute values stored within the directory.  The security label of an attribute shall be bound to the attribute value using a
	RBAC adds the following constraints on the access control decision.
	An error code is returned from an operation or the attribute value, attribute type, or entry is omitted from the operation result if:
	To enforce RBAC, initiator-bound access control information (clearance information) needs to be provided to enable a comparison to be made with the target’s security label.  Clause 17.5 of ITU˚T Rec. X.501(1997) | ISO/IEC 9594˚2:  1997 identifies the syn
	If the first method is chosen, and the authority verifying the public key information of a user may or may not be the same authority that is responsible for issuing and verifying a user's clearance, the clearance must be supplied to the CA in a trusted m
	Each CMI’s CPS shall include the procedures required to validate each end-entity’s identity and privilege/authorizations.
	The security labels will be based on a hierarchical set:  UNCLASSIFIED, RESTRICTED, CONFIDENTIAL, SECRET and TOP SECRET, that can be compared to the clearance of the requester based on a corresponding set of hierarchical class values.  These hierarchical
	In resolving permissions, the DSA shall first obtain the clearance of the user from a trusted source.  This information shall be conveyed during the authentication process.  When obtained, the contents of the security label is checked against the user’s




	Access Control Decision Function
	
	
	
	In the event that RBAC has been implemented, additional steps in the access control transforms must occur.  First, the hierarchical clearance of the user must dominate the hierarchical classification of the label.  Second, if additional categories have b
	The Access Control Decision Function (ACDF) specifies how ACI items shall be processed in order to determine whether access should be granted for a particular operation.
	Figure 4-1 and Figure 4-2 are based on the ISO/IEC 10181˚3 Security Framework in Open Systems standard (Part 3 - access controls), but have been adapted to fit the BAC model described in the X.500 standard.  The ACDF makes the decision as to whether to g
	If RBAC is being used in conjunction with BAC, then RBAC should always take precedence over the BAC.  Therefore, if RBAC scheme rules do not allow access to a requested operation, then the operation will be denied independently of whether access would ha
	A policy identifier shall be used to identify under which security policy the clearance and security labeling are being enforced.
	The security policy is represented by an object identifier that indicates the security policy the subject supports.  Each security policy registered shall have documentation that indicates the values of classifications and privilege/authorization sets va




	Key Management
	
	
	
	Common cryptographic algorithms and their intended usage need to be supported.  National CPS will define acceptable cryptographic algorithms and required usages.
	In the event that a DSA’s signature or confidentiality keys are compromised, immediate notification to the Security Authority shall occur.




	Confidentiality
	
	
	
	In some situations, the Allied Directory may not give sufficient assurance that data is kept confidential in storage, regardless of access controls.  Confidentiality of attributes in storage is provided through use of:
	Note:  Other mechanisms can be used to distribute the keys required to protect attributes defined using the Encrypted Attribute Value template.




	Labeling
	
	
	General
	Security Classification
	Categories
	Privacy Markings
	Policy Identifiers



	Availability
	Integrity
	
	
	
	Data integrity provides proof of the integrity of the information, either in storage or while in communications channels.  The mechanism involves encipherment of a compressed string of the relevant data to be stored or transferred.  This will be a functi
	In the event integrity is required on information stored in the directory, the information shall be signed.  The user who requires validation of the integrity of that information shall validate the signature to ensure no unauthorized modifications have o
	The Allied Directory shall support integrity on a single attribute value.  The definition of the Attribute Value Integrity Information Context is found in Clause 18.1.3 of ITU˚T X.501 (1997) | ISO/IEC 9594˚2:  1997.
	The Allied Directory shall be capable of supporting signed operations on all operation requests received, as well as generate signed responses to those arguments.  This shall include error responses.  The integrity protection required shall be negotiated








	ACCOUNTABILITY/AUDITING
	
	
	
	Data Protection




	DIRECTORY MANAGEMENT POLICIES AND PROCEDURES
	
	
	
	
	Scope
	
	
	The policies defined in this document for management are applicable to the directory system component level of the Allied Directory System.  Additional requirements such as help desks and operations relating to the higher level system issues of the Allie
	There are three operational areas of management to consider.



	Mandated Functionality
	
	
	All DSAs and DUAs shall be capable of extending the schema to include new object classes and attributes and, optionally, new syntaxes without recourse to software rework.
	All DSAs shall be able to have ACI and other subentry information configurable.
	All DSAs shall be able to have their replication agreements configurable.
	All DSAs shall support logging facilities as defined in paragraph 504.
	All DSAs shall support, as a minimum, the X.500 Directory Monitoring Management Information Base (MIB) defined in RFC 1567, or equivalent.
	All DSAs shall support the generation of events or alarms and log entries that reflect error conditions such as resource problems, protocol failures, or system security violations.  Sample alarms include:
	All DSAs shall provide a management console interface that will permit local and remote management.  Remote management facilities shall be applied with some authorization and protection mechanism.



	Desirable Additional Functionality
	
	
	DUAs should be configurable by a system administrator to control the services that are permitted to the DUA user.  Note that the Allies intend to control the extent of DAP operations by DUAs by configuring the DUA and by access control information in the
	Management interfaces of Directory components should apply standard protocols such as DAP, CMIP and/or SNMP.
	Management logs and log controls should reflect the functionality defined in ITU˚T Rec. X.735 | ISO/IEC 10164˚6.
	Management facilities provided with directory components should relate to directory domains, i.e., multi-DSA systems.



	Event Logs
	
	
	DSAs shall provide for the logging of all operations with various levels of detail.  Log control mechanisms shall provide configuration or functions for:
	Log entries shall provide:
	DSAs shall support recording the following errors:



	Service Level Agreements






